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A study on technology protection measures according to the
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Abstract We are now living in the era of the 4th Industrial Revolution. Artificial intelligence, the internet
of things, big data, mobile technology, etc. have already begun to attract attention and are being used
in many parts of our lives. In the 4th Industrial Revolution, the base technology can be said to be the
cloud. Accordingly, domestic defense companies are introducing a cloud work environment. However,
there has been a recent case of leaking core technologies in defense companies through cyberattacks.
Therefore, it is necessary to identify security threats that may occur in the process of introducing a
cloud work environment and minimize threats to protect defense technology. In this study, three mid-
and long-term measures are proposed: a review of the improvement of defense companies' network
separation policy, preparation of information-protection sharing policy for defense companies, and
preparation of next-generation network separation technology. We hope that the cloud work
environment system will be stably operated by defense companies by quickly applying these

countermeasures.
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Table 1. Domestic public cloud service market size
(unit: billion won)

year 2018 2019 2020 2021 2022

budget | 1,940.7 | 2,342.8 | 2,781.8 | 3,240.1 | 3,723.8
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Table 2. Global cloud market size
(unit: billion dollars)

o 2021 2022 2023
division
year year year
budget 410,915 494,654 599,840
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Fig. 3. Domestic cloud IT infrastructure market
outlook
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Fig. 4. Cloud strategy by company size
(reference: Right Scale (2018) )
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Table 3. Feasibility of adopting cloud-based VDI for
defense and defense industries

division current system building VDI

Individual user
management

Central integrated
management

administrative

virtual environment
realtime monitoring

user short hair

secure )
security burden

high-end terminal
PC periodic
replacement

system

economical .
construction cost

Lo, VDIZh SYHE AHE e Bt A 54
3ol QIgolELt XS SHER PMS 5& 37 289
of & Wt glo] Be] £088 2Y % U, HolHE
Zogoll Ashr] o] £49| et Hom 4B
£ Fu¥ $¥o| glo] fH o2 Bgo] 7issick. o]
o5t o4& B ALGAHE of® PCE AMSIHERE,
Ao QT A4He B 5 T Rt 24 A
HlAAS] Tie Te7h ik, B3 A Swol

F

AR AUS GIHOZ HujE & QlojA AR}
Q7o) A5 Foisiel Aeel BEH wurt EAlo]
7hsstet. gRe ZhoAE AJAPCE ARSI 3
Aol BAslo] Holei] 4ol WS AP =S

35 F3f A7t A mEE de o kel o't
dolle PCO ol Fet HIEYD EfY, Ave|
TS QEA7] A3 g2 3 AZte] Fastkal, of
23t HAMAAE AAte =z AFsh] fsiMe 2 =8
o] =t vhd VDIQ| 4% VDI Aigge] Higt
ARET 7hsstH 1 9l9] &2 At 4= 9lal, VDI
£ 5¢ A" AT AlTEof o folut ord
FE 59 FUS AT 5 gloH, PII=Tt FUH
Gt BE ZRAA7E VDIAHOA SAEHEE 27
o] Zafioll gt AAIZE Al 9 gigo] SFlA 7St
o] BE PColl thgt YA HbgH Aol 7hsdt A
o] ot EZF BE A= A 9 FE5AS} AA8A
A B 27 AARE ZAEY] mZe] 53
AR ol tisite Heto] BAgHEn: FA1H S3
oA 271 AA =5 vl&o] AL == 9t ot o
=2 B2 FAGANA VDI =l AgHS 7H
SHARE A& PC =9 3 220 BYse ot A
St AAFS] PCERIME SE0] 4T & 3= &4
< Algshe VDIe 271 AATS v8ole &5kl
7150w Hd ot Aol 7] 4= Tt
FEPAIAFAY ICT 719 AF-E she Al 244
27 A, AR S A2 WAl 94T

_4



WA SeE AR =0l e VeRs et

A7

28 AA7F At o] VDI 22 AAE F55te] oHA]
Aok, EZE 71E dAEe] G227 b=l Ak
£ A FESAE, iR A7E AEEAL
otof k= olfr& "WAHY 5 29 VPN 50l
olu] F=Eo] Q7] Wizl VDIE F7t= =Ysts st
A k& 5= k. webA VDI ESjo] AlPE7] e
AAE VDI=de] dis w2, Het, BAd S3
5] 2A5te] BHgAdE AAlstaL, @A VDIE =
4 A4S ez dE2AE st
PSS

Z]
A

3. SoiRL A2l 2o AH

3.1 S2HRE AF0Me| Hotof| thet 2

ZeheE9] 5L AVIE 71ETRE TE Q2 Het
A¥T FA7E A6 Qltks Al AEVHEY] Jdo]
o} uj=e] ST ARY HE FARI golEAAY
(RightScale)oll W2H 7|PEL FE &Y A Ht
olfE M & ol go® Atk HIAE B9
At dejneto]lz AFY 71 FErHarb LSt
2019 2249 <lEngto]= FERe-E QYA HIIA oA
T ZAL SEHA F 60%7F SRS #uke] Het dgo)
FF FEeE v 7P E TS v Aolge 2
Ab AV FEP FHeso] =S Al ulgdy,
794 5 og o] AT, S HEF R
Hetol| oigt EAI7F 7Y & 98 Algdolghs Aol

T 1~29 B9t STTolA TS He e
2 332 oAt 2018 119 AWS A2 7oA
U5 DNS AH A4 QF& Qlsf 845 F9tolut DNS
7152 & & glo] AWSE AREsh= T, wigoulE,
o|~EIR}E, YHIE BollA H& oF dAfo] Yttt
20199 7€ m=o] ofE 2999 AuE H(Capital
One)ollA+= 19 6007t ol de 12 JE7t a7 &
P, EE HolHe AWS] A4H Aoz A
AWSS] HQF F ko] =37 Jct AWSE S2h%
T HQM] EAp| B} S-S ARSSHE 7]}do] B
ot A& AR wiEol2ta Wt o] T2 FEe
T HQl ARFoA] Ho] ZlEYE 95% ojAe] Zake-
T HQF At SER-E ARARY] ] Qlo] Y
Zolgta HEFT

IT 1zt 2 9 Het AE7HE0] 71 ek A
2 HlojEl9] §& T fAolth ot 98 oy ¥

=0

529

Qlo] A, EHFOoZAY AH|A(Platform as a
Service) &-8o] HHE3} HHA] ZFEFE0fA o]Fo]7|
= A9 tFEo] EAHA FHiE ARVIERA; YRl
Al F& Aol dojub=A] gRlo] ofyr] ol

3t

3.2 SHRE 2F0Me Hot 2

2= 2ot #3|(Cloud Security Alliance, CSA)
= 24199 St AEIEE AR dERAE
APsf 2019 L I BIAE TRt o] B
Ae ABHo=E et AE, 98 9 FHkgol o
A7) et AolcH15]. SHEHAEL S
E oMY 8 98E 9] 1172 Fokt

. HloTE A3

CERE 7 RAERT wd
2R HQl oprElA gl e
L EEERt ooldlEE, 244 31, o
AR =&

A A4

. PSR 2 QIEFo] 29k API
. Floret Alof 99

- HEE 720k 38 7= A

10. Agke S=E AR 7HAA

11 2EH9E Au2g] ¢ 2 ofHel ARG

ol

=~ R

O 0 O W N

AU|A AR B9 71& FoFd 2 CSP(Cloud Service
Provider) HlolE &4, AA" FHopdH 22 EAl=
o] BuAo]A ALt CSPY] st &= AT
Q1 Het EAl= OohA] 851 2 Ao & w3y
oiZolch thal, 119 AFRES V& VleEt 22 1
¢ EAIE siZslor & Ea/g0] AR Ut

3.3 TE7t 9A

SEFE EHRR2 AlolH g, et Al 9l HlojE
HRto 2Ry ZEReE ERFOM TAHEE HolH,
ofE2lAeld 2 dxekE Heshs A% wHd S
E #3439 F83% 9ot et Aifgol A%
s HigetEa g2 AeEe] wet S Bk
Rzt Hlol8E AAstal H2sh] A8 Skl 2
k= 719, 23 E DA 24 &892 =

U A7t ool mEE FEeE Hek2 Ade
Aootal SEE 7N Blane] 7Ey, 724 9 7t



el

R

2] A244 A8E, 2023

Pag By

I

84 B 98 tHAS AT Walo] wag
33 A1s}ek Hofolh, Zet9. Hob o314 Ao
cleRt 39 Aols] AP ozsE BEshy] o) 2et
9= Auls FEAG ST 14 B THSL
97 Befolo She Theret Hek Ao, B 8 mAA
7 EFTH7),

QT Auls B Qlnelol 14 HolHE B
F3b7] Slol AR Bot 24 @ BEE FHT Yol
oI} oleist 2ol 224 1k, AAA Ao, I
o, YEYD Bt L AL B3 ATl EeE 4 ek
dlelo] 9= 1AL A4 Bt 2XE TAST
A% 9, i A5 @ 371491 Bek Bleh g
2 ARlE E5sle] F9ES S AHgt
7 gisfol diet,

S SERRE BERR2 T A HH4lo] ofYE=
of gelsfof gt 27 Ei Ajle] et T Alge
dole] 93, 4, ¥4 27 At 2 919 518 Wl
we} thg 4 oIk gebd] ZeheE mole] mutAol
W oleist a4s T BEY A2 WAlo] Basic

Aoz FTE HIke YL skl B8
doleo] H5g Wy 918 SEdeln gl
2 wpao] WAt 2e9E AR FaT ZHo]
ZetoC Aulx FFAS FH9C 1A BE Aol
A@ozye BEshy] ol wael Bt Aolg 74

Stal 4] F2 T T AYo] U+

rr

39

A

ol

% R
ol

o ot

2

3]

ok, gl

Mg 2

[e]

&

4. ZE

20229 7IEY zAW] wWEW @A v=9 F&
DoD & 4t 2 #ad AR73 B8 e
B35 718G oA, §5|E utd ) 0] BF
H4l 7|4t CaaS, Saa$, Paas, [aaS+ &
o} metolHl 5 TSt SE HFY 7|
& 3ol At ol=Et olfE th M"Y
QrHel AAE]= WA F3H9] FA|
847 A7 {94 2 B&4S FHEetR} sk
= H1 ek = TARA = 43 A ETE X3S 7]
Ze 7 YL HAFY A FHHLoE aFsfor
Sk Al7]& HofolH, SEHRE 7|&R F4 HolHE
2T 4 oA "= CMMC(Cybersecurity
Maturity Model Certification)2t -FARH AAE =
skt 2% IS vhEol) &9 Adt ohEgitta ¥

bl

Zo
LY

530

7¥ekaL et ol#jgt wlsk CMMCSF dASH] HaliAet
T S MibER s 7 2 RIS thAde
2 TI% ge4e SEsith

AR, S FAGAS O] EHAAl= A Harsiet
BV AL Qo V12| AkdA|e] Heke &2
SR, o] ®¥Ale] £A4l= i PCol A sl
olFAAZMAE o185l Y= FET 5 e HAde
AAdst7l= olge. Hebg AARkE: wasiAE E214]

o)

wpalo] 9-glol glom, Sy 9 B4 AuspelE
WIS B4SAE B2l PRelS Adsie of
o7 Stk et WA L WAL 71SRE
718 HetAt QIRELS AeNE meld YEe
EEL

Jo M o

=

=

Table 4. Comparison of physical and logical network
separation (Source: Somansa)

item physical network logical network
separation separation
security relative high high
Ease of use relative high high
Managémen relative high high
convenience
physical network
price high price separation 50%
price compared to
When working
from home . . .
network impossible possible
separation
When working
from home impossible ossible
Response to mp p
server failure
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