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Abstract To counter recent diverse and sophisticated Al-based cyberattacks, more systematic security
control policies are being applied. Attack types are becoming increasingly advanced, but malicious
activities are still being detected using solutions such as security information and event management
(SIEM). Many security experts are performing control tasks based on a security operations center (SOC).
This paper describes the design and implementation of an Al-based monitoring support system in an
SOC. The proposed system focuses on tickets, which are used in the primary process of performing
security operations tasks in the SOC. They enable Al to handle or assist with tasks directly according
to the risk level of the tickets. As a result, a reduction in the workload for operations personnel is

anticipated.
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Fig. 1. Offense events
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Fig. 2. Security Monitoring Process
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Fig. 4. XGBoost Classifier model
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Table 1. Test environment
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64-bit operating system,
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Table 2. Test Results of ticket based learning datasets

Items results

Risk Classification Training Dataset 80,000
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False Positive Classification Training Dataset 120,000

False Positive Classification Test Dataset 15,000

Recommendation System Training Dataset 50,000

Recommendation System Test Dataset 5,000

Anomaly Behavior Training Dataset 56,000

Anomaly Behavior Test Dataset 7,000
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Table 3. Performance test results

Test Items Performance test results
Ticket risk classification 98%
Ticket false positive detection = 100 times

Recommended analysis

. = 150 instances
content of tickets

Detection of abnormal

K 4 times out of 4
user behavior
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