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Abstract Source-code-based and binary-based analysis techniques can identify malicious code in source
code. Although the source code-based analysis method has high accuracy, it is difficult to collect source
codes containing malicious codes. Although it is easy to collect binaries, the binary-based analysis
method has limitations in that the accuracy of detecting and analyzing malicious codes is low. In this
study, we propose a model that can learn source-code datasets to remove source code vulnerabilities using
deep learning and automatically remove them. The model was implemented, and its performance was
evaluated. The performance evaluation showed promising results, and the automatic patching of source
code vulnerabilities achieved 99.8% accuracy. In addition, software vulnerabilities were scored 10 times,
and the presence or absence of tracking information for each identified vulnerability was confirmed on

five separate occasions. Notably, the automatic diagnosis rate based on the analysis was 96.5%.
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