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A Study of Anti-tampering Trend and Development Direction

Minuk Kim

Korea Research Institute for Defense Technology Planning and Advancement

2 9o 20229 AA WA el BEW =52 AlA 251 7] 2= F 8HE AAsH B d=os
FEFSHAL ok FEuEte] FIIAA el S7rRel wet £E FUIAA Ve R fiFe] F8/d0] §4 HI gl
FEHHER= ol v RN AS AT Bolz Al2"d A8 HAHD VleS Bdolu HEA] F2 SR
BAE0] HzHE Ag WA AR 7lez Aostal k. &, AEHHGolt g3 9 HHY 34 A=ERH
AiE BBt 7RSS A St AAE Auititt. 2 =2olAe FUIAA A8 divles Euske AEHY
oy #d FU-9 A=A 9 A9 $¥ 2N 4\—50‘5}3’_ 3 2oke] T UFE AT

Abstract According to the 2022 Global Defense Market Yearbook, South Korea ranks eighth among the
world's 25 largest arms exporters, and South Korea is emerging as a strong country in the defense
industry. As exports of weapons systems increase, the importance of technology protection measures is
emerging. The term "anti-tamper" was first used by the US Department of Defense. "Anti-tamper" is
defined as a technology to prevent cutting-edge technology applied to a system from being stolen or
analyzed and tampered with for unauthorized use. In other words, anti-tampering refers to actions to
protect assets from reverse engineering and tampering attacks and to prevent technology leakage. We
conducted research and analysis of anti-tampering-related systems, policies, and research and
development trends to protect core technologies applied to weapon systems. We also present a direction

for development in the field of anti-tampering.

Keywords : Anti-Tamper, Anti-Tampering, Tamper Resistance, Weapon System Technology Protection,
Core Technology
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1. Research & analysis of Anti-Tampering-related
system and policies

2. Research & analysis of Anti-Tampering-related

R&D trends

4. Proposal of development direction of
Anti-Tampering technology

Fig. 1. Research Process Conceptual Diagram
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Table 1. Anti-Tampering Systems and Policies of
Advanced Countries in the defense industry

Countries Systems & Policies
USA CPI Protection within the DoD
UK Cyber resilience strategy for defence
Secure design principles
Israel Cyber defense methodology for organization
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STRATEGIC PRIORITIES

Where Defence needs to be:

THE AIM: for Defence’s critical functions to be significantly hardened to cyber-attack by 2026, with all
Defence organisations resilient to known vulnerabilities and attack methods no later than 2030

Governance,
Risk and
Compliance

Secure by Rapidly Detect
Design and Respond
Qur capabilities are
inherently protected
from the outset
throughout their
lifecycle, built to be
resilient against cyber-
attacks with
pre-planned recovery
measures in place.

Our integrated cyber
defences cover the
entire digital
environment to detect
and respond to cyber-
attack.

Our risk management
approach provides good
govemnance that drives
change and achieves
compliance.

Fig. 2. "Cyber resilience strategy for defence"

Cyber security design principles
Five principles for the design of cyber secure systems

1. Establish the context before designing a system
Before you can create a secure system design, you need to have a good understanding of
the fundamentals and take action to address any identified short-comings.

2. Make compromise difficult
Designing with security in mind means applying concepts and using techniques which
make it harder for attackers to compromise your data or systems.

3. Make disruption difficult

When high-value or critical services rely on technology for delivery, it becomes essential
that the technology is always available. In these cases the acceptable percentage of ‘down
time’ can be effectively zero.

4.Make compromise detection easier

Even if you take all available precautions, there's still a chance your system will be
compromised by a new or unknown attack. To give yourself the best chance of spotting
these attacks, you should be well positioned to detect compromise.

5. Reduce the impact of compromise
Design to naturally minimise the severity of any compromise.

Fig. 3. Cyber Security design principles[5]

2.1.1.3 0|AzA

ojlagtdl =7}Ato|HZ(Israel National Cyber
Directorate)ollA= o2t W & 240 digh %
Ao Hot AshE WHES JHdstltt s v
22 Z2 W A _i*ﬂ/\oﬂ gxg Ay, gsst &
HE 2] fAYSS 236k, HlolE 23,
AAE dstr] flgk oRHo= —’F‘“O}EE 0}
= 5 "Ny 39 PES mFeta qlrHol.

T

\__1__

2

212 3 QEAHY B M L MY

oA WA FATH WIS B
SAREIANIAH T 7975, 23, 5.16)A 7]
AA AT A L FIEATALAIE S & HE
g AEARE 5% R Fuold Al F1&R B st
N L

S, A B AR 5 el 4
Y71 & BEAA 7529 @Y L HE 11, 5
2 A YPHRPIE BEATONE 43 FAAA

84

Experimentation,
Research and
Innovation

Industry Secure
Foundations

Our entire digital Our approach seizes
upon experimentation,
incorporates security research and
ain controls, supported by innovation
nce people and processes, opportunities to ensure
that make it resilient to we can
cyber-attacks stay ahead of the
developing cyber
threat.

enterprise

7 Strategic Priorities[4]
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Table 2. Defense R&D Status of Anti-Tampering

Technology
Category Programs
Core SW Weapon System SW Platform Anti-Tampering
Technology
Applied Weapon System Anti-Tampering Application
Research Technology
Development of Packaging
Ant-Tampering and System
Intergration Technology
Weapon System Dev.elopment' of Board/Chip
Weapon Technology Anti-Tampering Technology
If;’slt(zme Protection Development of Code
Typ(;g Technique Anti-Tampering Technology
(Anti-Tampering) Development of SW
Anti-Tampering Technology
Development of Anti-Tampering
Test/Verification Technology
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