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Abstract As advanced technology has developed recently, security problems such as hacking or personal
information leakage are continuously and increasingly occurring. Accordingly, information systems in
DTaQ are also affected by these threats and need to be prepared to respond to possible security
problems. This would enable new DTaQ e-mail and data exchange systems to adopt technology
standardization such as a non-active-X security enhancement and user-friendly function improvement.
This would be helpful to eliminate a security-threat element and make a safe and user-friendly
"e-working" environment. For example, the newest e-mail solution, keyboard security solution, mobile
one-time password, and encoding program make the DTaQ e-mail and data exchange system not only
improve security, but also strengthen the efficiency of its performance. Also, system improvement is
conducted by related systems linkage, network connection, data transfer, tuning, etc. This study
summarizes the major activities and achievements of adopting the new e-mail and data exchange system

with a security solution, standardization of technology, etc.
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Fig. 1. Target system configuration diagram
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Table 1. System linked API

System | Linked API Linked Contents
- Linkage between system & HR / Org.
HR info. info.
HR DB |synchronizati|* Org. chart synchronization by batch
System [on processing| process job
API - HR info. linkage / Group & private
account
HR info.
Business synchrongm - User Info. / Org. chart linkage
System |on processing
API
+ Automatic authentication by SSO
linkage
SSO $SO linkage 'Automanc E-mail log-in by SSO
Server linkage
- Portal system log-in)SSO
server)E-mail system log-in linkage
+ E-mail info. request API provision
(# of unread E-email cases indication
in portal main screen.
Portal |E-mail linked|* Linkage between posting of portal
System APL and E-mail system)
+ Send E-mail relay processing by
SMTP (Simple Mail Transfer
Protocol)
Messenger|E-mail linked ’ Alarr'n for. E-mail receipt
System AP confirmation
Y - Pop-up display for read E-mail
Other SMTP - Send E-mail relay processing by
Systems SMTP (Simple Mail Transfer Protocol)
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Fig. 2. Keyboard security application
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Table 2. Provide a variety of usage environment

Class
(e

Operation Environment

Windows, MacOS, Android, iOS

Internet Explorer, Edge, Chrome, FireFox,
Safari, Opera

Web Browser
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Fig. 3. E-mail / Data exchange system diagram
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