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Abstract With the development of information and communication technology, corporate damage is
gradually increasing due to various adverse effects, such as leakage of industrial secrets, and SMEs
account for 88.5% of the total effects. In this environment, 28 general vulnerabilities in seven categories
were analyzed: wireless LAN management, digital complex management, network management,
computer data management, personal and portable computer management, auxiliary storage media
management, and information protection system management. The analysis found that AP installation
locations, physical protection, non-hidden mode, and automatic memory erasure functions were
disabled, and log file storage was omitted. Furthermore, information system users were given individual
user accounts, periodic password changes of servers and network equipment, security measures against
data leakage and destruction, log management, and mandatory program installation. These general
vulnerabilities are expected to be addressed along with the need for related education for those in

charge to improve the security policy setting than in the technical aspect.
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Table 1. Survey Target

Work Experience Rl\ehslg(l)t:’lec;egtfs
less than a year 22
1 year or more to less than 3 years 23
3 years or more to less than 5 years 16
5 year or more to less than 10 years 21
10 year or more to less than 20 years 18
more than 20 years 8
Total 108
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Wireless ls i used afler changing the|
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Fig. 1. Example of a Security Measurement
Self-Diagnosis Questionnaire
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Table 2. Information Protection Level Assessment
Items (Wireless LAN Management)

. Security
Inspection
R —— Assessment Items Measure
Rate(%)
Is it used after changing the initial
password value for wireless LAN in 97.3
the company?
Is the AP installation protected by
indoor installation and locked 405
Wireless protective containers considering :
LAN the service tolerance?
Management [Do you use AP names in hidden
67.6
mode?
Do I use a password for access? 100.0
Do you set up and use the
encryption communication function 97.3
between the terminal repeaters?
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Table 3. Information Protection Level Assessment
Items (Digital-composite unit Management)

Inspection Sy
B . Assessment [tems Measure
Categories Rate(%)
Has the head of management for
digital multifunctional units been 90.9
Digital- appointed?
composite  |[g the administrator password set? 85.5
unit
Management Do you use the memory auto-erase 56.4
feature? ’
Do you keep log files for 2 years? 54.5
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Table 4. Information Protection Level Assessment
Items (Network Management)

. Security
Inspection
e — Assessment Items Measure
Rate(%)
Do you have a user account 536
management ledger? ’
Are individual user accounts assigned 50.4
to all information system users? ’
Network Has access rights been granted to
Management |major information systems for each 56.5
user account?
Do passwords for servers, network
equipment, etc. change more than 44.9
once a quarter?
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Table 5. Information Protection Level Assessment
Items (Computerized data Management)

Security
Measure
Rate(%)

Inspection

. Assessment Items
Categories

Are defense data (technical data,
design drawings, etc.) stored
separately from civilian data in
separate facilities and devices where
security measures have been
devised?

Are the management procedures for
drawings specified in the company's
security bylaws?

Have all measures to protect
computer data specified in the
directive been taken in preparation
for leakage or destruction of
computer data?

81.1

Computerized
data
Management

Does the head of the computer data
department limit the scope of data
access so that only minimal data is
used for each data?

Does the system administrator
ensure that relevant records are
automatically saved when users
access the system?
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Table 6. Information Protection Level Assessment Items
(Personal - Portable computer Management)

Security
Measure
Rate(%)

Inspection

. Assessment Items
Categories

Do personal computer passwords use
mixed numbers, characters, and
special characters with 9 or more
digits set?

94.2

Is the screen saver set to 5 minutes
or less?

91.3

Do you limit the arbitrary use of
security-sensitive programs such as
P2P, Webhard, Messenger, and SNS

Personal -
on your personal computer?

Portable
computer
Management

Do you use computer malware
vaccine programs, file full erase
programs, shared folder automatic
release programs, and other
programs that have been
supplemented and distributed?

Are procedures and protective
measures for taking out portable
computers(Laptops, PDA, etc) from
the company specified in the
company's security bylaws?
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Table 7. Information Protection Level Assessment
Items (Auxiliary storage media Management)

. Security
Inspection
. Assessment Items Measure
Categories Rate(%)
Are auxiliary storage media managed
through a separate management 89.9
Auxiliary ledger?
storage media |Does the company specify the
Management |procedures for managing auxiliary 88.4
storage media in the company's :
security bylaws?
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Table 8. Information Protection Level Assessment

Items (Information protection system
Management)
. Security
Inspection
R — Assessment Items Measure
Rate(%)
Is the information protection
system operated by the company's
operating information system 55.1
CC-certified domestic and foreign
information protection products?
Information . . .
X Has the information protection
protection . 58.0
system manager been appointed?
system
Management [Does the information protection
system manager check the
information protection system once 36.2
a month and get confirmation from ’
the information and communication
division security officer?
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5. 28
o oL 2 25 5]
LEY SEl= AEBAVEY YR F435 JH)
2 o = o =
9 E —“Oﬂ*‘] % Xokg- o|Fq o, Ad7d K&

280

Row, 55| F47199 A7t HA|9] 88.5%F AHA|
stal e} olEEt HSiE oot BhAR 4 S
JRHES Hopo] dutxoz yehhs He Fokd =&
HoH HoREH Arg A3E E45t9eH, A7t
ﬂ%koﬂ oo A=} B g HSSIt Bt

2 HOMEA AT FE digt elgd 4
Alﬁ@ﬁml AEE HIL AFglol s A=
277 SPSS 27.05 &85t A==g ASSHt 3
e ARE EYR AR A 0 derdog et

U ARES Bopo] okde EE3] 9Aa o7l

E}]Z

fus =2 ™o

IV rUI

0.

H‘I

(0]

FF
l

o] HokEy AP AR F ARFAEI 77 B
o]: 287H 3| E.Q_ H/Hﬁ}d o:q O]HP&]_E L]_E]_L]__ %“4

FH2 ot 2okt AA, 74 LAN ¥ £oke A
HIA 518 WIS 13 AP 3] 979t B84 BT,
SHEE ARgo] HESH. 4, HAEERT T&ﬂ
wopME HEEANE 27 75 HIB/3esIlaL
a9 B s otk A, YEQD Jm
HoFs A8} A Be), BE FRAA A8ANA A
9H A8 A Rol, AR ARE F8 ABALY
@: A Fol, Aot YEYT Aule] Z714 vL
38 AR S ik WA, A 2
F— A ok ARl 9% - whlo] ek tha)
ISR, A AL A B A2E
4502 AYSEE A Ysrek ThA, Al -
9 A o] HoplA Holo] Rt LI
of Yo A ATt B Z2 1Y HA 8ol vlE
k. ClAA, FRBEAAY e Hok R IA
28] CCRE A% AMS, A2d Beldt 94 % 9
W9l ARRSAAY S AP ke Ao et
W sholl A A viel o] dubzo s yehe F
FHES HH 7[&ZQl HET HobgA dFo] wEgt
F2o] Wttt
2 A7 AR Y] ARES F O AA A
b o], MO o8 & g 7o 2l
402 IR HIIHAL Aokt A
Aoz yet ek E3, BA
PO, thom
Q_ O]E_Q_ ;47\0].0:]
T oA wiE T

= HE }Oh

:10[1

b

o
ol

f8S

I

2
5‘.:_1

o
=
° H

gt
=
HoH
3} el
Hekof of
< Atk

I8y, 35 270 HokEEA A7tk
AR WA As Aol obd 7]%e] A
oF 2R% AW U] wet 24 A}

=

= >

O

o=

H
o

s

o,
e

S|

=3

il



F271900 dHtdog Yt JHES HoR

B paaeigag soe-

mlm

2 S Aok Aol et WekH FF AR B
Yol 243 AT AT ek Foby B4 W
HRRE gopl e g Q- A4 - 7ldust
5 7 Rolol et HolEy ARYS U AFIL =
ST P4 Pebe AN FLATE WA AOR
ERE

e

o

References

[11 S. H. Kim, C. M. Lee, “A Comparative Analysis of EU
GDPR with Privacy Laws in South Korea®, Convergence

security Journal, Vol.18, No.5, pp.83-92, Dec. 2018.

[2] K. M. Ko, J. S. Lim, S. S. Jang, “An Analysis of General
Defect Cases in the Establishment of Information
Security Management Sysyem”, Journal of The Korea
Institute of Information Security & Cryptology, Vol.17,

No.4, pp.34-41, Agu. 2007.

H J. Yun, Y. W. Lee, H. D. Heo, S. H. Chun, “Improvement
Research for Information Protection Management
System of Small and Medium Enterprises”, 7he Journal
of The Institute of Internet Broadcasting and
Communication, Vol.23, No.2, pp.15-20, Apr. 2023.
DOI: https://doi.org/10.7236/]1IBC.2023.23.2.15

(3]

[4] South Korea Policy Briefing, “Information protection
violations last year, the number of individuals
increased, and the number of companies decreased”,
Korea Google Survey, [cited July 4, 2023], Available
From:

https://www.korea.kr/news/policyNewsView.do?newsl

d=148900771 (accessed April 14, 2022)

J. M. Kim, M. H. Lee, J. H Lee, “Cyber Security
Policies for Small and Medium-sized Enterprises: A
Case Study on the Cyber Security Breaches
Manufacturing SMEs in Korea”, The e-Business
Studies, Vol.23, No.3, pp.41-63, June, 2022.

DOI: https://dx.doi.org/10.20462/tebs.2022.6.23.3.41

(5]

in

[6] H. G. Cho, “Defense Export as a New Leap Forward
in the Defense Industry”, Monthly Korea Institute for
Industrial ~ Economics & Trade, Vol.23, No.3,

pp.69-72, Mar. 2023.

[7]1 Chosun Ilbo, “We beat Isrel...Challenges for Advancing to
the Semifinals of the World's K-Defens Industry
Mountain”, Korea Google Survey, [cited June 1, 2023],
Available From:

https://www.chosun.com/politics/politics general/20
23/06/01/33EZCWBB5BA5SPBS]3UHEQWSEUQ/

(accessed June 3, 2023)

Ministry of SMEs and Startups, “Enforcement
Ordinance of the Framework Act on Small and
Medium Enterprises”, Nov. 2022, p.1

8l

9]

Korea Defense Industry Association, “Current Status
of Member Companies”, Korea Google Survey, [cited

281

[10]

[11]

[12]

[13]

[14]

[15]

[16]

(171

[18]

[19]

[21]

2023 May. 31], Available From: https://www.kdia.or.kr
/kdia/contents/member3.do (accessed Jun. 3, 2023)

ROK Ministry of National Defense,
Acquisition Program Act”, May. 2022, p.1

“Defense

ROK Ministry of National Defense, “Defense Industry
Security Service Instruction”, Dec. 2022, p.133

ROK Ministry of National Defense, “Defense Industry
Security Service Instruction”, Dec. 2022, p.126

K. W. Moon, Seung Joo Kim, “Relationship between
Information Security Activities of Enterprise and Its
Infringement : Maninly on the Effect of Information
Security Awareness”, Journal of The Korea Institute of
Information Security & Cryptology, Vol.27, No.4,
pp.897-911, Agu. 2017.

DOL: https://doi.org/10.13089/]KIISC.2017.27.4.897

National Intelligence Service, “Security Operational
Rule”, Jan. 2021, p.6

ROK Ministry of National Defense, “Enforcement
Ordinance of the Defense Acquisition Program Act’,
Oct. 2022, p.21

ROK Ministry of National Defense, “Defense Security
Service Instruction”, Dec. 2022, p.166

ROK Ministry of National Defense, “Defense Industry
Security Service Instruction”, Dec. 2022, p.128

Korea Defense Industry Association, “Defense Industry
Realated Companies Security Measurement Self-
inspection Item table”, Korea Google Suvey, [cited
2022 Jun. 13], Available From:
https://www.kdia.or.kr/kdia/contents/member-service
s11.do?&schM=list&page=1&viewCount=10&id=&schG
roupCode=&schFld=0&schStr=9% (accessed Jun.
3, 2023)

Ayre, C., & Scally, A. J., “Critical values for Lawshe’s
content validity ratio: Revisiting the original method
of calculation”, Measurement and Evaluation in Counseling
and Development, Vol.47, No.1, pp.79-86, 2014.

Y. R Par, A Study on information security level assessment
and vulnerability improvement for financial-sector
information  security level enhancement, Ph.D
dissertation, Yonsel University, Seoul, Korea, pp.63,
2014.

ROK Ministry of National Defense, “Defense Industry
Security Service Instruction”, Dec. 2022, p.98



FAte7|&atel= Al A24W A9F, 2023

0| & Z(Sang Yeol Lee) (=518

+ 20059 79 ~ 201349 119 :
SEEHE 2Ed

+ 20199 29 @ oFHiShL AtolH]
HPAE (HAD

+ 202149 8¢¥ ~ FA : PAEE
Horggast vrakg Afsh

"0 o =

TAEoP
ApolH{EQE, WA ERE AIgHE S

& ¢ S(Yeon Seung Ryu) (=359

+ 19904 29 : AL ANE
Akt (5hP)

- 19924 29 : ALTSkL ALE
Askat ARSI (1D

- 19964 89 : ALEHL AE
Askat HAFSPAE (4D

£ 20034 39 ~ A4 WAt
AR g} 25

£ 20159 39 ~ WA 1 WAHSL cferl 1otA g st
w4

© 20224 3% ~ A4 : WATek chebel WAkl

g

(@AED
BQHAq, WAIQkR, Ajolumgh

282



