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Abstract Mode-0' has been adopted for "Identification Friend or Foe" (IFF) equipment of low-altitude
surveillance radar due to advancements in technology and the discovery of security vulnerabilities in
Mode-0. Low-altitude surveillance radar is an obsolete imported weapon system with software that
cannot be directly modified. Therefore, the improved display controller of IFF equipment receives input
from the console screen of the radar system and simultaneously fuses it with Mode-0'
target-identification information to present the output on the display unit of the low-altitude
surveillance radar. After improvement, target tracks beyond the set display range were erroneously
shown in the display unit screen of Low-altitude surveillance radar. The display range (0/00/00+20 km)
of the radar system was recognized, and target tracks within that range were integrated by the improved
display controller of IFF equipment. The algorithm error for recognizing the display range was the cause
of the error. The error was resolved by developing an enhanced algorithm that utilizes the average RGB
values. Finally, the effectiveness of the solution was validated through single-item performance tests and
software reliability tests. It is expected that this study could serve as a reference for performance

improvement in outdated imported weapon systems.
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Table 3. Case of display distance after improvement
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Table 4. Result of software reliability test

. Test .
Test item standards Testing tool Result
. MISRA-CPP
Coding rule 2008 LDRA Pass
Static Vulnerability| CWE659 LDRA Pass
test 5 items
Cod-e mcludmg LDRA Pass
metrics | Cyclomatic
complexcity
Dynamid| Coverage Statement LDRA Pass
test coverage
3. 88
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