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Abstract Barman et al. proposed an authentication and key agreement (AKA) scheme using three factors
(smartcard, password, and biometric) for e-healthcare in the multi-server environment. On the other
hand, Ali et al. showed that the scheme is prone to some attacks, including user impersonation, server
impersonation, session-key leakage, and secret temporary parameter leakage, but it does not provide
user anonymity. Hence, this paper proposed an improved scheme to solve the problems. Yu and Park
reported that Ali et al.'s scheme suffers from many drawbacks, including user impersonation, session key
exposure, and man-in-the-middle, and failed to ensure mutual authentication, assuming that an attacker
can extract the internal information of a legitimate user's smart card. In addition, Ali et al.'s scheme
has additional security problems, including user linkabilities and single-point failure problems. This
paper presents a secure and efficient authentication and key agreement scheme for e-healthcare in the
multi-server environment. Furthermore, this scheme is superior to related schemes regarding security

features and computation/communication costs.
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Table 1. Notations

Notations Descriptions
U, ID;, PW; | A user, his/her id/password
RC, Krc Registration center, its master key
S, SID;, K; A medical service server, its id/secret key
SC; Smartcard of U
BIOM; Biometric data of U
TP Transformation parameter of U;
Ky, SKiy Secret key/session key between ; and S
Edll, Dl Symmetric key encryption/decryption
xX!=y Check whether x equals to y
r Current timestamp
At Allowable transmission time delay
) Fuzzy extractor function
50) Enc./decoding function for error correction
A() Cryptographic one-way hash function
& Bitwise XOR operation
[ Concatenation operation
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User (U)

Insert SC;

Input D, PW;

Imprint BIOM;

CT; = ABIOM;, TP)

1= gaed LTK; ® CT)
HID; = KID|||r)

PWD; = WHID| ;|| PW))
F; 2= h(HID) | PWD)| CT)

Service Server (§)
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Change {B;"", G;""} in SC;

Fig. 1. Authentication and Key Agreement
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Table 2. Comparison of Security Features

Scheme

Ours 3] 4] [6] [71 [8]

Feature

F1 o X o o o o
F2 o o o o o o
F3 o o o o o o
F4 o o o o o o
F5 o o o o o o
F6 o o X o o o
E7 o X o o o o
F8 o X X o o o
F9 o X X o o o

F10 o o o X o o

F11 o X X o X X

F12 o o X o o o

F1: User anonymity, F2: Three-factor security, F3: Resistance to
replay attacks, F4: Resistance to insider attacks, F5: Resistance to
off-line password guessing attacks, F6: Resistance to stolen smart
card attacks, F7: Resistance to user impersonation attacks, F8:
Resistance to server impersonation attack, F9: Mutual
authentication, F10: Resistance to Denial of Service attacks, F11:
Inlinkability, F12: No Single point of failure
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Table 3. Comparisoin of Comp. and Comm. Cost

Scheme User Server RC Comm.

round
Ours SH+1FH3S 2H+3S 2
131 9H+1F TH 2
141 GH+1F 3HF1S SH2S 4
[6] 10H 8H 3
[71 9H+2E GH+2E 3
8 10H 8H+2S 3

H- Hash function, £ ECC point multiplication
S Symmetric encryption/decryption
F. Fuzzy extractor function
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