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Performance study for blockchain application of IoT firmware
update - Focusing on Platform
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Abstract Due to the increase in demand for non-face-to-face services due to the COVID-19 era, the
penetration rate of IoT devices has increased. The firmware update process of IoT devices is very
important from a security point of view because the certifier's authority is large and deals with various
data. In order to secure the firmware update security of IoT devices, the characteristics of the
blockchain could be utilized. In this study, an experiment was conducted to measure the performance
of data input and inquiry by establishing an IoT firmware update platform. As a result of the experiment,
the inquiry record was more than about 1,600 TPS, and the average input record was more than about
360 TPS. We compared the experimental results with the performance requirements of a proposal
request ordered by public institutions, and the inquiry performance met the requirements, but the input
performance meeting the service requirements depended on the network environment and the structure
capacity of the transition. Therefore, in order to apply blockchain techniques to the IoT firmware
update process, research related to network performance and chain code structure should be continued

to improve performance.
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