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Abstract Research on strengthening security in the defense weapon system is becoming increasingly
important as cyber threats have increased. As a result, a K-RMF has emerged that considers the Korean
military in the U.S. RMF. K-RMF is a Korean-style Risk Management Framework that can internalize
security in the SDLC (System Development Life Cycle) of the defense weapon system and can be applied
to mitigate the threat to the security requirements of not-satisfied security controls. Although it can
manage cyber threats through SDLC, it is necessary to make the most of software documents optimized
for the current Korean military to apply K-RMF to weapon systems. This paper proposes a method to
perform K-RMF Assessments using current software documents occurring early in the SDLC. The
proposed method aims to specify security controls related to system communication in software
documents. In the future, the proposed method can be used to simplify the assessment process in the
K-RMF procedure.

Keywords : Risk Management Framework, System Development Life Cycle, Security Controls, Cyber
Security, K-RMF, Risk Assessment
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Step 1
Categorize
System
Step 6 Step 2
Monitor Security Select Security
Controls Controls
Step 5 Step 3
Authorize Implement
System Security Controls
Step 4
Assess Security
Controls
Fig. 1. RMF Process[5]
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2.1 % RMF

2.1.1 ¢ HiE

=2 199749 Z=94g DITSCAP(DoD Information
Technology Security Certification and Accreditation
Process) A|&ollA] B7|AHA AA® $=83F7] ©A Y
A5 & R7F HAE EFAFCHEL. ©F 20079 EP7
DIACAP(DoD Information Assurance Certification
and Accreditation Process) A=olA AWHEHSH
2]H(Federal Information Security Management
Act. O[5} FISMAYE 5 4= Sl AR WH-SHITHT].

RMF+= "= #27]&A+4(National Institute of
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A2l 7] 7]9e] EEY nYYYAR, V&
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vlo 2 X {8 ERoHL, 37 HEHE U 4
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(4) H7} (Assess)
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2.1.3 E?_%Iﬂéﬁ (Security Controls)

% RMFolA E&Ee HAFSAFES NIST SP
800-53 revision 4 71Z&0 & Table 13} Zo] & 187}
§dg 8207 FEOE =] Utk HAFAFES
AEAA 4 22 FEY 71Dy, FE4, 7S ER
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Hr}

NIST SP 800-53 &AM = EAEAZE & 214
(Supplemental Guidance), ESF Q7FARKControl
Enhancements) 52 2RQIgt 4= Qit}. d|& Eof, F7]
AA AnEo]o] e AATHY 9 M 52 T
5t7] fiste] A7 DA AATE BYEH (SI-4),
SHALLL thS (IR-5) & 5o] AdE Ao, 7|

Table 1. RMF Security Controls[8]

Identifier Family
AC Access Control
AT Awareness and Training
AU Audit and Accountability
CA Security Assessment Authorization
CM Configuration Management
CP Contingency Planning
1A Identification and Authentication
R Incident Response
MA MAintenance
MP Media Protection
PE Physical and Environmental Protection
PL Planning
PS Personnel Security
RA Risk Assessment
SA System and Services Acquisition
SC System and Communications Protection
SI System and Information Integrity
PM Program Management
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Defense 7
acquisition Precedent Exploratory System Development Production Operation &
system Study Development Sustainment
SpLC System requirements A:}{itﬂ;::"e Preliminary Critical Design Implemen- integration and
analysis Desi Design 9 tation testing
esign
SRR SFR PDR CDR
Categorize System
RMF | Select Security |
Step 1,23 Controls
1 2 ( Implement Security Controls ]
[ 3 [N [ [ [N [ [
Document N = = > > >
SSRS “7] SSDD SRS SDD STP STD STR
[N [
S S
i ”~
HRS HDD

= SSRS: System Subsystem Requirement Specification
« SSDD: System Subsystem Design Description

- SRS: Software Requirement Specification

» SDD: Software Design Description

+ STP: Software Test Plan

« STD: Software Test Description

= STR: Software Test Report

» HRS: Hardware Requirements Specification

- HDD: Hardware Design Description

Flow added when applying RMF
2 Current SDLC flow

Fig. 2. Proposal of the relationship between documents and SDLC when applying RMF[9]
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Table 2. Example of SC-7(5) Implement Plan in SDP

3. Overview of required work

o Only necessary traffic should be allowed
exceptionally by utilizing intrusion prevention
systems, web firewalls, etc., and all traffic except
this should be rejected.

4. Plans for performing general software development
activities

5. Plans for performing detailed software development
activities

8. Notes

A3 F71AA A7 EDA S PDR ©A| o|FHE
25 A stEgoiet AnEo|R st &
JE}. olF HAIEA(CDR) BAZIA s AZE
ol AEEole AZE0] LAY (Software
Development Plan, ©]3} SDP), AZE o] QFAG}
YA A (Software Requirement Specification, ©|3}
SRS), AZES0] A& (Software Design Description,
oot SDD)7F itk aid A= HE A AFYgol &
Sjof St= FE BAR, ZF A A A 2 W
HE [F71AA AZE0] 7T & ] virdle] HAl

=] ATH10].

L
g

o
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Table 3. Example of SC-5 Implement Plan in SRS

1. Scope

3. Requirements

o Availability: Servers and networks should be
redundant to protect systems from
denial-of-service (DoS) attacks

6. Notes
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2561A =t
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Table 4. Example of SC-8, SC-10 Implement Plan in
SDD

3. Requirements

o If the user does not perform any action for more
than 10 minutes, the communication session
should be automatically terminated.

o To maintain the integrity of the transmitted
information, all data transmitted within the
network segment must be encrypted during
transmission.

o To ensure the confidentiality of the transmitted
information, the firewall must check and block
untrusted ports in advance.

8. Acronyms and Abbreviations

(3) AZE0] AA7]&A

AN FHHL ATEQ o] FAEZ(CSCDY
AnE0] LHE(CSOT 715 AEsta olE 7t
FAE A Yste] AZE o] AA7|&A ol #7150k
gt AZE o] FAFER(CSCDY AA 284K, +
‘gEo] A 7153 507 HA|E|ofof 5h ATES]
of FHE(CSO= +F/HA Ad 7Fs9& gRlsh] 9
sto] Ag7go] JAeHA 71e=lo] SRl AESfof gt

AT Eo] HAZ|EA AdE 4 U= EASATE
[FARRRE AAAIRE wi7isls Ao Bagt 3ol
dlE E°] HFEAIYE SC-10 Network Disconnect
9] A%, Het Q7AYo R A7 AR ARESHA] gk Al
2”9 AFS FEGoF Ttk 87ARTe| FoEEd
ol FEs| YoM AZES o] AA V& T
aFARYo] gtElE SEEE o] QARG o R T
FeZ 27T 5 Q.

AE FE Qo] 4l 2k FEE Hoshy] 93t Het
QFARFS thF+= SC-8 TransmissionoAE dlo]H
9] 7|44} REAHE BEoks AS 875k, olet
A A= 71D FE4ES Boske Weks 7442 &

20
AT S Qlth FARS BIsk7] glste] SHA-2567 2

© SAFRE olg3to] Holelzt Hx Y Aeet ot
2 Aolx] golgt 2= 9lon 7|UAS K55l YA
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L EUAY EES AUy AU f9 EdRe
WYL Apersto] SgRel AI2g ABe

=98 5
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