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Abstract The technological advances in Digital twins, Big Data, and Artificial Intelligence have developed
into the Hyper-Connected Society era. Accordingly, the battlefield environment and defense industry are
being converted into a network-based environment. On the other hand, digital transformation has
widened the scope of supply chain management, increased the security threats of insiders, and increased
the exposure of vulnerabilities in the network. In particular, because the defense industry has been a
target of hackers, it is necessary to analyze security threats in advance. As the attack surface increases,
security threats are on the rise. This paper proposes countermeasures to security internalization, attack
surface management guidelines, and defense industry regulations to identify attack surfaces that may

occur in the digital transition environment to distinguish and control security threats.
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Fig. 1. The technologies and the threats in defense
industry
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Fig. 2. Countermeasures for security threats
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