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Abstract With the proliferation and increasing complexity of IoT devices in smart home environments,
there is growing emphasis on the need for novel authentication mechanisms. Traditional PKI-based
authentication approaches may not be suitable for smart home settings because of their intricate
infrastructure and the challenges of centralized certificate management. Against this backdrop, this
paper proposes a certificate-less authentication scheme tailored specifically for smart home IoT devices.
The proposed protocol introduces a Central Key Generation Center (KGC) to generate and manage keys
for each device. Upon their initial connection, devices send an authentication request to the KGC, which
then generates a specific key, incorporating the unique information of the device and conveying it back
to the device. Subsequent communications between the device and service providers leverage this key
for mutual authentication. This certificate-less authentication approach has been designed for
scalability, particularly as the number of devices grows, minimizing the security risks associated with
centralized key management. Furthermore, in actual performance tests within a smart home
environment, the proposed approach showed a significant difference in data transmission volume as the
number of devices was increased compared to the conventional method. Regarding response time, the
performance improved by approximately 100-120% depending on the number of devices. In addition,
there was 90-110% improvement in overhead depending on the number of devices. This paper reports
an efficient authentication and key management solution for a smart home environment using the
proposed scheme.
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Table 1. Proposed Notation

Smart Device

"o Netwark Device
(1.1}

Senice
‘ to ‘ ‘ Provider ‘

Notation Meaning

KGC Key Generation Center

Ny Nonce

H, Hash Function

D Device ID
D,.q.z Prime Number

D Node ID

G, Elliptic Curve Group over a Finite Field
PQ point on Gn
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Step 2
Send : 10, Initil Data

»

Step 3.

Compute Qs = 4(Dy €
Compute Dy = 50y
Verify e(D, P) = e, P)

Stop 4,
Send : Authentication Request

P
Step 5.
Verifye(D,, F) = ¢(Qy Pyl
Input 1Dy and seles B
Compute Private Key

PERAES i
Compute Public Key
Pz Ol V>

6. ‘ i
Send Public Key : .
Sep 7.
Send IDy

Step 9.
Send Verify Value

Step 3.
Verify By < P, XaPs

Step 10.
Veirfy & communication

Fig. 1. Initial Authentication Process
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Smart Device Network - Service
B . KGC .
{.n) Device Provider

Request Request
Send Param k
B
Step 1
Select prime-Number p, q
©> % ql @)
Select g, %
Generate y = gf
Select Hash Function Hy 5
Select Nonce n
Generate arams <Hy s, 2,0,1,9, 1>
Response
Send Parans
P
Step 2.
Select U, -» x, IDE(0,1F
Select rand gen
Generate Ly
Save o + xH(D,
Compute vg = 3'° 0 = g + xH1D. L, vo)
Step 3. Compute Py = (Up, Vo, G
7,
Genetate o=
Send Py S
Step 4.
Request Message
Device Infomation(irclude IC)
P »)
Step 5.2
Generate .p = 3
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Step 6.
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°
Step 7.
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Generate Value
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Step 8.
Response Message
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Fig. 2. Device Authentication
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Table 2. Hardware Environment

PC Specifications

Processor Intel Core i7-9700K @ 3.60GHz
RAM 16GB DDR4
Storage 512GB NVMe SSD
Network Card Gigabit Ethernet

Table 3. Software Environment:

Software Environment
Windows 10 Pro (64-bit)
VMware Workstation 16

Operating System

Virtualization Tool

IoT Emulation

Software ns3

Network Monitoring Tool Wireshark

Table 4. Communication Environment:

Communication Environment

Virtual network environment
simulating 4G/LTE modules

Communication
specifications:

Internal network Ethernet virtual network.
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