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Abstract Cyber threats are evolving more sophisticatedly in the IoT and ICT environments. As a result,
the security operating environment is becoming unmanageably complex, and the data to be analyzed is
increasing. In addition, human errors are increasing due to a lack of security professionals and maturity.
This study used unsupervised and semi-supervised machine learning models to respond to sophisticated
cyber threats. The unsupervised learning model used in this paper collects information, such as session
information (L4), protocol header information (L7), and files, and compares this with threat information
to map and label similar threats and detect abnormal behavior. Modeling is performed through clustering
technology, and the analysis speed can be improved by updating the generated model through
re-learning. The generated model can be re-trained through semi-supervised learning to update the
model. The temporal clustering-based detection technique of the unsupervised learning model in the
semi-supervised learning model is useful for detecting behavior that is different from usual, and the
supervised learning-based detection technique for each attack type is useful for distinguishing and
detecting whether network-based behavior corresponds to a specific attack. Semi-supervised learning
can reduce the detection accuracy and noise (detection) by appropriately mixing supervised learning
models and unsupervised learning models.
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Fig. 2. Unsupervised learning
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Fig. 4. Generational changes in security control
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