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Abstract A lightweight cryptographic algorithm was used to ensure security appropriate for the increased
complexity of the ubiquitous sensor network/Internet of Things (USN/IoT) environment using
low-capacity/low-speed data. On the other hand, this paper proposes a distributed hash-function in
embedded cryptosystem(DHC) that applies a distributed hash function for security functions instead of a
cryptographic algorithm. The proposed DHC is advantageous for various changes and increased
complexity in the USN/IoT environment and can guarantee minimum safety concurrently, suggesting its
potential as a replacement for lightweight cryptographic algorithms and as post-quantum cryptography
(PQQ). In addition, DHC, which can operate independently of the scalability of USN/IoT sensor nodes,
is not expected to affect the decrease in security performance due to increased network complexity in

the future.
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