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Abstract In South Korea, both large corporations and small to medium-sized manufacturing companies
are accelerating the adoption of smart factories to enhance company productivity, reduce costs, and
improve product quality. Recently, there has been an increased focus on the introduction and
advancement of smart factories and on addressing the security issues associated with smart factory
operations. Therefore, dedicated organizations specializing in Operational Technology (OT) security have
been established, and security policies have been formulated as part of smart factory security efforts.
In particular, in the home appliance industry, where the interconnection of modular components and
products is prevalent, establishing close collaborative relationships between large corporations and small
to medium-sized enterprises (SMEs) has become crucial for efficient business operations. Consequently,
security issues related to smart factory operations have gained even more prominence. Therefore, a case
study was conducted to derive smart factory security management indicators necessary for successful
smart factory operations, focusing on collaboration between large corporations and SMEs in the home
appliance sector. Furthermore, the analytic hierarchy process was used to analyze the perceived
importance of security management indicators by large corporations in the home appliance sector, SMEs
engaged in collaborative relationships with major corporations, and experts in smart factory security.
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Table 1. List of Domestic Companies Selected as
Lighthouses

Organization Reason for Selection

Driving productivity improvement and quality

POSCO
enhancement in the steel industry based on
(Pohang) -
production Al
In response to increased demand and
. cost-saving requirements, mass customization
LS Electric .g d i X
. and cost improvement in production are
(Cheongju)

achieved through IloT-based automation and
ML-based inspection/process control

Product portfolio complexity, enhanced
customer quality expectations, and workforce
shortages are improved through Al and digital
performance management

LG Electronics
(Changwon)

% Source: World Economic Forum
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Table 4. Summary of Weights and Priorities for Subcriteria

Weight of Large

Weight of SMEs

Weight of OT

Consistency

Criteria Subcriteria C?Iific;?:;;)n (Priority) (lli;(l%if;s’) Ratio
Asset Identification/Classification 0.231 (2) 0.211 (1) 0.308 (1)
Policy Development 0.235 (1) 0.163 (3) 0.175 (3)
Technology Security Officer 0.168 (3) 0.183 (2) 0.192 (2) \@b\ g}: : 8832
Protection Security Personnel 0.147 (4 0.157 (4 0.142 (4 @3 CR - 0:147
Management Security Agreement 0.085 (5) 0.103 (5) 0.073 (5) CR < 0.2
Security Training 0.075 (6) 0.110 (6) 0.063 (6)
Security Policy Revision 0.059 (7) 0.074 (7) 0.047 (7)
User Management 0.126 (2) 0.107 (3) 0.074 (6)
Password 0.126 (3) 0.124 (2) 0.067 (7)
Access Permissions 0.148 (1) 0.189 (1) 0.163 (1)
Least Privilege 0.109 (6) 0.101 (4 0.153 (2)
Screensaver 0.033 (10) 0.064 (9) 0.046 (9) @i CR = 0.058
hecess Role Separation 0071 @) 0.087 ©) 0126 @& | &Rz
Logon Attempts 0.069 (8) 0.079 (7) 0.060 (8) CR ¢ 0.2
Anomaly Detection 0.125 (4) 0.085 (6) 0.122 (5)
Security Authentication 0.109 (5) 0.063 (10) 0.132 (3)
Personal Data Management 0.062 (9) 0.066 (8) 0.031 (10)
External Specialist Agency 0.023 (11) 0.036 (11) 0.025 (11)
Data Encryption 0.282 (2) 0.235 (2) 0.252 (2)
Data Integrity 0.298 (1) 0.302 (1) 0.283 (1) D CR = 0.074
Pro?:éion Encryption Key 0.182 (3) 0.200 (3) 0.199 (3) % g}}i : 8:82?
Incident Notification and Response 0.154 (4) 0.160 (4) 0.158 (4) CR {02
Prevention of Activity Denial 0.083 (5) 0.103 (5) 0.108 (5)
Access Control 0.167 (1) 0.187 (2) 0.249 (1)
Log Management 0.152 (3) 0.191 (1) 0.191 (2)
Cloud 0.145 (&) 0.137 (4 0.128 (4) @ CR = 0.024
I“Iﬁrrist:;‘;;fe Time Synchronization 0.103 (7) 0.101 (7) 0.106 (6) % g? - gigég
System Log Auditing 0.117 (6) 0.139 3 0.107 (5) CR < 0.2
Audit Analysis Reporting 0.142 (5) 0.116 (6) 0.081 (7)
Anomaly Alerting 0.174 (2) 0.130 (5) 0.137 (3)
Security Activities 0.190 (1) 0.189 (1) 0.135 (5)
Configuration/Change 0.126 (4) 0.117 (5) 0.167 (2)
Unauthorized Programs 0.128 (3) 0.123 (4) 0.150 (4) @ CR = 0.009
System Removable Storage Devices 0.111 (5 0.115 (6) 0.224 (1) @ CR = 0.022
Protection Malware 0.161 (2) 0.149 (2) 0.164 (3) ® CR = 0.144
Security Patch 0.104 (6) 0.142 (3) 0.070 (6) CR €0.2
Security Review 0.089 (8) 0.107 (7) 0.053 (7)
Penetration Testing 0.093 (7) 0.057 (8) 0.037 (8
Access Control 0.235 (1) 0.308 (1) 0.274 (1)
Connection Point 0.196 (2) 0.151 (2) 0.210 (3) ® CR = 0.007
Network Wireless Devices 0.149 (4) 0.142 (3) 0.095 (4) @ CR = 0.029
Security Mobile Devices 0.120 (5) 0.136 (5) 0.089 (5) ® CR = 0.153
Network Segmentation 0.180 (3) 0.137 (4) 0.262 (2) CR €02
Unauthorized Access 0.119 (6) 0.125 (6) 0.070 (6)
Technical Protection Requirements 0.366 (1) 0.347 (1) 0.210 (3) @ CR = 0.095
Outsourcing Maintenance Contract 0.180 (3) 0.218 (3) 0.176 (4) @ CR = 0.043
Access Permissions 0.284 (2) 0.220 (2) 0.361 (1) ® CR = 0.157
Predictive Maintenance System 0.170 (4) 0.215 (4) 0.253 (2) CR €02
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Emergency Response Policy 0.146 (4 0.116 (4) 0.147 (3)
Communication System 0.102 (5) 0.096 (6) 0.109 (5)
Incident Reporting 0.079 (6) 0.099 (5) 0.106 (6)
Backup Management 0.169 (1) 0.195 (1) 0.165 (1) @ CR = 0.025
El;l:;goe;szy Business Function Resumption 0.152 (2) 0.143 (3) 0.145 (4) % g? z 88;;
Emergency Response Training 0.070 (8) 0.077 (7) 0.053 (9) CR < 0.2
Emergency Recovery 0.149 (3) 0.146 (2) 0.150 (2)
Emergency Plan Testing 0.060 (9) 0.062 (9) 0.053 (8)
Emergency Service Provision 0.072 (7) 0.066 (8) 0.073 (7)
Table 5. Summary of Composite Weights and Priorities for Subcriteria
. Composite Composite Composite
) s 030 b St | JS | W | w b)
(Priority) (Priority) (Priority)
Asset Identification/Classification (0.231, 0.211, 0.308) 0.049 3) 0.022 (11) 0.036 (4)
Policy Development (0.235, 0.163, 0.308) 0.050 (2) 0.017 (23) 0.175 (3
Technology Security Officer (0.168, 0.183, 0.192) 0.035 (5) 0.019 (17) 0.022 (14)
DEE;ZZ;";I Security Personnel (0.147, 0.157, 0.142) 0.031 (6 0016 25 | 0017 (29)
(0.211, 0.104, 0.117) Security Agreement (0.085, 0.103, 0.073) 0.018 (23) 0.011 (39) 0.009 (46)
Security Training (0.075, 0.110, 0.063) 0.016 (29) 0.011 (35) 0.007 (49)
Security Policy Revision (0.059, 0.074, 0.047) 0.012 (38) 0.008 (51) 0.006 (54)
User Management (0.126, 0.107, 0.074) 0.019 (19) 0.013 (32) 0.013 (37)
Password (0.126, 0.124, 0.067) 0.019 (20) 0.015 (27) 0.012 (40)
Access Permissions (0.148, 0.189, 0.163) 0.022 (12) 0.024 (8) 0.028 (8)
Least Privilege (0.109, 0.101, 0.153) 0.016 (26) 0.013 (33) 0.027 (10)
Accoss Screensaver (0.033, 0.064, 0.046) 0.005 (52) 0.008 (49) 0.008 (48)
Control Role Separation (0.071, 0.087, 0.126) 0.011 (42) 0.011 37) 0.022 (15)
0150, 0.125, 0.174) Logon Attempts (0.069, 0.079, 0.060) 0.010 (43) 0.010 (45) 0.010 (41)
Anomaly Detection (0.125, 0.085, 0.122) 0.019 (21) 0.011 (41) 0.021 (16)
Security Authentication (0.109, 0.063, 0.132) 0.016 (25) 0.008 (50) 0.023 (12)
Personal Data Management (0.062, 0.066, 0.031) 0.009 (45) 0.008 (48) 0.005 (55)
External Specialist Agency (0.023, 0.036, 0.025) 0.003 (57) 0.005 (57) 0.004 (57)
Data Encryption (0.282, 0.235, 0.252) 0.048 (4) 0.059 (2) 0.029 (7)
Dot Data Integrity (0.298, 0.302, 0.283) 0.050 (1) 0.075 (1) 0.032 (5)
Protection Encryption Key (0.182, 0.200, 0.199) 0.031 (7) 0.050 (3) 0.023 (13)
0169, 0.250, 0.115) Incident Notification and Response (0.154, 0.160, 0.158) 0.026 (9) 0.040 (5) 0.018 (22)
Prevention of Activity Denial (0.083, 0.103, 0.108) 0.014 (32) 0.026 (7) 0.012 (39)
Access Control (0.167, 0.187, 0.249) 0.022 (13) 0.020 (14) 0.031 (6)
Log Management (0.152, 0.191, 0.191) 0.020 (17) 0.020 (13) 0.024 (11)
Infrastructure Cloud (0.145, 0.137, 0.128) 0.019 (18) 0.014 (30) 0.016 31)
Protection Time Synchronization (0.103, 0.101, 0.106) 0.014 (34) 0.011 (40) 0.013 (35)
(0133, 0.106, 0.123) System Log Auditing (0.117, 0.139, 0.107) 0.016 (30) 0.015 (29) 0.013 (34)
Audit Analysis Reporting (0.142, 0.116, 0.081) 0.019 (22) 0.012 (34) 0.010 (42)
Anomaly Alerting (0.174, 0.130, 0.137) 0.023 (11) 0.014 31) 0.017 27)
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Security Activities (0.190, 0.189, 0.135) 0.024 (10) 0.030 (6) 0.017 (28)
Configuration/Change (0.126, 0.117, 0.167) 0.016 (28) 0.018 (20) 0.021 (17)
Unauthorized Programs (0.128, 0.123, 0.150) 0.016 27) 0.019 (16) 0.019 (21)
System Removable Storage Devices (0.111, 0.115, 0.224) 0.014 (33) 0.018 (21) 0.028 (9)
Protection
(0.126, 0.156, 0.125) Malware (0.161, 0.149, 0.164) 0.161 (2) 0.149 (2) 0.164 (3)
Security Patch (0.104, 0.142, 0.070) 0.013 (37) 0.022 (10) 0.009 (45)
Security Review (0.089, 0.107, 0.053) 0.011 (41) 0.017 (24) 0.007 (51)
Penetration Testing (0.093, 0.057, 0.037) 0.012 (39) 0.009 (46) 0.005 (56)
Access Control (0.235, 0.308, 0.274) 0.026 (8) 0.042 (4) 0.051 (1)
Connection Point (0.196, 0.151, 0.210) 0.022 (14) 0.021 (12) 0.039 )
Netw?rk Wireless Devices (0.149, 0.142, 0.095) 0.017 (24) 0.019 (15) 0.018 (25)
(0‘113153?{1;2?0‘185) Mobile Devices (0.120, 0.136, 0.089) 0.014 (35) 0.019 (19) 0.016 (30)
Network Segmentation (0.180, 0.137, 0.262) 0.020 (15) 0.019 (18) 0.048 (2)
Unauthorized Access (0.119, 0.125, 0.070) 0.013 36) 0.017 (22) 0.013 (36)
Technical Protection Requirements (0.366, 0.347, 0.210) 0.015 (31) 0.016 (26) 0.008 (47)
Outsourcing Maintenance Contract (0.180, 0.218, 0.176) 0.007 (49) 0.010 (43) 0.007 (50)
(0.041, 0.047, 0.039) Access Permissions (0.284, 0.220, 0.361) 0.012 (40) | 0010 42 | 0014 (32)
Predictive Maintenance System (0.170, 0.215, 0.253) 0.007 (50) 0.010 (44) 0.010 (43)
Emergency Response Policy (0.146, 0.116, 0.147) 0.008 (48) 0.009 (47) 0.018 (24)
Communication System (0.102, 0.096, 0.109) 0.006 (51) 0.007 (53) 0.013 (33)
Incident Reporting (0.079, 0.099, 0.106) 0.005 (53) 0.008 (52) 0.013 (38)
Emergency Backup Management (0.169, 0.195, 0.165) 0.010 (44) 0.015 (28) 0.020 (20)
Response Business Function Resumption (0.152, 0.143, 0.145) 0.009 (46) 0.011 (38) 0.018 (26)
(0.058, 0.076, 0.121) Emergency Response Training (0.070, 0.077, 0.053) 0.004 (55) 0.006 (54) 0.006 (53)
Emergency Recovery (0.149, 0.146, 0.150) 0.009 (47) 0.011 (36) 0.018 (23)
Emergency Plan Testing (0.060, 0.062, 0.053) 0.003 (56) 0.005 (56) 0.006 (52)
Emergency Service Provision (0.072, 0.066, 0.073) 0.004 (54) 0.005 (55) 0.009 (44)
A 71 SAREY] SR 7E Aol ofshd, ti7l FA 0.017, T 239D AR/ (E?Jﬂvxl
e AMEHELS 295k= H Qo] Helte & 0.022, T 1190l tishiA= e s ¥ g7t
ARk gdots 7IERs B (ER 0.211, 19D A1 & sksirh
1S SHoE YHEES A&5H] S8 Hasfor & OT Bt AE7t 37t A3 F5% H22 464
ke Adstal ERs5k] SRt Z]iig} A/ERE A ER7EEA 0.051, Y 129D, dRHAETTEA
A& Ho6l7] Qe tlolHEE (R 0.169, 2&9))  0.048, 3% 2¢9)), AZAHTHEI7FEA 0.039,

TS F8% NEE Hrieiyct. oleh 2 HrH= o
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E37152] 0.050, 3 249 3 o] BE3tEA
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o= 34799 497t 29E 248 2,
dlole] FAQE}7RSA 0.075, T 190, HlolH
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