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Abstract In recent years, autonomous vehicles have been using deep learning to recognize road
conditions and make driving decisions. In addition, autonomous driving that uses only deep learning
technology has limitations, so it utilizes vehicular ad-hoc network (VANET) communications. However,
VANET communications contains vulnerabilities that can be exposed to cyber-attacks such as denial of
service (DoS), and research is underway to defend against them. In this paper, we generate a dataset to
develop a machine learning model that can detect DoS attacks in the V2V communications environment
of VANETSs. The dataset is generated using simulation tools, such as OMNeT++, SUMO, Veins, and INET,
to reflect the attributes of V2V communications and characteristics of the attacks. In addition, the attack
dataset generated is validated to see if attacks can be detected by various machine learning models. The
evaluation results show that the generated dataset can detect DoS attacks with an accuracy of about 97%
or higher from most of the trained machine learning models, which is useful for training intrusion

detection models.
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Fig. 2. Overall process of blackhole attack
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Fig. 3. Overview for DoS attack simulation
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Table 1. Simulation tool version

Tool Version
Interface OMNeT 5.2
Model library INET 4.2.5
Mobility framework Veins 5.7
Traffic Generator SUMO 1.18.0
Operating System Linux Ubuntu 22.04
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Table 2. SUMO routing file

Group
Params Group 1 Group 2
. N(Normal)
Vehicle ID N(Normal) AlAttacker)
Class Car Car
N : 20 N:19
Count A0 Al
. N:26
Acceleration 2.6 A3
Deceleration 4.5 4.5
Max Speed 14 14
N @ Yellow
Color Yellow A Red
Length 4 4

3.2 37 Sag Qft Z=EZ #xX

V2V B4 AU Q0|4 Z}efo] AF&S= TR EZS
Table 33} 7o INET glo]B ]S AR&5}o] _—'7_,(_]3]_
Atk TF AU o)A HA =29 B¢ INETOﬂ/\i
oy ¥x IR EZS JE ARLSHA|T 2
AR EE 2eE T2 EF9] AL o1o]AQ] g L% 230
L2 BE TEEZA AFREL 32 Ao
th. FAIYE INETO] A9 AODVe] Y= 3 4_ S
o2 85 E AAEA] A7) wjEo] A
2o m=ET7 193} o] ol ol B3-S /\aug}EE_

Z7pstet.

r,
O

Table 3. V2V communication environment for

simulation
Parameter Value
Channel Wireless
Physical Model IEEE 802.11p
Internet Protocol IPv4
Transport protocol UDP
Routing protocol AODV
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(UNKNORN) inet: :ApplicationPacket, length = 1024 B | 5000->5000, poyload:1024 8 | IPva 1d:3 tel:25 payload:udp 1032 8 | et
(UNKNOWN) inet::ApplicationPacket, length = 1024 B | 5000->5000, payload:1024 B | IPvé id:3 ttl:25 payload:udp 1032 8 | et
(UNKNOWN) inet: :ApplicationPacket, length = 1024 B | 5000->5000, payload:1024 B | IPvd id:3 ttl:25 payload:udp 1032 8 | et

(UNKNOWN) inet. :ApplicationPacket, length = 1024 B | 5000->5000, payload:1024 B | IPva id:3 ttl:25 payload:udp 1032 B | et
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Table 4. Generated dataset using simulation

Class Count Ratio(%)
Normal 47070 76.7
RREQ flooding 8460 13.8
blackhole 456 0.7
Data flooding 5407 8.8
TOTAL 61393 100
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AAY g2 A Tlolg A9 Fa4S H7Is]
3l Support Vector Machine(SVM), Random Forest
(RF), K-Nearest Neighbors(KNN), Multi-Layer
Perceptron (MLP)®} 22 | 85 7|9te] w4l &y
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Recall, Fl1-scoreE ARESI¥ o 412 tf23} )
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Table 5. Hyperparameters for model optimization

Model Hyper-Parameter
SVM C=100, gamma=10
RF n_estimators=100, criterion=gini
K-NN nfneighbors='2, weights=distance,
metric=euclidean
hidden_layer=(128, 64, 32), max_iter=100,
MLP . .
learning_rate=adaptive
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Table 6. Dataset evaluation results according to machine learing model

Model Data Recall Precision Fl-score Accuracy
Data Flooding 0.97350585 1 0.98657509 0.99206496
Support ector RREQ Flooding 0.99763593 1 0.99881657 0.99953358
achine
Blackhole 0.99009901 0.98039216 0.98522167 0.99940066
Data Flooding 0.987061 0.99875312 0.99287264 0.99575567
Random Forest RREQ Flooding 0.99763593 1 0.99881657 0.99953358
Blackhole 0.99009901 0.96618357 0.97799511 0.99910099
Data Flooding 0.96734442 0.98125 0.9742476 0.98468352
K-Nearest .
Neighbor RREQ Flooding 0.99802994 1 0.999014 0.99961132
Blackhole 0.98514851 0.95673077 0.97073171 0.99880132
Data Flooding 0.97720271 1 0.98846993 0.99317217
Multi Layer RREQ Flooding 0.99763593 1 0.99881657 0.99953358
Perceptron
Blackhole 0.9950495 1 0.99751861 0.99990007
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