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Abstract This paper describes the process of building and optimizing a machine learning model using
server metric logs to predict game service failures. Of 334 servers in operation for the game service, 29
logs were utilized, and the simultaneous connection drop was utilized. We loaded the first year's metric
log, which had one billion records, to the cloud. Due to the low frequency of failures, we extracted data
from one to three hours before, and from one to three days before, the failure time to generate the
dataset. The proposed model uses classification algorithms for machine learning, and performs the best
on date-based datasets. The decision tree algorithm and random forest showed predictive performances
of more 0.98. When applying machine learning with four metrics and two servers selected, both the
decision tree algorithm and random forest performed at 1.0 with zero undetected errors. Unlike past
studies, after selecting 126 metrics programmatically, we found higher performance from unexpected
metrics. By leveraging these metrics, we could achieve high predictive performance regardless of the
number of servers. Findings show that data extraction at a certain point in time is useful for failure
prediction, and identifying the importance of metrics through a programmatic approach after machine
learning is effective for building predictive models.
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2.1 4G0[E

Hlglo]El& u]-$- & DB(Very large Database), =%

Zog Z DB(Extremely large Database), =%3<l

dlo|E(Extreme data), A HoE|(Total data)= 7]
& o2 AAsky FEsta 45| ol t&
ZF9] dlojeE 9usitt. Ex ¥t DBMS(Database
Management System)E Hst AT 4 A= &
T 23T HolEE ou|gtrH2l.
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2t = Sl SEEE TR YE Yok thEAQ]
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Service(PaaS) T Software as a Service(SaaS)Z
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Fig. 2. Procedure for Transforming Original Data
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Table 2. Classification of Failure

Classification Count
Instant Disconnect 34
Simultaneous Connect Drop 11
Network 4
DB 1
External Service 2
Hardware 2
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Table 3. The Example of Selected Logs

File Name Size(bytes) Server 1D
SA-RA*™* tsv.gz 1684516559 2
SA-CA*™** tsv.gz 1595123904 3
SA-Co™**tsv.gz 1591813914 4
SA-GM™** tsv.gz 1517675020 5
SA-M-**** tsv.gz 1501422188 6
SA-CO™** tsv.gz 1410147868 10
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Table 4. Machine Learning Test Results

Time-based Date-based

0.76/ [[1816  19] 0.90/ [I3780 78]
0.76 | [574 331l 0.90 [ 349 25111

Algorithm

Logistics Regression

Fozn 7hs ARte] Eol8al, YA ARl £
£7] WiEog Helrh

Table 6. Old Test Results by Metrics

. I 0.76/ [l[1820 15]| 0.88/ [[[3640 218]

Linear Discriminant 0.76 | 1569 38| 0.88 [310 2901] Metrics Index Performance

KNeighbors Classifier 0.84/ [[[1715 1201 0.95/ [13793 65] memory\pool paged bytes 15 0.957789

0.78 [[412 195]] 0.93 [[226 374l memory\available mbytes 7 0.923618

Decision Tree 11%%/ [[[18315 606?} lio()%/ [[[33553 GOO(ﬂ process(_total)\virtual bytes 40 0.918593

: : memory\pool nonpaged bytes 14 0.915578

GaussianNB %7711/ {[1469%)5 12127?} %%11/ [[[328; 39587]} memory\% committed bytes in use 6 0.915327

100/ 11827 8l 1.oo/ (3852 6l process(_total)\private bytes 38 0.905779

Random Forest

096 |[ 96 5111} 0.99 |[ 35 565]]

0.78/ |l11829 6] 0.92/ [[3839 19]
0.78 | [543 64l] 0.92 [ 350 25011

SVM

322 SgHs
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Table 5. New Test Results by Metrics

Metrics Index Performance
system\uptime in days 100 1
logicaldisk(c:)\free megabytes 20 0.974428
logicaldisk(c:)\% free space 12 0.963885
logicaldisk(d:)\free megabytes 31 0.95424
memory\pool paged bytes 42 0.944594
logicaldisk(d:)\% free space 23 0.939659
3.2.3 ZX Milgd HAE Zut =&
HAE A7} 2 UE U A % o1 CI8T

HAEY HAE A elRitt daElEse Y £
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Table 7. Test Results after Optimization

Machine Learning Result

. 5 - CA-GM™*
Joined Servers 14 - CA-MB***
12 - logicaldisk(c:)\% free space
) 20 - logicaldisk(c:)\free megabytes
Used Metrics 31 - logicaldisk(d:)\free megabytes
42 - memory\pool paged bytes
Test Result 1.0/1.0
Confusion Matrix E:Fg "];‘113 [{288 3;)]]]
Random Forest Classifier
10 -
AUC = 1.00 et
08 o -
%06 - a
RO 2
c € 04 o~
H P
02 -
e = ROC
. s
00
00 02 04 6 08 10
False Positive Rate
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