Journal of the Korea Academia-Industrial https://doi.org/10.5762/KAIS.2024.25.2.289
cooperation Society ISSN 1975-4701 / eISSN 2288-4688
Vol. 25, No. 2 pp. 289-296, 2024

A Study on Development Trends in Electronic Warfare in Major
Military and Technological Leading Countries

Inuk Kang, Donghun Lee

Korea Research Institute for defense Technology planning and advancement

o Ax7] G (Electromagnetic Spectrum) AL 712 FAF J9o] HE 2R A1 Ho] E9H g9go=
A4 =T 9tk B A V& Ax=l vl #Alol, F=o] AR 49 Mgy 844k BAET, o) Higoz
gAdots S BHE 5

FF A o B FS AN 714 HETSS AAH P 99 EMS $AS
sick. o1 sl EMS Qeiol) 2k A g0l TFsotes Red A Hog
| 918 welsta Qe E AR S Ao 98l Uzt
A4S EUek ok UF AAH 9P WA HOHH AR S7HR) EMS A
A7) AT PEE AU BYY hSAAS TENok W} B, Wz Hopele] 21U
Sl Bt} B Qo] Aak e 2o de} oA 7HolE 91T AH Sgo] 7 xAwE Y8 & AL A°
& 79

)
I
N,
2
_>'i
2
ol
)
o
B
l-E

ol
ol
N

Abstract The electromagnetic spectrum (EMS) and electronic warfare (EW) are increasingly recognized
as independent domains beyond the auxiliary dimensions of the traditional military domain. This study
analyzed the EW execution strategies and operating assets of leading technology countries, such as the
United States, Russia, and China. This paper suggests directions for the development of EW capabilities
in the future. Leading technology countries aim to achieve EMS superiority for EW execution. To this
end, they operate EW assets by unit to enable decentralized EW execution in the EMS domain. In
addition, they are working to secure EW capabilities even for small units and are introducing advanced

technologies through cooperation with the private sector to strengthen the EW capabilities.
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Table 1. Classification of Electronic Warfare (EW)
concept

Electronic Support Signal Intelligence

(ES) - Electronic Support Means
Electronic Attack ) .
EA) - Soft Kill / Hard Kill

Counter-EW measures
Electronic Radiation Control
EMS Hardening
Communication Security

Electronic Protection
(EP)
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Table 2. EMS superiority guidelines and goals of U.S.

- Accessible within EMS, capable of
superior maneuvering. Electromagnetic
protection for the system

- Leading research and development of
defense-related companies

- SOTA suitable for performing EMS
operations Construction of a satellite
system for microwave joint operations

- Abolition of the concept of the unit
responsible for EW. Simultaneously
perform EMS operations for operational
and tactical units

EMS Superiority

Integrated EMS
Infrastructure

- Training and operation of EMS experts
- Establishment of personnel education and
training and unit evaluation system

EMS Readiness

- Civil-military cooperation such as ITU,
WRC, etc.

- Enhancing interoperability between EU,
NATO and US forces

- Close cooperation with allies and
partners

- Cooperation with electronic information
collection activities

EMS Partnership

Governance
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Fig. 1. BEAM(Backpacable Electronic Attack Module)
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Fig. 2. EC-37B Next Generation Electronic Warfare
aircraft
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Table 3. Classification of Russian Electronic Warfare
assets

- Independent EW brigade for each
military unit, subordinate to the EW
company of the airborne unit

- Provides tactical level EW capabilities

Province,
Service of Military

- EMS radiation control

- EMS area adjustment control

- Control of civilian mobile phones for
Information Warfare activities

Integrated
Technology Team

- Collect multi-area Signal Intelligence
and conduct Information Warfare

- Paralysis of enemy Communication
through blocking High Frequencey

Strategic Wireless
Jamming System
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Fig. 5. Dongdiao 6,000 ton class intelligence ship
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