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Abstract The smart grid is a next-generation intelligent power grid technology that increases energy
efficiency through two-way decision-making between suppliers and consumers by incorporating ICT in
the existing power grid. Although it is expanding into renewable energy sources, and ensures stable
power operations, there is the possibility of security threats owing to related vulnerabilities. The open
architecture of smart grid technology exchanges information in both directions, so vulnerabilities to
various types of cyber-attack appear. Because cyber-attacks are likely to cause extensive damage in a
country, an intelligent security control system that can detect and analyze intrusions and respond quickly
is needed. A typical APT attack bypasses existing detection technology and goes undercover for a long
time. This paper proposes an ontology-based attack detection system to respond to these APT attacks
early through pattern analysis. The proposed method collects, analyzes, and classifies security
vulnerabilities in power systems, applying inference engines to major power systems to identify and

respond to attacks early.
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Fig. 1. Smart Grid Diagram
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Table 1. Classification of SmartGrid Security

Technology
SmartGrid Security Technology
SCADA system
Automated power restoration system

;jwelr Power transportation and distribution disturbance

pp'y detection technology

Security

Energy management and security technologies
AMI disturbance detection technology (FDS)
Access control technology (smart metering, AMI
certification/approval, etc.)

Power | Firmware Manipulation Prevention Technology
Consumr?tl Encryption Communication Schemes (PLC, Zigbee, etc.)
on Security]

Communication Privacy Protection Technology
AMI'HAN Hacking Prevention Technology

Smart

Service | Fee System and Secure Power Trading Technology

Security

Power Charging Infrastructure Certification & Approval

Supply | Technology

Security | Blockchain Integration Technology
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Table 2. APT Attack process

Seq. Phase Details

Collecting and Analyzing

Information of the Attack Target

Preparation
Tampering the Web-site

Securing C&C

Tampering Software Updater
Tampering Web-hard and Web Noticeboard

Intrusion

Sending Malicious E-mail

Spreading Malicious Code

Inside activity | Collecting Additional vulnerabilities

Getting Access to the database

Exfiltration Important Data

Achievement Destroying the System

Ao Z APT
B, W AE R 2, 542949 4%7413 Xé«]%
tHel. AR YAie FAAT} B AR Soblel
B FHISHs IO eK BAYY HHE SH-HY
a1, o] eI R 7dE AlARIT B 9 Aols
3171 ¥st C&C AH 3?:}59]. 7o oz JAHT)H

WEg oA A 3aH 7Y 2 HREE of
gslo] Aado] IT Qlzelo] zg = Aol
?m 17} SR A2

TAWE IT
0]4
2571 Ash

48 528

2]
T1

O

SHAY, U R
A Hst= Aol
APT 342 23st1 714 345 B3
2/95}7] wiizol msfiRt= ALY WA s
A JAABH7|7F o]FTH7T). ol#st APT 58S o
QA3 Bk of 2] ZHA7F EASHAIRHT-9], & =ZollA
= FAAdgA A 2" (Intrusion Detection System)< 7]
Fo3 2EZA YL stuA} Sitt

=02

[e]

2.3 LQEZX| 7|Ht ZAEIX| R0 TQN
YutHog eEaL wojel Yol Zid 9 Ahd A

ole] A, Al 44 W B4, S48 S4o] Hojg

=

766

SN= L
Ak 24 9 AER 2FHE AE AS FxoIH
(10]. °l& °l&3iH 54 Eﬂﬂ"L«] ol %—%EE %
=] o 5 A
ofsa, A4S B 4 9k
&9 Customer Data E;aj:éségﬁtgg::ps Si8
] ]
Trouble Tickets Outage Data l
SCADA/DMS
‘ Equipment Data
Load Profiles
SystemaEquipment Faults,
Switching Counts
AMR ERP System
< > Billing &
] Setfloment =

Fig. 2. Smart Grid Management System
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Fig. 3. System Configuration Chart
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Table 3. step-by-step Smart Grid APT Attack
Scenario

Phase APT Attack Activity

Corporate Websites

Preparation Search Engines

Internal Spies

Wireless Vulnerabilities

Attack route setup
Internal Staff

Zero-day Attack
E-Mail
USB

Intrusion
Remote Management Tool

C&C Server
GPS

Remote Control
4. Backdoor

Keylogger

Access to the Server Attack
C&C Server Based D-Dos Attack
GPS Receiver Attack

5. Inside activity

Control System Attack

Information Exploitation

6. Cleanup Malware Toolkit Deletion
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Table 4. Malicious behavior SWRL Rules

Attack Behavior Inference Rule

(?T behaviour

PacketSniffing) A(PacketSniffing resultln
PacketDecoding) A(PacketDecoding resultln
KeyAcquisition) A(KeyAcquisition resultln
DataGathering)

= (?T step MITMAttack)

(?T USBConnect) A(USBConnect resultln
SystemlInfection) A(SystemInfection resultln

PacketSniffing

USBConnect RemoteAcces)

= (?T step BackDoor)

@T

KeyValue_Modulation) A(KeyValue_Modulatio
ModifyPacket | n resultln ModifyPacket) A(ModifyPacket

reslutln SystemAccess)
= (?T step SystemConnect)
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(?T DataGathering) A(DataGathering resultln
SystemAccess) A(SystemAccess resultln
SystemControl) A(SystemControl resultln
SystemDestruction)

= (?T step APTAttack)

SystemAttack
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OWL axioms successfully transferred to rule engine.

Number of SWRL rules exported to rule engine: 4

Number of OWL class declarations exported to rule engme: 14
Number of OWL individual declarations exported to rule engine: 0
Number of OWL object property declarations exported to rule engine: 16
Number of OWL data property declarations exported to rule engine: 17
Total number of OWL axioms exported to rule engine: 37

The transfer took 1502 millisecondsfs).

“Run Drools” button to run the rule engne.

Successful excution of rule engine.

Number of inferred axioms: 54

The process todk 231 millisecond(s).
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