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Abstract Modern military strategy seeks cost reduction, shortened war durations, and minimized casualties
through autonomous offensive Unmanned Aerial Vehicles (UAVs). However, this technology poses ethical
concerns regarding human rights, responsibilities, laws of war, and international safety. This study
analyzes and proposes solutions for these ethical issues. Testing the hypothesis that configuring UAV
autonomy and introducing ethical control mechanisms can overcome ethical problems, the study
identifies dilemmas in autonomous control system-based UAVs and explores autonomy levels for arming
them. Additionally, the study proposes programming an 'ethical control mechanism' during mission
execution for the autonomous assessment of adherence to laws of war and rules of engagement. Results
confirm that introducing an ethical control mechanism can mitigate ethical concerns. Acknowledging
theoretical assumptions, the research emphasizes the need for practical validation considering the
current state of autonomous control system development, UAVs, and legal regulations. Future research
should incorporate these considerations, and tests should be conducted to comprehensively evaluate

practical applicability and effectiveness.
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Table 1. Al and autonomy level suggestions

Classification Proposal

Proposed Al levels that embrace

Al machine learning beyond level 3
Levels of self-control from Level 3 to
Level 6
Self-Control = S Autonomous control:

Semi-autonomous or Super vised
Autonomous competency levels
from Level 3 to Level 6.

Table 2. Explain Al and autonomy levels

Classification Main Contents

Autonomous UAV have the ability to
make their own judgments and
decisions for mission success.

Level 3
or higher Al

Semi-autonomous
or supervised
autonomous
capability

However, offensive UAV require
authorization from the appropriate
authorized person before or during the
mission to control attack commands.
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