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Abstract Owing to the recent digital transformation of the economy and society overall, the number of
internet breaches is increasing regardless of the size or industry of the company, which causes economic
damage and leads to a loss of external credibility. As a result, the position and role of the Chief
Information Security Officer (CISO), who oversees information protection-related tasks and protects the
organization's important information and assets, is becoming increasingly important. The "Act on the
Promotion of Information and Communications Network Utilization and Information Protection, etc."
mandates the designation and reporting of a Chief Information Security Officer. On the other hand, the
reporting rate of some companies is not high because companies are required to recognize and report
that they are subject to this obligation. This study examined the process for selecting targets by
reflecting the exclusion and obligation criteria of the Chief Information Protection Officer Designation
and Reporting System. By enabling companies to check whether they are subject to the obligation, this
study aims to help increase the reporting rate of information security officers and strengthen corporate

information protection.
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Fig. 1. Key roles of the Chief Information Security
Officer
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Table 1. Exemptions to the Chief Information
Security Officer's reporting obligations

Before revision After revision

- Persons with capital of 100
million won or less
- Small business

- Additional - Medium-sized enterprises

telecommunication service
provider with Capital of
KRW 100 Million or Less
- Small business

- Some small businesses

that do not fall under the

following:

- Telecommunications
business operator

- ISMS mandatory

- Personal information
processor

- Mail order seller
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