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Abstract The ratio of software (SW) in weapon systems is steadily increasing, and with it, the number
of weapon system malfunctions caused by SW defects. When such defects occur, SW engineering changes
are performed to eliminate them. SW engineering changes are performed on a contract basis, limiting
understanding of the entire weapon system. In this study, a database (DB) was constructed using SW
engineering changes to overcome this limitation. This paper presents a DB construction method and the
results of analyzing the DB. From 2017 to 2022, 386 SW engineering changes were analyzed, and a DB
of 2,540 SW defects was constructed. The number of SW defects steadily increased by the year. When
analyzed according to the weapon system, it was possible to identify SW defects in operational weapon

systems. Hence, similar defects can be prevented by identifying them in the development stage.
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Table 1. Number of SW documents revision for each

year
Year Number of SW document revision
2013 16
2014 76
2015 73
2016 113
2017 65
2018 63
2019 117
2020 206
2021 260
2022 329
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Table 2. Categorize the causes of SW defects

High Category Low Category

Insufficient Missing Requirements

Requirements Insufficient Requirements

Missing Design

Insufficient Design Insufficient Design

Design Error

Unnecessary Codes

Insufficient data processing

Insufficient

N Insufficient function
Implementation

Not implementation function

Code Typo

Insufficient Plan

Insufficient Test Insufficient Execute

Insufficient Follow-up

Missing Content

Document Typo

Standardization Error
Insufficient Linkage

Insufficient Upload Data

Update Commercial SW

Compatibility Improvement

Enhancements -
Performance Improvement

Additional User Needs
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Fig. 3. Ratio of SW Defect Causes
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Fig. 2. Distribution of Number of SW Defects for
Each SW Engineering Change
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