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Abstract Recently, there has been a significant increase in social awareness regarding the protection and
security of personal information. As a result, the development of information management technologies
related to this issue has become an important concern. National policies and business support for
information protection and security technologies have expanded at the national level to pursue
technological advancement and the right to protect personal information. In line with this trend, this
study examined the trends in information protection and security-related technologies in national
research and development (R&D) projects using text mining and topic modeling techniques. This study
applied Latent Dirichlet Allocation to text data on national R&D projects related to information
protection and security technologies over the past five years. This allowed the extraction of topics
throughout the projects and an analysis of changes in technology over time through yearly topic
analysis. The results provide new insights and implications for future research topics regarding the

trends in information protection and security technologies within national R&D projects.
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Table 1. An example of NTIS data

Variable Example

Developing technology to
automatically analyze IoT software
for security vulnerabilities

Research Title

Developing a software platform for
automatic analysis of IoT system
software and network vulnerabilities

Research Objective

Integrating codeclone vulnerability
validation platform for known
vulnerabilities with codeclone

vulnerabilities detection
technology ...

Research
Contents

Checking for security vulnerabilities to
create a more secure
IoT environment ....

Expectations

IoT, black box, software
security, vulnerabilities,
white box

Keywords

Government Research

Grants (KRW) # 1,000.000.000
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Fig. 1. Topic modeling-based trend analysis process
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Table 2. Topics by project name case

Rank Topic Name Keywords within Topics
sensor, image, robot, module,
driving, algorithm,
Autonomous autonomous, vehicle, signal,
1 Driving and real-time, monitoring, camera,
Robotics process, part, drone,
automotive, safety, prototype,
facility, test
cell, gene, regulatory, protein,
genomic, bio, therapeutic,
2 Genetics and mechanism, disease, immune,
Biology molecular, marker, tissue,
drug, animal, neural, genetic,
metabolic, target, virus
smart, platform, network,
communication, energy, test,
. algorithm, power, cloud,
Digital 8 . p L
3 X module, distributed, digital,
Technologies . R
server, device, wireless,
blockchain, software,
realtime, computing
artificial intelligence, online,
. content, algorithm, image,
Video and & .g
neural network, behavior,
4 Image . . .
i image, design, visual, face,
Processing

voice, education, digital,
cognition, human, tools

education, international,
national, policy, science,
overseas, innovation, global,
competitiveness, Korea,
university, leading, safety,
navigation, field, domestic,
infrasturcture, future, industry,
industry-academia, network

Culture/Society/
5 Nation Policy
and Education

quantum, nano, device,
electronic, chemical, energy,

Chemistr . . .
.y/ particle, electrical, synthesis,
6 Electronics/ . .
X metal, ion, semiconductor,
Semiconductors X K
optical, molecular, spin,
electrode, organic, catalysis
patient, medical, diagnosis,
clinical, treatment, imaging,
health, disease, healthcare,
7 Medical and biomedical, surgery, disability,
Diagnostics hospital, exercise, radiation,

dementia, early, aritificial
intelligence, illness, elderly,
care

365

food, crops, microorganisms,
varieties, soil, plant,
agriculture, harmful,
cultivation, process, chemical,
farm, farming, toxic, genetic
resources, plastic, production,
seed, strain,
medicine, raw material

8 Agriculture

safety, city, facility, disaster,
site, construction, climate,
satellite, weather, atmosphere,
fine dust, trasportation,
building, earthquake,
structures, monitoring,
damage, roads, disaster,
architecture, architecture

9 Safety
Monitoring

oceans, creatures, ecology,
evolution, communities,
conservation, plants, forests,
fisheries, birds, cages,
synapses, basal, carbon, pain,
water quality, element,
drought, river, science, stream,
science

10 Ecosystem
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Table 3. Topics by research project name case

Research Project Name Topic Name

Nuclear nonproliferation,

) ; Culture/Society/Nation Policy
nuclear security policy

and Education

studies
Developing an iot device
. Chemistr
for real-time room Electronigs//
occupancy analysis using Semiconductors

OpenCV algorithms

Developing a smart
healthcare service design
for managing medication
guidance and medication

history for severe or

special care patients

Medical and Diagnostics

Developing next-generation
microbial products using

soil microbiome Agriculture
transplantation technology
Established a traffic video
big data platform and Safety
developed sudden death Monitoring

detection technology
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Selected Topic: [0 ‘ Previous Topic | Next Topic | Clear Topic |

Intertopic Distance Map (via multidimensional scaling)

Marginal topie distribution
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Fig. 3. Intertopic Distance Map
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Slide to adjust relevance metric:®

=il 00 02 04 06 02 10

Top-30 Most Relevant Terms for Topic 5 (9.8% of tokens)

20,000 40,000 60,000 40,000 100,000
2 I

L=

5

T
-

NTE)

S

E
= oox

i

m

LS

Qverall term frequency
Estimated term frequency within the selected topic

1. saliencyiterm w) = frequency(w) * [sum_t pit | w) * logdpit | w)/p(t)] for topics 1; see Chuang et al (2012}
2. relevancelterm w | topic th = A * piw | 1} = (1 - N} * piw | tl/piw); see Slevert & Shirley (2014)
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Table 4. Topics for each of the years from 2017 to 2021
Rank 2017 2018 2019 2020 2021
1 el Digital Technologies Medical Research Medical Research Digital Technologies
Networks
Culture/Society/ Culture/Society/ Communications and
2 Nation Policy and Medical Research Nation Policy, Medical Research
. . Networks
Education Education, and Food
Image Processing and Culture/Society/
3 Digital Technologies Communication Mobile Technology Digital Technologies Nation Policy,
Technology Education, and Food
Culture/Society/
. . Medical and Chemistry/Electronics/S|  Nation Policy and Medical and
4 Genetics and biology : ) X . R .
Diagnostic emiconductors education and Diagnostic
Technology
Image Proce'zssn'lg and ) o Image Processing Image Proce.ssm'g and Chemistry/Electronics/S
5 communication Safety Monitoring and Image Communication .
emiconductors
technology Technology Technology
6 Medical Research Chemlst.ry/Electromcs/S Automatic Driving Chemlst'ry/Electromcs/S IT Technology
emiconductors and Robots emiconductors
7 Safety Monitorin Agriculture Digital Technologies Medical and Safety Monitorin
Y 8 & & 8 Diagnostic ¥y &
8 Me,dlcal a'nd Communications and Energy and Power Automatic Driving Agriculture
Diagnostic Networks
. . Culture/Society/ . .
9 ChemlsFry/Electronlcs/S Nation Policy and Safety Monitoring Safety Monitoring Cognitive Sc'lence
emiconductors . and Physics
education
Renewable Energy and . . -
10 Urban Marine Biology Me.dlcal d.n d Health and Welfare Smart Maring
Diagnostic Technology
Infrastructure
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Table 5. Total National R&D Funding for Each Year

Year Research Funds(Total,(Unit:KRW 1,000))
2017 304,629,431.8
2018 318,565.674.9
2019 341,350,478.8
2020 339,686,273.4
2021 342,593,364.7
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