Journal of the Korea Academia-Industrial https://doi.org/10.5762/KAIS.2024.25.4.427

cooperation Society ISSN 1975-4701 / eISSN 2288-4688
Vol. 25, No. 4 pp. 427-432, 2024

ARG 9 AAQARES T A QZAA oA HHEZHoZ
LE5HE 78 ZFARl did 4

i

. ‘astistn shLsors
Analysis of major defects that are repeatedly derived from ISMS-P

Ho-Yeol Song', Yong-Joon Lee”, Jang-Mook Kang®
"Department of Artificial Intelligence, Far East University
2Department of Hacking Security, Far East University

*
rlo

12
fo
I

ooy

7193} 71HEo0] ARKES 9 AAARES AHA(ISMS-P) AZS 93t =8 st Jat, 1
Ut ISMS-P ISAAF TgollA] 22 3707 =&d A e AS gRleta, A= 8
A9 1L AHEoYTh B3 vEHog EEHL Agho] Weat A% 9l 9 At
. ISMS-P QI5AAOIAl m&d Zst AFFEol gt £4& Boto] dxd 2% Bxet d3E ¥l
A3t AFFEY AR SATEER dotEtkrt gt 2020%1 B 2022974 QJIZAAE Ayt 7
Ao Z QTAA Al ZEH AT Y8 F 3W7t wEFog miy Al diste] A9 4,

t 50 T A JASAE BARNEY AL Boto] F8 A3 A9 AUE ot AZhE gelskid
Bl ASAAF Al B2 7ot 7|3l ISAHAA] 8 ATAHEIE Al IOLOE}H 7143 718E
HEES JEAAE WA TS5t Pstar APk, Holrtal AFAAel Zgo] Huzt g

o
-
oo MN
o 1
Ty i 5d
i
e R

e
e
o

M

1N 9 o my 4> kO
fo

|

o i k1
o Mo
o8 N

e oo
i)
i

=
)

Abstract Today, an increasing number of companies and organizations are pursuing certification for
their information security and privacy management system (ISMS-P). This report analyzes the total
number of deficiencies identified during ISMS-P certification audits over the past three years, including
main deficiency content and composition (by year), as well as recurring deficiency content, causes, and
improvement measures. By analyzing the deficiencies identified in the ISMS-P certification audits, we
reviewed their distribution and status by year, and examined the detailed control items of major
deficiencies by year. Additionally, we analyzed the characteristics of deficiencies and identified cases of
such deficiencies among companies and organizations that underwent certification audits between 2020
and 2022. We obtained diverse perspectives on the root causes of major deficiencies through the
opinions of those involved in the management system certification process. Our aim is to provide
companies and organizations with examples of major deficiencies during certification audits. This will
help them establish and operate sophisticated information protection and privacy management systems,

and prepare for certification audits.
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Fig. 1. Information Security and Privacy Management
System (ISMS-P) Audit Process[5]
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Fig. 2. Information Security and Privacy Management
System (ISMS-P) certification audit criterial5]

Table 1. Top 5 3-year recurring defects[8,9]

No. Controls 2020 2021 2022 Total
2.10.1 Security

1 | system 44 526 582 1,152
operations
2.6.2 Access to

2 | information 25 301 366 692
systems
2.5.6 Review

3 | access 34 290 295 619
permissions

4 2.10.8 Patch 23 258 293 574
management

5 2.7.1 Enfor(.:ing a 33 249 229 511
crypto policy
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Fig. 3. Survey responses on the causes of deficiencies
in security system operations(2.10.1)
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