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Abstract In modern military operations, network-centered warfare is becoming increasingly important.
An organic connection of communication is required to maintain network-centered warfare in a
battlefield environment. Therefore, it is necessary to establish a mutual network capable of smooth
communication among various systems, such as information, monitoring, and reconnaissance, to weapon
systems based on various sensors. As weapons systems become increasingly unmanned, communication
sharing between various unmanned systems is increasing, and it is necessary to operate as an integrated
network by connecting communication in various ranges such as ground, sea, air, and space. However,
to implement network-centered warfare, it is necessary to solve the problem of a lack of military,
commercial frequency, and network security between wireless communications. Optical wireless
communication that uses optical wavelengths, which are unlicensed bands, and has physical
communication concealment can be an alternative technology. This study explores optical wireless
communication methods that can be applicable for network-centered warfare and suggests solutions for
limitations such as the configuration technology of optical wireless communication, communication
scope, and data transmission amount. Based on this, the implications for applying optical wireless

communication in network-centered warfare are presented.
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Table 1. Classification by optical spectrum
distribution [4]

Classification Wavelength Frequency
Ultraviolet (UV) 10A~400nm 30PHz~0.75PHz
Visible light 400nm~750nm 750THz~400THz
Near-infrared (NIR) 750nm~3 ftm 400THz~100THz
Mid-infrared (MIR) 3~3044m 100THz~10THz
Far-infrared (FIR) 30~1000 ftm 10THz~0.3THz
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Table 4. Optical wireless communication data
transmission speed [8]

Fig. 1. Advantages of using optical wireless OCW method Data transmission speed
communication technology in the military e 10Gbps using LED
and 100Gbps using LD
Table 2. Description of Optical Wireless LoE 10Gbps using LED
Communication Technology [5-7] o and 100Gbps using LD
OCW method Technological description occ 55Mbps
VIC The method of modulating data through the
high switching speed of the LED light source FSO 40Gbps
Li-Fi The method of exceeding 1 Mbps data rate at

the physical layer service access point.

Optical wireless communication using a camera

OcCC . .
image sensor as the receiver
Transmitting information over distances ranging
FSO from tens of meters to several kilometers using

lasers.

4A17](Transmiter)x= = LED(Light Emitting
Diode) &2 LD(Laser Diode)g E-8dlal, $417]
(Receiver)= &2 PD(Photo Diode) -2 7Iigts &
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Table 3. Optical wireless communication transmitter/
receiver and communication directionality
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Table 5. Limitations of Optical Wireless
Communications Classification [8]

OCW method Limitations
- Mobility support not guaranteed
- Small coverage area
- Performance affected by
VIC environment condition

Poor performance in outdoor
applications

- May create coverage hole

- Very limited NLOS communication

- Small coverage area

- Performance affected by
environment condition

Li-Fi - Poor performance in outdoor

applications

[8] - May create coverage hole
- Very limited NLOS communication
OCW method | Transmitter | Receiver Directionality - Not for long range communications
Unidirectional ocC - Only low-data-rate applications
VLC LED/LD PD/Camera /Bidirectional - Only LOS communications
Li-Fi LED/LD PD Bidirectional - Performance significantly
R affected by fog, snow, and dust
occ LED C Unidirectional a ' ’
amera nf frec fona FSO - Suffers from transmitted-
FSO LD PD Un}d-lrect}onal receiver misalignment
/Bidirectional - Only LOS communications
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Table 6. Optical wireless communication distance
[8] and military available area

Communication Military
0LV miehod distance available area
VLC About 20 Tactical communication
meters inside the command post
LicFi About 10 Tactical communication
i meters inside the command post
occ About 60 Ground, Naval, and Aerial
meters weapon systems
FSO More than Ground, Naval, and Aerial
10,000 km weapon systems
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Fig. 2. Classification of Optical Wireless
Communication Usage Environments
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Table 7. Application areas according to communication
domains and LOS obstruction factors

=

0OS
obstruction factors

Military
application areas

Communication
domains

Tactical
communication inside
the command post

Indoor

. Indoor structures
environment

Low visibility due
to underwater
particulates

Underwater weapon
systems : unmanned
underwater vehicles

Underwater domain|

Land weapon systems

Terrestrial : unmanned combat Buildings, Hills,
domain vehicles, military Bushes, Weather
ground robots
Maritime weapon
Maritime . p Waves, Sea fog,
. systems : unmanned
domain - Weather
surface vessels
Aerial Aerial weapon systems| Mountains, Fog,
domain . military drones Weather
Space weapon systems
Space Pa pon Syt )
N . low earth orbit Space debris
domain

satellites
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Fig. 3. Connectivity with each system in the NCW
communication network
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Table 8. Analysis of capabilities for the core
components of NCW architecture [2]

System Development direction
Inf . Resolution : Meaningful target partial
nformation . P . T e
r. ! identification - Battlefield visualization
Surveillance

Scope : Tactical dimension
- Operational level - Strategic level
Speed : Days/hours
- Minutes/seconds ~ Real-time
Scope : Tactical dimension
- Operational level - Strategic level
Speed : Days/hours
-~ Minutes/seconds - sReal-time
Accuracy : Approximately 85%
within 10fts[Gulf War] -~ CEP=0 level
Platform-H/W-Hard Kill
- PGM-S/W-Soft Kill
Manned-semi-automated system
- Unmanned-high intelligence-automated
system

Reconnaissance

Command
Control

Precision strike
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Table 9. SWOT analysis considering the top 10
defense strategic technology fields

Top 10 defense strategic technology fields

Artificial Intelligence, Manned-Unmanned Integration,
Quantum, Space, Energy, Advanced materials, Cyber-network,
Sensors, Propulsion, WMD response

30 national defense strategic technologies

Intelligent battlefield awareness and assessment, Intelligent
integrated command and decision, Smart war potential support,
Defense Al platform / Manned-Unmanned Teaming,
Autonomous mission execution, Next-generation warrior
platform / Quantum cryptography communication, Quantum
sensors / Space-based surveillance, Precision satellite
navigation, Space domain awareness, Spacecraft / Directed
energy, Next-generation power sources /

High-performance semiconductors and electronic materials,
Extreme environment structural materials, Specialized functional
materials / Ultra-connected network, Cyber warfare defense,
Metaverse training / Next-generation sensors, Sensor fusion,
Electronic warfare response / Advanced engines, Hypersonic
propulsion, Underwater propulsion / Missile defense,
High-power precision strike, Intelligent chemical, biological,
radiological, and nuclear (CBRN) defense

\

Analysis

of future
technological
environment
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SWOT analysis considering changes
in future battlefield technology environment

Strengths Weaknesses

. - LOS communication
« Security

. Security assurance through
physical concealment

: communication requires
LOS between transmitter
and receivers

- Dependency on Enviroment
. Signal attenuation due to
atmospheric conditions,
underwater turbidity, etc.

+ Unlicensed frequencies
. Resolving military
frequency scarcity issue

Opportunities Threats

+ Technology integration

. Fusion of quantum
communication, Al
technology, sensor fusion,
and directional energy
technology applications

+ Implementation difficulty
. Requires highly precise
alignment technology
between transmitters and
receivers

+ Space networks

. Integration of FSO
communication and space
technologies for network

+ Technological limits

. Signal attenuation due to
environmental factors has
physical limits

expansion
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Table 10. NCW Technical Restrictions Inquiry [11]

Restrictions Inquiry Inquiry content

Abnormal results due to mission
goal redefinition caused by
excessive information

Information Overated

Overrated Underestimating
the Adversaries

Security issues that may result
in information being blocked

Operability issues when
heterogeneous systems or other
equipment are linked

Interoperability

Users should not share limited

Bandwidth Limitations bandwidth alternately

Communication, navigation,
video, missile early warning
systems, etc. are required.

}

Table 11. Technical issues and solutions for NCW
[11]

Connectivity to
Space Dominance

Proposing technical
solutions

Problem Solution

Increase in communication
volume requires technological
improvement, information
processing utilizes Al technology

Excessive information issue

Physical concealment, but
network maintenance is affected
by environmental factors

Network security and
maintenance issue

Standardization of interfaces
between heterogeneous systems
(STANAG 4586, ect.)

Utilization of multi-access
technology
(FDMA, TDMA, etc.)

Networks can be maintained up
to space range through FSO
communication

Issues with command transfer
between heterogeneous
systems

Bandwidth management issue

Network maintenance in
space domain

2 AolAl= v 714874 SWOT 24 94 NCW Al
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AA ARG (Sensor Grid), XA AR (Shooter Grid)
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Table 12. NCW-related Composition Technology
[11]

Composition Technology Content

Interoperable communication
equipment and inter-platform
connection structure technology

Network architectures

Need to secure as wireless
bandwidth usage and demand
surges

Radio bandwidth

Inter-satellite communication and
mobile communication over long
distances required for image
acquisition and location tracking

Satellites

Utilize information delivery,
surveillance, and message relay
communication methods through

UAV, UGV, UUV, etc.

Unmanned vehicles

Hardware chip technology related
to improving network system
processing power

Computer processor chip

Low power usage and
miniaturization trend, measuring

Sensor . .
surrounding environment and status
information
Software technology needed to
Software

build and operate a network

Analyzing intelligently gathered
information through learning,
reasoning, and resolution

Artificial Intelligence
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Fig. 4. Technology Relationship between NCW

Implementation Technology and Optical
Wireless Communication
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Table 13. Approaches to secure additional
enhancement technologies

technical problem improvement technology

- multi-sensor fusion

- improved transmitter/receiver
performance

- environmentally optimized
data select carrier
(select frequency band)

Overcoming the
Atmospheric Environment

NLOS(Non line of sight)
communication

+ communication using multi-hop
+ hybrid network configuration
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