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Analysis of U.S. RMF Security Automation Tools for K-RMF
Security Assessments

Eun-Jin Choi’, Seungil Noh
Defense Agency for Technology and Quality

2 ¥ H F8 FEITEE PFORE sk Bt ALY 7t G551 HA ARE 545k AIARY Bk X&)
A 5= Hoto] £ 938X Utk u]= NIST(National Institute of Standards and Technology)ollA+ IT 7%

o] ZTH AAHE AR AAH 37| Hulo] 24 BEkE WASKE 4= 9l= NIST RMF(Risk Management
Framework) A=E 7/fgstg o, vl F(DoD, Department of Defense)oA& o]& IT 71&°] EAE #A
AlA"e] 24T = JEE W 78S NS ol o S0l Rttt B 715 =5 Hste] =
AT ZgIYA(K-RMF) AEE st o] = F71AA W 28 Ueke A+ Foltt. skA9E K-RMF A&
o] H&et HFE YofiA= K-RMF EQFEAFEER Het 752 738 2 B7E RUEIT 4= 3lojof 51, o]& 3t
DoD RMF E¢t A453t 871 Tt 33t A47F EFo|t. & =Fo4= DoD RMF A% +d ¢ 37} ZYEHH
AN &8 7Hse Bt Asst B B9 SR € VoS AW RS B st B 2= £ gRlsta
K-RMF AZo] E&ot= Wehs nesjeoroy, 24 A= 5 K-RMFo| H-& 7Hset e=3 Het Asst &=+
M 9 HE Al 8T 5 & Aotk

Abstract As the number of security incidents targeting major intelligence agencies increases rapidly,
managing system security methods is becoming increasingly important. In response, the National
Institute of Standards and Technology (NIST) in the U.S. has developed the Risk Management Framework
(RMF), which manages security throughout the life of systems incorporating IT technology. The U.S.
Department of Defense (DoD) has adapted this framework to apply to military systems equipped with
IT technologies. Similarly, South Korea has developed its Korean Risk Management Framework (K-RMF)
tailored for military environments and is currently working on implementing this framework within the
defense weapons system. On the other hand, the implementation, assess, and monitoring results of
K-RMF security controls for effective application of K-RMF are important, so the list of security
automation tools should be reviewed first. This study examined the types and functions of security
automation tools under the DoD RMF Implementation, Assess, and Monitoring steps. The characteristics
of the security automation tool were identified, and a plan to use it in K-RMF was considered. The

analysis results can be used to develop Korean security automation tools applicable to K-RMF.
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A =AA "HzAoA dorl= 54 7§l 1k
StEEA 2 o E HQF ALY 47} FFSkAL Qi
E9] 38 AR7# 9 HH) JE7)&(1D) 2HE 54
O = k= A9 7t FTFIE, <l Bet AL

ZA Adto] MEW w7 2713 YR sh=
A9 TF 4 357t F43] FUHNEE IR &
ATH1-3]. FollA= FAIE AfolH Ho] &2 733}
Hit A0 245 HeE 99 olgrell Al&sHA dedt
T8 B AE Asberaitd, 5]

u]= FH(DoD, Department of Defense)= 4
o] IT 7]&o] BAE A ALY Alo|HENS 7
3lol7] 913t B =S st AtolH 7S] Wato]|
w2} AAAZ T 2719 EYgE Bo B E B A
= & AEAIAH(Information System) Ho]E]9] 7]
UL A3kl gk BHoz /NI, td Al
2”04 7Y HRY BHE 25 Brlsta F 79A
4l F dfidots 99 H7F 2AE A&t ol
e ERTo 2= Hob Yt o2yl wet B7t
A71E EASH= Zo] ofd A& 1857 (Life-cycle)
Aol AA Eeks TS 5= Qe A== dHstint

20149 DoDoAl= NIST(National Institute of
Standard and Technology) 7+&°] 715k5E Y8
T IYA(RMF, Risk Management Framework) A
L5 = ol =959t RMF A== AlA" =1
71 7t EAske Het 918 AlET 5 Qs Tl
Hol QFARPES HASAFE(Security Controls)
92 g 4= QlEd|, RMF i AXE A4
2 AAE BHRFEAIREL Bt AR AldEste] 7]
5= F@stal 94 7kt BES 4= Qlojof gtk +
273 W RMF A&7t 22 5tol wet vl= =3 ol A
ARESHE IT 9 BAZ Aot 7181 SR BAIA”
=HDISA, Defense Information Systems Agency)©l
A& 715 8ol 87EE HASATES tdeR 7
<4 748 9 A&HQ HYEH] 4 & Het 53}
=7Security Configuration Tools)E 7HistgoH,
Het JAYAES B7EE A5t

20199 49, DoDolA #-3% AAAE =
RMFo|| &t Bt A8 AL gt wet
oA RMFE S35t 33 A1gae] g
A(K-RMP)E 7399t} K-RMF Al 202695 -E
AW APt AL BHE st Qon[6], A= 7|&
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HMA|=eke] AA 1= 1 qlth. 517
9 K-RMF A|=9] Tt YeiMe
FE7] 7F HABAGES T Al A&iA S
HUE o= Hot AFsdt 9] =9 Hijto] 112 Eof
of gt}

£ =79 A4S thaa 2t 280 At |
7ol ® DoD RMF A%=e} K-RMFo]| #sto] Xtz
I E o, 334 DISAYA DoD RMF TA|
uit ARSS 4= QeSS i 2 HiESE Bot AREE) Bt
S 1 9] 7]3ollA iRt Bet 75 2RSS Eof &
Sto] AmEITE o]o] 4FoA= Y| Bt AsE &
T =G Hl5l ATE FH Aol Fote] AmEgic

T oY
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=
=
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2. gl oY UHI(RMF)

2.1 DoD RMF

RMF+= NISTOIA 7Rt A==, IT 7]&o] Zte
Al2"E o g 837 B He 371 4 #E
285k ZEdYolch. DoD RMFOlAE NISTOllA
st RMEETH o A% 742 H8st7] st
NIST 74 &A1, FISMA(Federal Information Security
Modernization Act)?} FIPS(Federal Information
Processing Standards) ¥, DoDI &8 52 &3t
t}. o]F NIST 4 A= AFE Hetol At 245
TFoF A7 58 Edvhe EAZ, NIST SP(Special
Publications) 800 A|Z]Z& A=At

DoDI 8510.01°] W2 DoD HEE 441, A, A
A, Addhe BE DoD &F Fx 5A ITE DoD

IT(DoD Information Technology)2t 3lH 7§ 3=

o] & AxEo] AFERE PIT(Platform-IT), FXE
Al2E] R AR 3, dEF o] (Enclave)S

hetcH7]. HRA AT PIT AIAES] 39 DoD RMF
F7t 9 QIF 3 o=z A= o], ofef 6TA X2
NAE = $=843e}8].

1) A|AE Bt BEE(System Categorize) @ A|AHE

Het 257 @RI st Aladold 285= HES

HOKS S SRIsol 3tk BFH2 7/ (Confidentiality),

TAA(ntegrity), 7F-A(Availability) FF° w=h
H(High), M(Moderate), L(Low)& UErd 4 3loH
g5 BQF5g-2 NIST SP 800-60 Appendix CollA]
SRIT 5= St} A& o] AREA76E =Y A&
Hlof| A% [C.2.8.9 Personal Identity and Authentication
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Information Typel, [C.3.2.5 Payment Information
Type] 5 A7 4= =dll, NIST SP 800-60°] ==
H [C.2.8.9 Personal Identity and Authentication
Information Typel®] BESFs52 (M, M, L}, [C.3.2.5
Payment Information Typeld EQFsg=2 {L, M, L}
2 g £ ok A|AF AFAKSystem Ownern)= 3
B §99d Eotsd gRlo] SEHY 7P 52 582
2 3% 532 AFs= HWMHigh Water Mark) 7]
HE Agsto] Het AlARS] 27 BHobsdE A5H
Het vhd ohA A E AIARIOIAN AREA7 5 9 5
7¥ AR7F Qiotd, HE 592 (M, M, Mjo] Eth

2) HOFEAE XA(Select) : A TAOAE oA
ZAE HtsFo TE BEJIBAYES At A&
d AFAE HF 59 oYY EoMeEE 875t B
AeAFES 27] HJIEATECRE AAstal, ti4d Al
A”I9] 28 AT BEAE 1Ecle] FES FIFeEAY
AR HbEAIRE SRS HesE2 NIST SP
800-53, CNSSI 1253 ZAollA ZRIg 4= ITH9, 101.

3) EAEAIE FH(Implement) : & TAONA
= W AlA"E Y HE A8 HMEAIRYE Vs
@RIt} NIST SP 800-539M = HFEAFEE Het
QFAY, BE A9(Supplemental Guidance), 3
733} §=(Control Enhancement), & £4J(Reference)
52 AFS o, HJFFAFES olsig #=0]7]
34+ DISAIA Algdk= CCI(Control Correlation
Identifier)& ¥2% 4 St

AAE AR B AT 1A 2F EE RS
EA% F, 24 Ao 7|Rteto] B/AAZAMSP, Security
Plan) 4 W AAE HASAZTETEAGS A5
o 3E A= A" FEAE 715kete] 8= of
of 3, & Z7& A4 Z2 9] ISSO(Information
System Security Officer)?} ISSM (Information
System Security Manager):= 7l 7F ApA|Zo=2 B
ot F7KSelf-Assessment)S Fsto] +H A9 F
ARE AT = QeI

4) HOEARE H7HAssess) © B7F GACIAME
A HRMSAIRES 4 oRE RIS H7ERKSCA,
Security Control Assessor)= H7A|&0| 7|Hlst 71
AgYsta =8 AFE 2t W7 AIA(SAR, Security
Assessment Report)?} &2 AEA(POA&M, Plan
Of Action and Milestones)oll &A%t}

5) Al&" 17HAuthorize) @ 17} SAE A 24
H Ho 917} #i7]Z|(SP, SAR, POA&KM)S &-850] A]

¢

i}

Table 1. List of NIST RMF Security Controls [9]

Identifier Family
AC Access Control
AT Awareness and Training
AU Audit and Accountability
CA Security Assessment Authorization
CM Configuration Management
cpP Contingency Planning
1A Identification and Authentication
IR Incident Response
MA MAintenance
MP Media Protection
PE Physical and Environmental Protection
PL PLanning
PS Personnel Security
RA Risk Assessment
SA System and Services Acquisition
SC System and Communications Protection
SI System and Information Integrity
PM Program Management

2819 919 =S WERTh 240 AAHYRHAO,

6) ZUE P Monitoring) : ZUEY A= AIAH
29 AT £ e AF 84AE A&H0E HYH
k= Aot} Hrie RUET Aol &4 o
o At FHF B4 2} 55 EYE Bt ZA4E A%
3|4 FGulo]Eglt.

NIST SP 800-53 revision 4 Aol 2J3bd DoD
RMF AlZofld S8l BFEAIRES 3 13} Zo]
SAIAC, Access Control), BAHECM, Configuration
Management) 5 1871 s{dz|& =] Qich. 7+ 3
E9] HoF QLA FIPS 200, NIST SP 800-53 5
oA 2lg & gloH, NIST SP 800-53 EIEATE
I BAE AR 5] tigt olshE =Y &= Tk

2.2 K-RMF

NIST RMF A7}t o S48 ohle} 98 41, 37t
4 A7t 97 EHE A AR E8EE
K-RMF A= §-1] AFAANA At A= =43
7] 9 ARAIA-ZR] A8 S Aok A BHR
ik Foltt. K-RMF& DoD RMFSF BUgH
BAARE AEo] jlom, Fet BAE 1Esh] 9

343



A7 &5hE =1 A A259 A8ZE, 2024

/

CMRS 1

.
e

\.

S\

1 Categorize

Monitoring

DoD

RMF

Authorize

2

Select

Implement

Assess

Fig. 1. DoD RMF procedures and related security automation tools

A4 K-RMF
QItH12,13].

Sto] AJAH] HOF BRel T2 27
A=E A-gst= Hjto] A A
K-RMF A4 HQF B59] 3¢ NIST SP 800-60
3 Zo] Au [PEE A HesH tiAl tiA Ala
Ho] JF It AR, JH 50| HH EAE &
sto] HQbsHS ARTHI3). BoksH2 74, 72
3, 7+ ol Wt A, B ofR B7|E T 24
o A=A g2 HE FPo] AEH S [T FA
A AE AL dop 2T 4 Qlok. Bobsgol wheEt
z7] 2AJdEE K-RMF EUAEAFEL NIST SP
800-53 revision 4°f = &3} [SO 27001 %t
ogste] 2 1770 sLe 7617 FEOE Aol glo
H[14], o]F 8873 5& 1ot HF FES A
Sttt ARl #F A K-RMF EFSAIEES] 2
QF QAR ] ZlHteto] Het V)5S sk, B7ER
7159 HE4E BrsfoF gt
AA oA FEEHI Qs HF HIb ek w94l
PEIFFEH o] AT Bt AT U7 sR S
Holl 7]kt A eE S BAERAE ltt. v
K-RMF EQFEAI}E H7 Axl= 3" 2t 7159
A Bt AP 8 oRE E45k=
ettt Wb AAE K-RMF HOrEAES] 18
A o]FRELE | H By} Wiike] AW st
=, DoD RMF Axpe} Zo] & ZA3to] HAgS gl
skl W7t A% YREE BEAote BUETY F71E Al
g% 5 = A7t JPEojof Fith olF st
DoD RMF E¢t B7} wWore -5 &8 4= glojof
ot gAm &89 5 Hot 253} moof tigh
o|sj7 FHr}

7]
7=

1

L

o

A

E

o]
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3. DoD RMF 9o X}E3} =

DoD RMFollA B7Hbe Het A53t T8 &
of HFEAIREE 759 73 5Lt Y9 AAEE
eldh 4= 9t} DISASIAE o - 7]18E dide=
A4 ZAE 7143617] 98l SCAP(Security Content
Automation Protocol) 7|9¥e] B9t X535} == /)
Weto] wjzmstal Qltk. o] =52 #EdhdE AT &
REZZ A1 FHoRd ¢ FEolAA(Compliance)
A4, B3 A3 AL 5= AsEtle 5H0g ARgH.

20184 29 F7i% SCAP 1.3 WZo|A SCAPY +
A8AE T 12708, o], KuA], A8AA, 54 4

83t

WY Axd, BAgoR BREHIS. ofF Py %
AEefolol HAo] F2 BEHE A4S Thewt ek,

- XCCDF(Extensible Configuration Checklist
Description Format) : EQF AXouf A2 F4
£ % Bt AAYAEE A
- OVAL(Open Vulnerability and Assessment
Language) : XSt 7159 A4 A4 It AT
- CVE(Common Vulnerabilities and Exposures)
D AEY iE B HRE Bt
- CVSS(Common Vulnerability Scoring System)
D FHY A4EE gt
DoD RMPFOJAE HOMEAIFE HZE He 715
T-HSHEE SCAPY| &8 ¥ HASAYE 73 %
E AIARE BUEY 9A7HA 7hssitt mEbA DISA
oA SCAPQ] AF WREE OVALE AA4HE Al=ZgA
E 0o PR FLASI] AAREE vjzeeh AR
+ DoD RMF ti AJARIS] SCAP 7|9t A|Z2AE =}
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o

e e 3, 450 B7E A8 715 74 of
SIFIT}, 2 HoA Dob RMFOIA] AFgEhs 7+

Feoh =7tet I Z-8 et diste] AwHEgtT

ofN T
o M o

3.1 eMASS

DISA°A 7HEst eMASS(Enterprise Mission Assurance
Support Service)x= FH714E(GOTS, Government
-off-the-Shelf)& 422 DoD RMF X ©A HQE
B Au|AE AEslsHE T1olth eMASS A dgt
< Fojdk2 A8 A= 7t GA S5 A-v =8 23
E Z=209 Y gREdfof op, JREH AEES
Al5h A duc} SIS 4= Qltt. waEkA] AMEAl= ARE
el ERIsk= Zo] 7hsob 33 ZREAIA FHd
golsitt.

3.2 7 X

DISA%AE DoD RMF A ©AE #E <
eMASSE 7NdshdAl ZF & 452 eMASSO 5
ofo] 23S 7HAE & XS Fig. 13 o] TAE 2
& 7+ AAsE =5 skt R gAC A=
ZZo] A|AH” U} HOFEARE 7]50] SHIEA FEH
A=A FRlskr] Hsto] FAE Ee= i #d AR
Ui} v W & Sl=w, ol AN 7hsgt wHho] HiE
SCAP Benchmark, STIG(Security Technical Implementation
Guides), SRG(Security Requirements Guide)°]tt.

[

ot 4

1) SCAP Benchmark

DoD RMFollAl= 2 7159] 7+¢ o758 dds7] ¢
3] SCAP Benchmark Y& HIHAER ARRII),
o] UEZ EF AAH, AEHA I B 71719 B
S AR HE S FoetH, XML 3402 ZAH
o} i}, SCAP Benchmark o3} $31%]= Rt A5
3} BTG5 o8 HoH QAR AFAHAES wt
2 A A”E A0 R Afisty, 7 el &5 oiE
aHo=r Brigk &= ik

2) STIG

STIGE: ol 9E5L IT ALAZS oz A
gt Het 7to|=olt. AFEE g STIG HI2 AlF
of a7l Bl A4, Hokd, T 8, A4, J3
AR} 55 EFolH DISA SHo|A[oA TR ED 4
At AREAFE o] EAE B85l AFQ Bt £ 4

REPORT

* Password policy set

REPORT

« Exploitable version

of Adobe Acrobat (i.e., 8 characters,

= Security patch not 1 uppercase, etc.)

applied to Microsoft + Login session timeout set

oS for X minutes
Vulnerability Compliance
SCAN DATA SCAN DATA

Fig. 2. Example of scanned data

g2 S50 Wk, W Kot 7|29 24 ong
A58 4 Uk

3) SRG

STIG7} AlE ©$j9] Hot @ FARFS th2thd, SRG
£ AlET 999 HoF 8 7ARFS X3St SRGE B
oF FRLAE HoF Q7 ARYS AlFot thggt SolA
g P53t HeAL 2T ) dF Bo], E4 3
HESAF] L= FAHQ Bt 2X|9F 4 vy
< o5 Zo] STIGEHH, HEESAELo] Uuhzo
2 F5oof ok 71EAQl Hot RIS Ejtole

Zo] SRGo|t}.

3.3 Tt 4 DLEE XS5}

Het 759 H71e} Hokd e IA F 7K F8
o= o]RojZitt A ¥ HEE oA AWE A3
YAE U JRESH] g FE9 1 oJRHE X
TO& gRIsk= Aolth. & #A W HdS &7
Aoz RUEEsta] Q3 A& FHote Aotk 9]
T 7FA W Fig. 29 2] SCC(SCAP Compliance
Checker), OpenSCAP, STIG Viewer2} 22 AT A
E 7[5k B9t 7t =32t ACAS(Assured Compliance
Assessment Solution), HBSS(Host Based Security
System), CMRS(Continuous Monitoring Risk Scoring)
o 22 Fod muEy ¢ Y =48 £ 4 Sk

1) SCC/OpenSCAP

SCCE DISAYA 7idst SCAP 7|9t =2, &G4
A 4 AnEQ0]Y 3 AIE FAst =Fo] A
AR Bl 314 U BEE F5okeA] ERIsi AR
e Yol 4 A4S Addgsta SHjdE AIFAE

m}ole YR EsiE SCCE He FEEe HAL Sget

345
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1 AE AZ%(Low, Medium, High)et A3/Asj
(Pass/Fai)& YERHTH

OpenSCAPL @EAA HRAER 7JHHE SCAP 7]
v =g, AH, 7PdH4l, a3 A0l 5 thefet &
7ol HEd E 2o 4 FHE 3T 4 U A
|27 AFHAE 11DS YR E6HH OpenSCAPOIA
= AZY2E g5 vy CClE &8st 73 o
A3t} w2hA DoD RMF E21OIA OpenSCAP
AAFIO] HoF QFARNS FEoh=A] YA 24
AT o &8 4 9l

=
=

o
.

stal Bt I A
2) STIG Viewer
STIG Viewer:= SCC ¥ OpenSCAPOA A=

XCCDF o¥s #4051, 3 24E oS dgsiA

oJsfigt = QA == AnEojoltt. MY A=

A 2ol w} CAT 1~30= EREH, AR = &

74 98 &2 285t H 92 A=Y =

2t #esial thg Age +HE & AUtk

3) ACAS

ACASE DISASIAM AlEshe S RA HEHA Het
37t £5408 YEQIS} Ad4d HE IT AES F
ke Algsty EARIE ACASE Tenable iite]
Nessus 714 &-85to] A& A7idsta AAIZe s
HEYA EHEYE ZUEHIE 5= Ut AR &7
AIE BNt Q] He RAAEE 8 £

sl

4) HBSS

HBSSE DoDojlA] ARgdl= SAE 7]8E HE AJAE]
o=, ARSAF T, AW SoA AT & QlE B
oFHS AR HBSSOlA AT 4 = Bt 9
e I A, T AL A= Fo] s,
AHEAE AAE B Eo2RE AL Wold £

. o= o

s

5) CMRS

CMRSE= 22 9] Hel Ad7 FHoPHE A&slA
DUEsta A8 37 9 Agslels AZEojolr}
CMRSOIAE ¥ Q& AA(Threat Intelligence) 7]
T B850 Alo|H FARLY] oo} EAg RAShaL
olE HFoR 9 S A3t AMA= CMRS
oA A7tz B3Rt Het AEE 85t IRt

346

eMASS (Enterprise Mission Assurance Support Service)
CMRS (Continuous Monitoring Risk Scoring)

XML format

ACAS

HBSS

(Host Based
Security System)

(Assured Compliance
Assessment Solution)

Fig. 3. Monitoring process

AT B XA E HE = JeE JRE A
A AE eMASSo| YRS}

3.4 J|Et Xts8t £+

DISAoIA AlFdk= Bt A58} =452 DoD RMF
9] zt S FaHoR &8d 4 Utk SCCe
OpenSCAPE ARESHH AAHI0] THE HOFEAIE
o] 7|20l Rt A& AFT 5 3o, STIG Viewers
AMgstol Bt ATE £A4 4= itk ACAS®F HBSSE

ki
W)
o
)}
=
=
lss}
o
i
%

|
i
ox
o
ol
o
st
+

=75 i Estar QIgichd 2 flddEe] S840 T
7¥gtol w2t DoD RMFY NIST RMFE Z-831= 7|3
oM IT AlE2] Het B7HE Asstsly] A =78
A8t ek ofefdt =752 NIST RMEE ofzt
Hel meAlA a8t gl Ay Bot 3 24 RHo
2 8% 5

1) Xacta 360

Xacta 360 Teals jitoll 4 7Hdgt Het ¥ =42
= SAE ol 7|%, SY9E E StojEE &7
A ZA ALEHCE eMASSSE FAFSHA NIST RMF A
A &8E 4= Jlow He A BHUL B, £A4
3t A AsEotet sttt

2) OpenRMF
OpenRMF+= DISAS] AAHAEE &-85to] NIST
RMF ZIRhe #refshe Etolnt. Xt A3k 44e] 7
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Table 2. List of security automation tools

Manufacturer Software Price RMF process
SCC -
DoD/DISA OpenSCAP - Implement, Assess
STIG Viewer -

Soteria Software OpenRMF Professional

$247,477.77 (1 PC/Year) Implement, Assess

Splunk Splunk *Variation$1(lsle7d6 on usage Assess, Monitor
RSA RSA Archer A&A $14,000 (1 PC/Year) Assess, Authorize
Telos Xacta 360 $76,800 (10 Project) All

Rapid7 Rapid7 InsightVM $7.34 (hourly) Assess, Monitor
@2 A5k, NIST RMF ¥ £4¢ HIAE 44 =75 7HA 2 2Yske Hlols olgeol Sloh o
SR THE TaslE 4 ool T8 W WA WAl B v ) A7 Az B uet A5 B AESE el
|8 4 Qiek gk, B HHo A9 4 HolE9 &+ SCAPE #AIGH A AH7E JleBR, olE &8st
7} Azl % K-RMF 29 BAE ok W ANl @

tH16-18].

3) Splunk [1ololMes HEES gl AP ES FIAAISMS-P,

Splunkis Hlo]e] 210} A1 B5S EAslo] NIST
RMFO] %7} 8 mUEl BAllA a7 Aol
A% APSHe Epolth ANEOR HojE s EAsl]
wok 9IBE AEst, 21 ol A o 28
3 2 glou}, Abgere] wet 7o) Aolslet,

4) RSA Archer A&A

RSA Archer A&A(Assessment and Authorization)=
ket JEAAH Adto] gt AEdtoldA E HFET
2l& A Yohs Toltt. JEAIARC] 99 ¥t At

2 Wolela 98 53 24T 4 o] Bt 9 of
F 28T 4 Uok

4. K-RMF £t HZ Wk

DoD RMF H¢t A4538} TH52 YAR HtEAS
59| 4, B7F, HYEH DAA B AFS FAA|
I EAE E5919 52 BASHe ARl 71ES Al
F 5= itk SHEO A= K-RMF A|=o] Yest 2k

HQF 75 FHsk= HRkE A4 FolANL
F Aol 28 gife ITE 2F8h= & AHAA
o2 ggdstH FE BAERE FRl 7HsT Ao
A &2 TAZ DoD RMFOA ARE 521 Ht 253}

N

ol
mol‘
4

)
ol
2

z

I

o

G5 o
g’O
rlo

Information Security Management System-P)°JIA]
AAGE HQt Bt 71EE E-8oto] AH Het WIS &
Folole Weke AFeigich [17]914+= Red Hat 8
STIG TS E-8sto] = Bt HIHAA T4 F&ES
AEstal Bt et Ttol] HEstgrt. (1617} [17]
HE i 7ed FEo] 8FEE B V5S E
Sk EAte] 3848 AxsEd, o8 Yol FF B
ot W7} 71ES AlEsiote] AAHAER L8] fgt
A7 QFHL

[18]o14= T5718 FHAIARE 4O R SCAPS
Z8sh7] Azt Al 7HA] WekE AAsHT. b A
SCAP 7|8t A3 FEo = Aok W, He 87A
Tt HeF ARES WiEAE W, HHS 8o
2 371 £ Qe AAE F55ks ol jloH ol
U FZ71He] 857 flsiA= K-SCAPS 7idot
of JAl AAAAE 5oloF gttt ot ol =Y 3%
73] H-8s17] flohAle =9 FFRoFE o R o}
£ B/ Bet A7t Ag=]ofof 5h, K-RMF &
FEAFE E3 DoD RMF A=S Aest yekso) A
#E AEsKs At B asitis e RIS 4= otk

71E AF AYE 53 K-RMF 2 FF EA)
DoD RMFe} 22 Het A3} =15 =57 fsiA
£ =3 gholA ARG B9 Bk B 7 AANE &
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TEdof & RISttt =EH V|&ed FE2 A3
YAE PHE AFRHoR AJE|ojof st [ A=
NIST SP 800-53 @53} dAISte] HFEAEE Het
Ae Aok BHOoE &8 4 o bt 7|&4 3
EOo=2 BREZA Za ERBANES A% Wt A+
7} ¥ 2 ZgE|ojof 5, K-RMF& eMASS T2 T3
o] /dEchd Bt AEst T AEES 55 &
U x| nEfsfElof gt 3, 7]E AT Aol
Ae o BUEHPRET FEStoldA g HEZ
RoEF K-RMF BUEH A5 H-8s7] {13t
Ford A ZAof It 7 A7t ZgE|ojof o
TFF 3 9 Ao W oA E HAg e R
FAsHE £ JEE F7H0R B d JUo|ET 5
QLofof gt

FaL

5. 42
2 =84 K-RMF +4 o|% dAE FAsts17]
{5t} DoD RMFOlA &8 521 Bt A58} ko] 2
sto] A Egko, o]E K-RMF HEAGE Het 3
A Aol FEsH= WRRS s ESktt. DoD RMF A
Lol EEEE Bt A = ARE AFYAE
£ Z8oto] 1 $ES JAdshe A3goldA AH5st
T 8 F FUHeR HdHE BAT 4 ol A
oFd At =2 FEE £ AR DoD
RMF & gjidollA AME 7Fedt Aast B4 9 A3
2E mdg g8oto] Bt M dAAE kaslelal, 3
7t A7) AL R 4 k.
K-RMF A% NIST RMF A& E 3t g0 ot
A A AR, AA" $EF7]e AAlsH] B
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A 9 A |eR S FRAHRAE BE HoHdol <k
g 8Rle Zdskal Het 7]&E BHeshy] fjt tide
Ssk= A2, K-RMF 29t Ao 28517 Yafr
£ Hot Vs 999 AEAAE IR 4= Qe B A
3t =47F 712 JfgEofof gttt DoD RMF A8t
T 7l 9 3 ¥4 A7 235 B9 K-RMF Eet
st = H8-Z YeliAe Bt 7)s AR 9 T
39 A7t AP=|ofof 5, 5 DoD RMFellA] A
& 39 A3 =49 &8 HYE EYE K-RMFe]
Aol A3t EE Adsta AFHAEE Adsks
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