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Abstract The domestic defense industry has grown rapidly since the early 1970s with a push for
independent national defense, and it currently ranks ninth in exports, accounting for 2.4% of the global
arms export market. In particular, exports over the past two years reached an average of US$15 billion
(the most ever), and the number of export destinations has expanded to 12 countries from only four,
achieving qualitative improvement. Accordingly, the government enacted the Defense Technology
Security Act to protect cutting-edge defense technology of Korean defense companies recognized around
the world, and is making every effort to prevent technology leaks through a periodic Current Status
Investigation. In order to investigate the current status of domestic defense industry companies and
defense technology during an investigation, it is recommended that defense industry companies prepare
and submit a defense technology environment map (hereinafter referred to as a Defense-map). Since the
Defense-map contains not only publicly available company information but also personal information
and sensitive defense information, de-identification and protection measures are essential before it is
used as data. In future, after establishment of the tentatively named Defense Industry Portal, research
is needed on methods for de-identifying the Defense Map data. This paper presents current domestic
and international trends in the de-identification processing of personal information, pseudonymous
information, and de-identification processing technology for defense map data that will be used as the
cornerstone of the future defense industry data analysis environment.
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Fig. 1. Personal Information De-Identification
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Fig. 2. Procedure for pseudonymizing personal
information[7]
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Data Exchange System name, Methon, Solutions, notes
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Teleworking Implementation, Teleworking system
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Table 3. De-Identification Range, Target

De-identification Required
Sheet
Structured Unstructured
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Defense Management no., . 'gy,
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De-ident Owned company \I)JVP
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Additional | Management no., 0 08Y:
) Description,
Technology | Protection level, .
Owned company Applicable
Weapon
Protecti
rotection Number of Area Description
Area
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Name of project,
R&D Cost Applicable
Weapon
Foreiener Nation, Company, | Purpose, Place,
8 Name, Period Notes

Military secret (Not open to the public)

Location Company Name, Location
Emplovee Total number of employee, Number of
ploy defense industry employee, Ratio
Total sales, Sales of defense industry,
Sales Ratio
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ification Main Civil/Defense, Main production,
Not Production Applicable Weapon
Required Export Project Name, Period, Cost
Dat
aa System name, Methon, Solutions, notes
Exchange
Overseas Location, Related weapon, notes

Teleworking | Implementation, Teleworking system
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Table 4. De-Identification Rules
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Table 5. De-Identification Exception Rules

Target Applied technique Description
Protection
Level
Person name
Natioin
Data suppression Delete the column data
Company
Place
Purpose
Notes
Period
E— Convert value to range
Number. of Data range ex) 2 area — 1~5 area,
protection 7 area — 6~10 area
area
N Define the target in advance
categorization of >
Company and replace it only once
character
name . ex) DTAQ — Defense
data(single)
Company
Technology Define the target in advance
name and replace it multiple times
Description ) - ex1) Boramae, KF21, kf-21,
categorization of KE-21, kF-21. ete
. character
Applicable data(multiple) — Weapon system
weapon P ex2) K2, K-2, Black panther,
ex)KF-21, etc
K-2 — Weapon system
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Description, Applied
Weapon, etc

« Foreigner - purpose,
notes, etc

Target
company ?

NO Target
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stem?

YES
Exception
Target ?
YES
Completed and
check next item

Fig. 3. De-Identification exception Flowchart

Replace to "Weapon
system’

* De-identification

Complited

NO

Replace to ‘Defense
Company’

* De-identification

Completed
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De-identification, Exception Rules

Target
Compare the before and after strings and
K-2 Black |handle exceptions if there is a predefined string
panther * If K-2 rifle, K2 rifle, K2 gun, etc. are

identified, no replacement is made
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glols 2™ AEste AAlE st
EY AES FU7I 7IEES T AES 9 9]
735 LS )7lee A-8oto] wAE A2
2geith ez AW A8S s AR geld
JAE, F7AA =53 JHE HolEE Hluste]
goke dAE, FIAA AE AF HEHES &

< Adstalnt. AbdAeld AetdE AEst
replace € && WES FFsHALH, ol
LFE Eo7] s ceiAz] = AE ft
T2 2o, T dolg 1Hstes s

S

oM.
65 o

A ik

Z
S

Table 6. Example of De-Identification results

Sheet - Column Contents

Owned Company : DTAQ

Turbine blade shape design
simulation and design technology
for KF-21 and FA-50 air turbine

starters

Defense/Additional
technology - Description

K-2 rifle cooling optimization
design technology

!

(De-identification)

Owned Company : Defense
company

Turbine blade shape design
simulation and design technology
for weapon system and weapon

system air turbine starters

Defense/Additional
technology - Description

weapon system rifle cooling
optimization design technology
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