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Abstract This study analyzed the current state of vulnerability assessment in defense industry companies
to highlight the necessity of implementing a vulnerability management system. Recently, defense
companies have experienced severe security incidents as they have become targets of North Korean
hacking groups, underscoring the importance of systematic vulnerability analysis and assessment. An
analysis of the current state of vulnerability assessments in defense companies reveals difficulties in
conducting self-assessments and evaluations because of a lack of professional security expertise and
insufficient budgets. Compared to the civilian sector, the defense sector faces challenges in adopting
vulnerability assessment systems due to network segregation regulations, stringent security procedures,
and high costs. Therefore, adopting an automated vulnerability management system is necessary to
enhance cybersecurity in defense companies. A hybrid diagnostic approach, suitable for the segregated
network environment of defense companies, can perform efficient vulnerability assessments through
regular security scanning and real-time monitoring. In addition, establishing a central vulnerability
assessment system and mutual recognition agreements between relevant agencies can reduce the
workload and enable systematic security management. In conclusion, implementing an automated
vulnerability management system is essential to strengthening the cybersecurity of defense companies.
This will reduce the dependence on professional personnel and enhance security frameworks more
efficiently. Establishing a vulnerability assessment system in defense companies will be crucial in
protecting their information assets and strengthening national security.
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2.1.1 CVSS (Common Vulnerability Scoring System)
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Table 1. Yearly vulnerability diagnosis budget

Year 21 22 ‘23 24
Cost
(KRW, 0.33 2.64 1.90 3.00
Billion)
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Table 2. Vulnerability Diagnosis Method

Method Explanation
Agent-Based | - Install the Agent on the inspection target to
Diagnostic perform batch distribution and inspection
Method using a distribution system, etc
Agentless
'g N - Used when it is not possible to install and
Diagnostic run an agent on the target system
Method 8 get sy ’
Manual . . .
. . - Inspectors perform diagnostics directly
Diagnostic . ..
without the use of vulnerability check tools
Method
Hybrid - Integrate agent, agentless, and manual
Diagnostic assessment methods to be applied according
Method to the institution's environment.
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