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Research on improvement measures for weapon system software
status Datafield for weapon system software supply chain
management
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Abstract With the rapid increase in the size and proportion of software in most industries today, it has
become practically difficult for one development agency to develop software from start to finish.
Development organizations use commercial and open software during development for efficient software
development, but security incidents caused by software imported from outside often occur. Owing to
attacks on the software supply chain, such as the 2020 SolarWinds incident, the U.S. Communications
Administration defined the concept and minimum elements of a software bill of materials that describe
software configuration information. This secures/manages software supply chain transparency, enables
agile response to supply chain attacks, and mitigates supply chain security threats. Even in the defense
field today, there are systems for weapons-system-software supply chain management. On the other
hand, it is difficult to respond quickly to software supply chain attacks because the current system does
not investigate some information based on a software bill of materials. This paper identifies supplements
to the current system in the defense field and presents a software application status survey form for
supplementation based on the software bill of materials presented by the U.S. Information and
Communications Agency. The new system will make identifying the components of weapons system
software easier and enable effective supply chain management.
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Fig. 1. Number of SW enactment for each year

Table 1. Number of SW enactmaent for each year

Year Number of Year Number of
SW enactment SW enactment
2003 20 2014 296
2004 54 2015 174
2005 8 2016 189
2006 79 2017 241
2007 102 2018 180
2008 113 2019 169
2009 43 2020 246
2010 89 2021 59
2011 297 2022 202
2012 132 2023 198
2013 152 others 124
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attack
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Table 2. Minimum Datafield of SBOM

Data Field Description

The name of an entity that creates,

Supplier Name defines, and identifies components.

Designation assigned to a unit of
software defined by the original
supplier.

Component Name

Identifier used by the supplier to specify
a change in software from a previously
identified version.

Version of the
Component

Other identifiers that are used to

Other Unique . -
identify a component, or serve as a

Identifi
entitiers look-up key for relevant databases.
Characterizing the relationship that an
Dependency o .
. X upstream component X is included in
Relationship

software Y.

Author of SBOM
Data

The name of the entity that creates the
SBOM data for this component.

Record of the date and time of the

Time stamp SBOM data assembly.
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Table 3. Datafield of SW Application status survey

Data Field Detailed Data Field

Weapon system name,

We t
eapon System National defense standard number

SW Technology data number,

CSCI Information SW Specification name, CSCI name

SW equipped
Device

SW equipped device drawing number,
Device name, Develpoer of SW

Development SW || Development language, Line of code

OS Sortation™, OS name,

DBMS Sortaion, DBMS name,
Middleware Sortation, Middleware name,
Application SW Sortation,

Application SW name

* Sortation : Foreign / Domestic

Commercial SW
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Table 4. SW classification for SW application status
survey

Classification Detailed Classification

Development

SW Development Source

0OS, DBMS, Middleware,
Application SW, etc.(bootloader)

Commercial

Commercial Library
SW

(Source Code, *.lib, *.dll, etc.)
% Required for Development SW
Build/Execution

0OS, DBMS, Middleware,
Application SW, etc.(bootloader)

Open Source

Open Source Librar
SW P Y

(Source Code, *.lib, *.dll, etc.)
% Required for Development SW
Build/Execution
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Table 5. Proposed datafield of SW application status

survey
Level Data Field Detailed Data Field
1 Weapon Weapon system name,
system National defense standard number
CSCI name,
2 CsCl SW Technology data number
Device ID (listed in SPS),
. Device name,
3 W S::}ssed Device drawing number,
! Device Produc ID (given by
manufacturer)
Dev SW ID, Version, SW Supplier,
Development SW | Reuse Dependency (from / to),
SBOM creator, Created time
[Common]
Commercial SW type(OS, DBMS, Middleware,
4 SW Library, Application),
COTS/0SS SW 1D,
SW name,
Version, Dependency,
SWSupplier, SBOM creator,
Open Source | Created time
SW [Only OSS]
License, Download Location
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Level 1/2/3
Device Information

Development SW
Information

Commercial SW

Level 1/2/3
i Information

1
Information

Level 1 /2 /3 Level 4

Open Source SW

Opensource SW
Information

Device Information

Fig. 3. Association betweern each levels

Table 6. SBoM Datafield Information

SBOM minimum Present Form Suggested Form

Datafield Datafield Datafield
Supplier Name - SW Supplier
Component Name CSCI number Dev SW ID,

SW name

Version of the i
- Version
Component

Other Unique SW Technology - Dev SW ID

Identifiers data number . COTS/OSS SW ID
Dependency ) : REU;e Dependency
Relationship (from / by)

- Dependency
Author of SBOM [Fixed .by SBOM Creator
Data Regulation]

Time stamp - Created time

- ! unidentifiable
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