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Abstract In a future battlefield, Al technology will be an essential requirement for enhancing the national
defense capabilities. Advanced countries, such as the United States and China, invest heavily in Al
technology as future military strategies. Domestically, the South Korean government, focusing on the
Ministry of National Defense and the Defense Acquisition Program Administration, is presenting medium
to long-term strategies for introducing Al-applied weapon systems. This research aims to study methods
for evaluating Al performance to secure quality in realizing AI that warfighters can trust and use,
considering the increasing demand for Al-applied weapon systems in the military. This study analyzed
the domestic and international trends in Al technology and performance evaluation-related issues to
examine the necessity of Al research and propose directions for performance evaluation methods to
ensure the quality of Al-applied weapon systems. The quality was ensured by dividing the performance
evaluation methods into three stages: research and development, production, and operational maintenance.
Detailed approaches for assessing the Al implementation maturity, conducting Al performance checks,
and monitoring tasks were provided for each stage. Based on the results of this study, testing and
evaluation for the introduction of Al-applied weapon systems can be facilitated, contributing to the
realization of AI that warfighters can trust and use. Furthermore, the early achievement of Al

technological prowess can be attained, fostering a strong Al scientific and technological power.
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Scope of Al performance evaluation

[Unit function] + [ System ]
[

[

1

3 Al Function Test goal : A test to verify the conformity of functionality,
determining whether performance indicators are met.

(Securing Data and Quality) Verify compliance with quality requirements

for training/testing data and devise solutions to overcome limitations.

Guide for Artificial
Intelligence Data
Quality Management
(MSIT)

n

Al Applied Weapon
System Data Quality
Management
Manual (DTAQ)

[ Inspection through the use of a civil/military data quality evaluation checkhst]

(Performance of Al Functions) Verification of the validity of test
plans/procedures and performance evaluation execution
- Checking the appropriateness of performance indicators and judgment
criteria, data classification status, and the validity of procedures

(pre-during-post test considerations, termination conditions)

a

% Al system test objective: Verify the impact of non-functional aspects of

(System Robustness Verification) Confirm whether the system is trustworthy

Al and exceptional circumstances.

nd usable by combatants when exposed to various threat scenarios.
- Durability testing of HW, similar to testing under harsh conditions (extreme
cold, extreme heat, etc.), primarily utilizing synthetic data.

Performance on data containing noise?
Performance on unexpected data?
Performance on missing data?
Performance against adversarial attacks?

Detection and
tracking
(EI/IR, SAR, etc.)

- Al System Testing

Combinatorial Testing ~ Back-to-Back Testing A/B Testing Metamorph\c Tesnng
[ spitrunest
[ e pasoms 1} =
- oo o=
e — iy lmm
Vo | e = -
Hem B He
—_ Vasrascbon

Fig. 1. Definition and scope of Al performance evaluation
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<Concept diagram of task execution> <AIRA Evaluation Items (Draft)>
SRR
/SFR + Review of the validity of Al-
Notification of related performance evaluation
PDR enhancements to metrics reflecting the operational
maturity assessment objectives of the system.
CDR . ﬁd Perform AIRA <DAPAIPT> + Check the quality consistency,
development lead T@ INDtiﬁcation of diversity, sufficiency, and
agency > AIRA results accuracy of the test data
TRR DTaQ Revi * Utilize data quality management checklist.
view
v Fulfiliment Provision of comments ) . "
technical data + Confirmation of the fulfillment
DT (Data, testing procedures, etc) 8 Py of Al performance evaluation
m:a; metrics in development
|mmmm—————— - " () deliverables
H Review of Al- 1
1 related TDP : <Military requirements, .
oT | (Technical Data | civilian expert panel> » Verification of the robustness of
1 Package), including ! the Al model in exceptional
| Spefications, situations such as adversarial
: drawings, quality
- 1 assurance : attacks
| Standardization L _feauirements. <t

Fig. 2. Conceptual diagram of AIRA execution in

the research and development stage
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<Concept diagram of task execution>

Initial mass
production
v Fulfillment Provision of
technical data — O
E (TDP), SW,
< Research and data, testing <DAPAIPT>
developmentlead | procedures
agency >
1@ %J

(If necessary)

Technical ‘ DTaQ Submission of
modification Tgstmg test results
 Fulfillment requirements report

(attendance if

m necessary)

<Military
Requirements>

<Review procedure for execution feasibility>

‘ Al model change ‘

NO YES

o

Change in factors
affecting model
inputs

Reconfirmation of Al
performance

YES

NO

Application of existing
software quality assurance
measures (verification of
checksums, versions, etc.)

Fig. 3. Definition and scope of Al performance evaluation
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= = mode! model ® [
& @ & &
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(2) % g— a @ Data collection and I Al retraining
= 'g management Source data L model (approved)
= =3 @ Data preprocessing s 8 8 Al retraining '
“i g 5 (processing/cleansing T@ ”’ model ”’
labeling), validation, s sie S
] i g jla e_f'_"g)_ validation DTaCx Technical <Logistics <Each military
Te = classification c a» .
u |@ (training/testing) support omman headquarters or logistics
° D @) Al model retraining (Data preprocessing Command>
3 g_ (training/performance validation, (Al model redeployment)
evaluation) classification)
@ Al model redeployment (Al model retraining)
(deployment approval) -
Mass production and operation/maintenance
' B I !
> Al model retraining and redeployment
> o | (Data collection and management)
== ] 1. Processed data
%5 & Processecdata
ER-IN -] & . 3. Classification (training/testing) data
®) ] = B <Operational unit>
=. o e
g = -: 2. Data validation Al
3 3 3 Al retraining
“i 2 | A retraining model
g8 |= O -~ Q T@ model g g ¢ (approved) s
= » _— _—
&3 2 Source data <Mass FAK &
T - <DAPA> production <DAPA> DTaQ <Each military <Operational unit>
3 'g company> headquarters or logistics A
- (Data labeling and (Data validation and i Command:- . application)
classification) Al model retraining) (Al model redeployment)
Mass production and operation/maintenance
R T T T
N, production .  Second mass production \\\ N™ mass production
>
:::_ E DTaQ
gg_ - Tetc\u.: support
= I8 retraining model pe
(0 ;., 2 g evaluation)
= g o Al performance(result) l ﬁl 3
2L @ validation, Al retraining retralcr"uring
g S B Source data 4\ model delivery ié* (a;:c:'c:\e.ral) .
_ u 3
fe 8 K —— _opprowh) g
% a <Operational unit> <PBL preforming Performance <Each military <Operational unit>
3 & (Data collectio company> compensation headquarters or logistics (Al mode
(Data collec N and N =
management) (Data processing payment B Command:> application)
and Al mode (Al model redeployment)
retraining)

Fig. 4. Conceptual diagram of monitoring in the operation and maintenance stage
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