Journal of the Korea Academia-Industrial https://doi.org/10.5762/KAIS.2024.25.8.616

cooperation Society ISSN 1975-4701 / eISSN 2288-4688
Vol. 25, No. 8 pp. 616-622, 2024

A ST B A3E A% A A gt 9

* = =
A, zXIS, AL, Y
R

Improving the Regulation for Supply Chain Security
in the Defense Industry

Jiseon Yu, Jiung Choi, Sangbeen Kim, Dobin Hwang
Defense Agency for Technology and Quality

2 % FUAAE = A, w6 o2 FEI FAATE 2o shue] FUIAAR FAE FE olsiEAAT}
AP 2ol 35T A7 vl W E3, AV1EQ] wE A 9 FU1AA et AYEEA At A
Efol 35T FHE oF7Istal oj2fet 33T Atold 549 tiioe] d 4= 9l7] wiEe] WAl 35T Ete] S840
g2 S7I6HL Qe ATt AF2 =Ul F71AA &0] 78718 Holste] FrAA 87t A AAR ddiEE A4
2 28 F7IAAY A ST Hto] Wl Fa%t Aol wEhd & =2l @A S84 ZoklM 58
HebE 9% 7MY AR BE o= WAVl aA o] AERAh, S AlolH QEEL YA X[A|9] =1 AtolH
Het o BEAI=R ddstgon, FF vls P B &2 A% A 21 AlelH Hot sk 2l QIS ¥
A=Y T =UZ ALste] o] ZHJ YA At Al A= RAVIT Aol FE AT 1 A3 YAt 55
T EQE RS AR Al HAl WRte R AEE "L P 2o AlelH f HES B 112 AW HEE At
sten ol FF daA Sl YA 3FT EHt Ak G- 719 & Sk

Abstract Weapon systems are composed of various components and have numerous stakeholders, so the
scope of the supply chain is vast. In addition, the advances in weapon systems may lead to an expansion
of the defense industry software supply chain, making it a target of cyber attacks. These are why supply
chain security is important in defense industry software. In this paper, the rules for supply chain security
in the defense industry were determined to be fact-finding surveys on defense technology security
guidelines, K-RMf on defense cyber security risk management, and the cybersecurity maturity model
certification. The similarities and differences between them were analyzed. As a result, the need for
tailoring existing outputs and an overall review of the regulations related to cyber and information were

proposed. These regulations aim to strengthen the rules for supply chain security in the defense industry.
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Table 1. Supply Chain Management in SP 800-53

Table 2. Supply Chain Risk Management in SP 800-171

Security Control

Supply Chain Risk Management

SR-1 Policy and Procedures 1 Supply Chain Risk Management Plan

SR-2 Supply Chain Risk Management Plan 2 Acquisition Strategies, Tools, and Methods

SR-3 Supply Chain Controls and Processes 3 Supply Chain Requirements and Processes

SR-4 Provenance

SR-5 Acquisition Strategies, Tools, and Methods 2 sty HRAF Ao HEQL Q1F A=E CMMCeF Z
SR-6 Supplier Assessments and Reviews o _g]u]i /\}.,g_g'l,uf{ CMMC_Q] H3S T;H/g-(ﬂ %Bo]—ﬁ]q_']:%]
SR7 Supply Chain Operations Security H(FCI: Federal Contract Information, °©]8} FCI)2}
:::z TampijtgiizzC:g;zzm;::mOn EAE A E(CUL: Controlled Unclassified Information,
SR-10 Inspection of systems or Components 0]6} CUD El:'—% @7‘5"6% Level 2% 71%2% i7ﬂ6‘}
SR-11 Component Authenticity a O]% —E‘&"f}}q

SR-12 Component Disposal Level 2= NIST SP 800—1719/] E?_]_' _9_?‘ A]’%OL‘% ?_]_
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Table 3. Difference in the regulations

[ [ [ J [ J ®
L Advance Exploratory System  Operation &
Fact-find c i
acsurlvr;ymg SP 800-53 SP 800-171 Requirement Research Development Development Maintenance
Defense Syst Contract _ _ _ _ _ ~ _ _ _
Stakeholder | Industry S et ]y e et Y e o et}
Company ompany ub-contractor Fact-finding Survey
Target Security Area Systems FCI, CUI
Trems 226 12 3 K-RMF
Period 1 year All life cycle 1 year o
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Fig. 1. Differences in check points
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