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Abstract Recently, Internet is getting more popular and the usage of multimedia contents is getting more increased.
Among the multimedia contents, the JPEG format is the most commonly used Image data format but the JPEG format
doesn't supply cryptographic methods and access control. In this paper, a cryptographic method for cipher JPEG Image
is proposed. This method can supply encryption and decryption using several algorithms such as DES to the JPEG
Image data. Huffman table, which is the most important data area for JPEG data coding, is chosen as the coding data.
Each method is compared to select the optimal cryptographic method in a certain environment,
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Code Symbol Description
FFCO-FFCF 28?.)5 Start of Frame Marker
FFC4 DHT Define Huffman Table(s)
FFCC DAC Define arithmetic coding
FFC3 SOF; Lossless (sequential)
FFDO-FFD7 |RSTy Restart with modulo 8, # ‘m’
FFD8 SOI Start of image
FFD9 EO1 End of image
FFDA SOS Start of scan
FFDB DQT Define quantization table
FFDC DNL Define number of lines
FFDD DRI Define restart interval
FFDE DHP Define hierarchical progression
FFDF EXP Expand reference component
FFEO-FFEF | APPy Reserved : application segments
FFFO-FFFD | JPGy Reserved : JPEG extensions
FFFE COM Comment
FFO1 TEM Temporary private used
FF02-FFBF |RES Reserved
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FFD8 : Start of image (SOI)

FFEO : JFIF Marker

FFDB : Quantization Table Marker
FFC4 : Huffman Table Marker
FFCO : Frame Marker

FFDA : Scan Header Marker
FFDO : Restart Interval Marker
FFDY : End of Image (EO!)

a3 3. JPEG B9 ¢AHH Tx.

o MAREE W] Yehte AL njdle 2o,
Hell 2= dlolH o)Al i AatS vebd
JPEGHY-S ARE 712517 Ao A4eto) nF=
Z AAAIIH, o] wiARE oM Q3 HRE
8E T e, oA MlE A AR I=e
FFPZ AZsa, 1 o]Fo] ‘CO~-FE7HAY Z=g A}
&3t} ‘02~-BF7HA19 Z=9 (00 2 FPe B4 2
=2 AMHA A Tk SZg BeF FR7F A2
735 FPH 002 A4, wFl=R=s) obg & FelErh
MAREE R 19 22 A9 FHE A, vt
719 FREE A 22 AEC] A
JPEG #g wAH HolHZ B I¥ 3.4 22
T2 Hof Sl

=

3. i35 W2

9] a9 300 AF JPEG T <] Aole zhzhe
Aze viAI=EA TR oebs 39 npplE

g olg3hd gs ARE AFY 4 Qluk =3 7
98 ¢53HA7]7) YaiMe olF HoE Hdl] of
F 4338l dA S AT AUXE A S0} &
£ ojZo] dA 882 WNEHE M FLY 24
7t "k

we i

Ol

¢

3.1 53l ¥y

oA} =2] ) ute} o] B tgle ¢EEE
oA 2 e 2Esior & Ao oH R g
33t & ARV} sl Aol Fas3ith AR Bk A
T weloz T AANE giges g e
Ha}t Fo3ra JaEes ASTS 453 s F 7t
A walo] IHAtEte] @ 4 gt gy ¢sdE
gafjofals FH =710l w2t ¢5s) A|7te] Folr}
7] w2l vlsedt Axe] HekdS 7iRF qloba A
2 498 ¢33 k= Aol E&Fol},

metA B =RoAME HAE 458E sk ARY
€ Yo £4E FHispeln B53lE sy 4
e AR £017] 98 Yo F JPEG HYUS B9

1

Sug He Sutg g
2D(8+8) DCT 2D(8+8) DCT

¥ )

2 X3t AL st

t

1D - DC
VELTEY

1

HEST mEY
DC&AC :

A

2 4. JPEG 23l 2 E353) 33,

shedl 713e2 AREEE S Z9 HiolE 312 ¢33
3= o= ARSSich

2ol o9 45 AuEW, JPEG I =3P i
olu|x)7} &3 DCTE 3T Foll YA8E AX L
ASE 53 £33 ol JEZH] HE3E s
t}. &, X5t go]Bo] FAsH 7|ES] o|nR 2R
B 18 49 7+ zizte] DA AXHA ofu]A] zA|
7} A3} = 223 "o =g HojBe] 3=3}
9 miA|RF WAl EAlths AL Zzke] BE GAlY
ZE3r} gkgo] Hurhs AL 903 Ayt 25
3l A0 oM E B Ent Ho]B 2 dEZY] B3
£ Fdsted oA T Fast go=zn JgHo
2 BYHA god o B33l 2 o YAgE vF
slod IDCT 5€ 38 F A H22 A4 oln
Ag 48 5 giA "dd2).

wEha] FHEgk HolBo ¢3dE FHE&Ie A
JPEGSE] 7|24EE 53 F=3) whild) tEo] 245
A= Ao gt HlolEd 45l JE5osH
JPEGRES} 7+ dAlo] 93 v]H AA ddo] 43
3 A4S F ¢ U &)

219 2g 594 BE JE H|o|B-& RSk vt
AFZ=7F Jeptar vl 9] Zolrt 2 vlolE ElA|
det. wEA 453t JHL npAREe] ZojollA F 4

SIDQ B0l SIS S0 JEARSE NER EUS

[onr] i [l Je | e | Lo [ amores |
——— St
______ p—— (T3}

[ Vit I Vi,2 ’ e [Vnul Ve, l Vz,zl hhiid l Vm.|] seee I Vis.Lis L

DHT : Defined Huffman Table. 81 28 BI0I 5 014

Lh  : Huttman Table Definition Length. 32 0F S1018 B2l 200 (HI0I=4)

Th  : Huffman Table Identifier. 3/ 28! EIOIE M. Thoi JIGE 4 U HOE= J|BYAQR,
OC H4=0flt= 00H, 01H, AC H<0lle O1H. 11521 Wi BF0ICH(HE 16842 2401

L : Number of Huffman Codes of Length |. 22 2I0f | @f H1UQ 28O 4

Vij : Value Associated with Each Huffmen Code. 2 S1LgI01 i 0l RS X p pa
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File # FileSize Normal XOR DES
01 115,461 1.050 1.263 1.353
02 130,414 0.381 0613 0.737
03 289,759 0.978 1.524 1.585
04 313,725 0.619 1.250 1.216
05 1,230,685 1.307 3.572 3.675
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File # FileSize Normal XOR DES
01 115,461 1.050 1.503 1.538
02 130,414 0.381 0.878 0.959
03 289,759 0978 2.056 2.131
04 313,725 0.619 1.772 1.822
05 1,230,685 1.307 5.947 6.072
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