Areh71ed 38l EeA|
Vol. 3, No. 4, pp. 319-324, 2002

PKI 7]}k Bk 5 oo E <1zl

S

A PKlI-based Secure Multiagent Engine

Hai Jin Chang*

2 9 AA FAZY o] FA Hoko] 87 H= & Hob oo|HE Jleg EFHFHLE A E3HW oe|HE Jl=w
Ret 7l&e) Aol 2389 d. B =E& T /v 32 71Es doldE V&g A, 71U (privacy), $AA
(integrity), 2190 ¢l (authentication), %<1 %X (non-repudiation) 59 Het 7152 Y3 thF B JojHE A 1Y
& AR}, 7} do|HEE TRAHOZ Jo|HE AR AFI} JolHE & AFoE FAHT) A Bt do|HE =
do] AAllE A7F £ HAA], Bet Ald 28]3 do]HWE 8§ AFelM e KQML(Knowledge Query and Manipulation
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Abstract The Integration of agent technology and security technology is needed to many application areas like
electronic commerce. This paper suggests a model of extended multi-agent engine which supports privacy, integrity,
authentication and non-repudiation on agent communication. Each agent which is developed with the agent engine is
composed of agent engine layer and agent application layer. We describe and use the concepts self-to-self messages,
secure communication channel, and distinction of KQML messages in agent application layer and messages in agent
engine layer. The suggested agent engine provides an agent communication language which is extended to enable
secure communication between agents without any modifications or restrictions to content layer and message layer of
KQML. Also, in the model of our multi-agent engine, secure communication is expressed and processed transparently
on the agent communication language.

Key Words : public key infrastructure, multi-agent, KQML, security, agent communication language

1M 2 Query and Manipulation Language)y2 R¢tH o2 &7
T ARAZE do]HE dolE A dske HRL AoJHE o

oolHE 7eL R HI, AR "HY, A AA Aol i3 2dS AT o7)A, o] HE ¢ilo]
@, AIEZ$(workflow) #&], A4t 3-8, Hol(enter- No|HEE A= QA4S = RE Jo|HEE] J
tainment) 5 TFES Fobofl HEE £ e WL 7] o= spHoRske AelAED B4l 7%, WARA e
£oltH1]. LB E AMEshe Tkt 72 S8 Al 71, dloldE 2o 7% Y IAFE omdi) A
Eo] &4l Bg 873 AL A e B FHo= do|dE =g Yol ofoldE AR & ol
A HekE 8738k $-8 Hopl] do|AE 7&g §3 T ooREEY £ ¥ & Y A2 do]
Aoz HEdEH 54 2 VIgo] doHE ey AEES Xk sideld.
AFHojor g} oo|HE ZEx BA R 7iEe Ao)AE Heto thet 7]E9) AFElE 15 o
Ao e o7 B A3So] EAL[3,5,6,8]. £ o|HES] Hel] thk A5, 6] Unk o] HES]
ERe 7]EY do]JdE Hojel KQML(Knowledge St e A3E(3, 8]0l YUth. 0|5 do]AE A
< dolAES] o]F] ulE Huld g9 o)A
*AFR ) Eh 7 B B A Tk Eo] Zle] BHE Y oo]HES] o5& 3Ee SAE
Tel: 016-245-5460 o] Hgo] #A¥E B BAEC] Fasith dhd) o

A

319



A
A

817143 5818 =12 A3d A4, 2002

£ gk ool WEAAE ool e FAlo]
B4 B BAS0] Fasid

—71:}.—\_%

1.1 3717 71¢t 2=

7M7) 719k FZ(public key infrastructureys 371
1 FHAE S48 435, Az MY, & F9] 2t
&5 B3t 7184 (privacy), €4 (integrity),
¥ #<l(authentication), %1 %A (non-repudiation)
59 Het 7S AlFst

A7) 45 €3S FE&FXT 7] HjEe]
A& zZet. viA7) €5 daeEe 7] wEe
AL Z2A AR &53) 9 &5 &0 v et
A 7] s vy 7] 4% daEES A A
|3 790t B 7133 sS4 Aol
QHFA F2 B4l ALE B8l A2 T AEE
Tl M 27k 35 HE ] (secret key)E FH3}
£ €38]&o|t}. SSL(Secure Socket Layery& 3-8 =
2o §38 Het Ad(dAFog2 s &) AT
stEE 38 Tz e Bl IEE AT =
2adWe 73] gor=E dy] Ry ot &
=79 B9t oojdE mde 7|3 GIBEE AME
3l T4 vLIE wge, H|EIE o] &8 =83
olx T ¥t Ad MFE ARSETh SSLe| A

F&Hog RSA, Diffie-Hellman? 22 7|28 42
&L A3 ATHTI

N

[

0>

L
€]

X!
o
=
o

1.2 KQML
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(ask

:sender Joe /* B AZF </

ireceiver Mary /* A AZF +/

:content (PRICE IBM ?price)

: language LPROLOG
:reply-with ibm-stock )

Figure 1. KQML tl Az} &] o

/g AF S/
/* AAA A +/
/* B AF S/
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o] 71& EF AE IDo)AY null ot} null®] 4 A
22 Ht Ade] &8 8= vt} Al
H A IDE A o)A E FolA AH3l7] o Fo)
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g NE-E 8% AR odl= opened’t AREEITE

T
EE

{achieve
:sender <sender>
:receiver <sender>
:private-channel-to (<Target Agent ID>

<B¢t HEID £+= null> opened)
:reply-with <reply tag>)

He Ad A% 8L 2t A AR FYs
Zreth £ FY ojHES dolAE & AlFAN
o] HE Az AFoA Bt QIS FEtes HEHS B
e Aoj, Hek Ad % wARE 228 Bfw
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EoA WRHoz F3PET), G714 21804 7)&sd
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o] ARG et Bt Ade] AFe ey} He A
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o HRAE BAst AARA Bt

(reply
:sender <sender>
:receiver <sender>
:private-channel-to (<Target Agent ID>
<y Ad ID> opened)
:in-reply-with <reply flag>)

2L Bt Ad E7)0) AFF A9, doldE
e N2e Bk AQd Fuo) sigsls Het Ad A
H IZ=E A B B Ade) FEd A2
A Z& AS g3 22 3H HARE 2x8
A Eoh A2 Het Ade drlel Aug Ao
g ID7} null Zte] €},

=

L.

(reply
:sender <sender>
:receiver <sender>
:private-channel-to (<Target Agent ID>
<HEQ AAID £+ null> null)
:in-reply-with <reply flag>)
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:private-channel-to (<Target Agent ID>
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:reply-with <reply tag>)
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:sender <self>
:recelver <self>
:private-channel-to (<Target Agent ID>

<7]¥ B¢ Ald ID> null)
:in-reply-with <reply flag>)
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:receiver <sender>

:private-channel-to (<Target Agent ID>
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:in-reply-with <reply flag>)
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