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Abstract  The next generation networked information system over unbounded internet is open to various
network attacks and incidents, so many users suffer from damage and financial loss. In this paper we propose a
survivability management model to evaluate the tradeoffs between the cost of defence mechanisms for
information systems with weighted service and the resulting expected survivability after a network attack or
occurrence of incidents.

By varying the level of defence in the simulation, we examine how survivability changes according to the
defense level. We derive a cost/survivability and weighted service/survivability curve that managers can use to
decide on the appropriate level of defense for the network system of their organizations.

Key words : Network security, Survivability, Internet
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