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Abstract RFID, a non-contact wireless identification technology is being noticed as a technology to alternate
barcode system in distribution industry and general industry. Despite of merit of RFID, there are issues to be
solved for practical use. One of them, which are most important, is resolution of user's information protection.
RFID system without security function bears risk exposing personal data and user's privacy. In this paper, we
propose mutual authentication protocol for RFID system in order to solve this security issue. This study aimed
to protect user's privacy by providing dynamic ID for tag through authentication protocol safe from security
threats. Information being transmitted between backend, reader and tag has no direct connection with ID of tag,
and it conducts authentication process using one-way hash function, which prevents attacker's obtaining of tag
information using information being transmitted.
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