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The Undeniable Digital Multi-Signature Scheme based on Biometric
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Abstract A digital signature scheme provides integrity of the document, authentication and non-repudiation of a
signer. Usually the key for digital signature is stored in hard disk or removal disk storage. The drawback of
this approach is that the signer can let the agent to sign instead of the signer by providing the key information.
It can be abused in applications such as electronic election. In this paper, we propose the undeniable biometric
digital multi-signature scheme suitable for applications where the signer should not make an agent sign instead
of himself/herself. The undeniable multi-signature scheme requires many signers and only the designated user
can confirm the authenticity of multi-signature. The proposed scheme satisfies undeniable property and it is
secure against active attacks such as modification and denial of the multi-signature by signers. As the key is
generated through the signer's fingerprint image, it's also secure against signing by an agent.

Key Words : A& 1%, ¥ol®4 vy, B2 A, Biometrics, Biometric Security

1. M2 S AFE 7] ARE 71 AMShe AR S Fo)

71 el AEA7t dElelA 71E dASe gz

g M9 71HE oAx 2AYT AR Q1% 7] ABshe Aol Zhedtthe Aolth & =RolAe MM

55 A AFste ARl oist B v15e A A 2ol A AHe] FEElolA= ¢ He 58 Hok

Fohs v ZEE e ArRd Zlyoln{7,8]. ol o AT HAFR 7lvke] Kol dxd oF MY
A, A& 2A, e B, Az B, "AxAA o 71EE AgEch

B2 38 2opl eHoz AMgHT txiE AEo| A" MPe BAske o Mgz AAHRE

ARERE 7le dHtA o sl=r)a3 E USB ta3 ol 83oRt AYrE £28 & =S e AEa

o Z+2 o)A MA uiof] AAEL) o] F9o) BAlY  Elo] AR YA YA AEE £PT £ Q=

5 3fjof Fhch AAAA F TS YT AR 4]

o] =22 2006 FX(TSAAAUR) Yoz W S0] 92 Holo] ALY 4 guh. E3F Holwy of
e AT AL AU wot s3E A7 TAY 71Me HePeEN FF ANE BE T 2
(KRF-2006-521-D00464) < 29 $-F 4 XF U B Hotol Hgo) 7ks
wMoetm AR FAISE 3}k

BAAAE: 4B (shyoon@bu.ac ki) AR RS ol g7 ALgA AL AN T2 A

549



At =E Al A8d A3E, 2007

AEE AAstr] 98BS Auidin], J[EHoR A
& A, A, g, 42 9 4§ o A s
o] JRE FE39 v FEHU= dlolE e} vl s}
of ARGALE AlEshe 710t AU A 5L UF
& Y% BHog F2 AMEHD gloH, o YoprbA A
THOIE AT 7ie2 B8HR Yotk I T
7|8ke} AR 7149 §-80] BYSE A, AEY4
o AAAgEe] AAG gt A7t s JAHT
Uk ABHRE o|g3lo] Aol dadt 718 B4
3L o] F3 ARl Wi U5 W LHSHA HAIA
£ A&t el dig Avrt dasich & =FolA
£ AR o 7HA] A HR F ARYRE AF7
A/g8kaL ol& olgste] FleH chEAMEE A4
2 AFshe WHE ARkt ~

AEBRGE o] g3t 718 BEE 9ol TYUT A
Ak vl ¥ 22 71 AN "ok AZFRE A
oteh §U3 EAE 27] el §F A =8EE oAl AL
88 4 gl APHA dEE Zeth "ebs 7 A4

=

=

Al FUE AEA R dsjx A2 TE o Jle| 718
e 4 YEF s el Basio) IBMojA ARt

A 7R3t QAR EY(Cancelable Biometrics
ModeD)[1]oAE 7] AR AZHR Qo] = e
2712 HgFo =M AAEH 717t EESTeE O 7|
E st 5E2E = Utk

AR AMgEl= ARl7le T B4 7] 2fARE
o] &1L glojof B, =EEAY =EH FLol AT A
Ao kgL HAE 4 girk duntyez 7l
H3 2 34 7|18 dasslo sleraa Bk o4
A% iAol Basict olefdt Who] e F8AHAU &
A2 7HQ17] gro] MPBE FeZ R o] gho] A 3
oA =& F = AFIE eRtdiths Aotk
2 Aol ARgE 7] 220 A7) 2547 A 33}
ol SEr 4 Sl SIEAATE ZARC AHgHY
2 Bdoll AUIE 228 & =S S
7 B 71e] Hgo] BaFolr. & ATAHE A
EE nd(fuzzy vault model)[4]-S 2§80} ARgxto] 7
QrlE ABYHO| 2YET 22T & LS Bk

71Ee) AARR F5te] 7] A4 B AAATY T8
oY ARGl i AR W 24 J1FE ez gt
He|utjo] Exlze} Zo] o] HAAEe] e BH0
gag 322 AsiMe o8 dEAE 7EY A
o] HaAott ¥olg4 thE AW 7| o] AgA}
g "ag 30 2F"E ARANAT thF AEE HS
g YEE et ARk AR 7|vke] HelgH o
A 7ML 7B 4EE Bt AHAte] o7t

550

thEAE 24 % WE F7) disjA bdsit:. 3 %]
AR 7]4he Fo] A7 AP 2AN g A
9 2o dhsiA st

2 ol Xe AARE 71dke) 7] A 9 29 71¥)
Al Au RT3 ZolAls ol HEF FUe o
At 7ol diaja] dohdot. 4 oA A3 719
-8l disiA HFstn sHolA Z2E 4 FF A+ A
£ AT

d]

2, gy

AP Aokt L FRo)7] w2of W
==Y AR 4 gl Do} Aok kA 7] A
Aol FAFE} HE] P HRE o] SH22H 7]
7t =gE Y 715 ASEY 5 dolof Frt EI 7]
F& I MAREE o8t =H 2] A Hd
& HAoK & Aok MAREE I B4 4 20 o
afch 4 grol 2&4 Aozt UA "k HAZE 7|9
2 FEAoz golHE &4 9 £ 4 s ¥Rlol
22 AARRY 7] &E FE3h= 7|HeR
gttt

g
eusa

(1) HA JhsE YHER 240]

A

a1, 3Ha s A4 AR =g

I3 12 IBMYA] AZFo 52 ARMet H4 7hedt &
Z(template)} o]E o] 83t AMEA} IF BES B
o}t AAARE 743 EA4E 7Y =85S F-2ol
Fadg 4 = EA4o] otk ol YAPEY EAE
Slof7] Ysked AAAE 2]o] v]HUZL U(Secret Parameter
U)E o83l F4 753t PESS Qs 19 19
A F g AR vjdgt US g-lez Uy o]
ZHES o]83le] HES] Fy(B)E WEojlt AR
vz UE g3t AR o2 dE33ES o8 A 4
Ag & ok ek A gESle] =AY £ &
Hog Aol dER AeZo] 73tk

N g

W



AAPE 7]de] 284 tAE thEAE 7Y

oy of 25(4]

(2) HXIZE YU o|3¢ 71

HAEZE Hd(fuzzy vault) Ho|ElE 24317] A%
|2 AgE ¥ EEEDe AEY A8 Ms
& 43 gloloht E 4 Qled, HA 2 1HE o
7| A (threshold) o]/¢2] M ET ¥n glod HA HE
€ 226k g 258 € & U=S sk 7¥olt
AARRE T A AT o vioh 254 4 g 2
Hoh BAYE sHA =HE A 25 XA EA
22 EAHE 2 dolEHES #&9 2 4 Aok
AR EE olF B2 HAEE BEE o] g3t A

AR 7| g eUsIe) e st

3. MAEEO| 7|uHE ROl

LHEMY 714

RAYRE o83 71E2] AAAY 71/ 5 o
A ARG it AF L oA AL e
AeH23] 2 =Eolde o2 AEREe] AHHRE o
B3t tAMEE g8t HFshe el deiA Al
Qbghet. Aiket 71 71 A, deAE 44 9 FF
gAZ F4dE

3.1 oA AARR 7wk} 7] AY A 24 7|HE
32 oA AR 7o) By thEAE 7|
e Altghct.

3.1 7| ¥

oLl
[

x< |
Hhle -, | 0I0IXl | Bi0I3) &2l
e OB
2128 oiolxl
HES 4N
Uy
ags
y
=3 L) ol WSz
ABRE ”)1“)3‘ =] ngl
LeEY =F ==
I Protected 8 B3
By 0B ]

38 2. AR 7 ALY 7] B 2E

Y 2 AEAE 7|ute) 7] A4 wAS melEt
AR B (fingerprinot AL U W4 AR AT
A" Ayl Ag-g ArIet FANE A R
BE 7] ol§ste] 7S NEHR LU 2
A2 7490 7 g Aved oew P

551

A L AEAE A HER YA
AR AN AME o8-8t AES H st

o tixY Yolsz W WA 12 olujx] He)
W 549 22 AN T ojs]x) Helolaik A

AA, A 4 59, A 59 A4E Y% A
9 E4HLE A §4°] Brhs DH(end point) T Z

2= B7]| A (bifurcation point) 0. & A gtk £33 9)
x y) £ 2= FJRE Tt PERS YTt

oA 2: HES FRE o8 2L At

AE AEe o § AME g o viet o)z}
W7) wigel o1& BT 4+ e et Bl 8
stk oA oM BPE HERY EAHE YA BB
o z= ARE olgte FF I AvYE EA
AL 24T # Ue BATUE ALl

9 3 OAY AR 7] A4

A7 ARGA A T4 ghah ] 1ol A4
YEAL Mstel BECL oA Slu gAY Y @
TYFeNA 71 A4 Y W 2BE YeFnict A=
Aolat7] wpol o) W= 7] g T3] $ished A}
B2 U4 Gh2 A Slaatch NERRE 18507
o] A7l A Ustel BB FUYS ol8F
Aol 4 E 2 7] B YA Frk o] 3 |
7} R =gHY 718 o AEAT S gl

A 4 AT o

A7 B2 E Y8t HAEE 7[HE 2 esld 718
243t 2449 718 $E37] Y8 AR FA
AEARE dY3fof sttt 77| E 01835t dl2|AF e
AES 4ot = ok ©@A 104 A GERN
7t B ARES 18t R EBE 7S o] 83}
o AJA7E 2457 YA AEHY AA SAH
AL gt 7 B 248 g o2 £y
gich JHQ17] e Zhzke] ol A g3te) A3 ghe
ghct &3 HRof| o] At gh& 3713819] protected &
E3& A3t Protected HIE3L EAAH (x, y) 9)
2 AR, Zt= J8 T3 Fgpghe I



=gt =vAl A8d A3E, 2007

3.2 YHIZE Jld 2olg ChEMY 71Y

Hegat Attempt

Protected Y&

eIz
x8

HRIAE

HiAIRE —%

I8 3. AR 7 AAAE 2

Y 32 AR 79k MY mdg HojEct
AP A= Aol ARSE 7718 £&317] fJske] AlA)
€ ol83td AEE YA protected FEH o TEH
7|1&9) P&} vEate] APAAE AXA et A
/g0l HEEAl Mgzt Fojsfortt 3l7] wfRel o
MEY HELE Haskd ¢ ot

Aket 7Pl A MEAEE 29 33 2 A 4
2 3YE B AR AFE B ol FAY =
ZEZ] FE £ Aotk FAeH thFAE AEL o
& Algate] Aol Zash oAE el AgRE
9 &9 glole AEe 33T 4 dt 5488 #deo
55 A2 XzHEol dist At Aol 889 & 3l
oo, AZEY {5 HPolA BE MRREQ] T3l
At ol AS EFE 5 ALE FezN JRARE
o dEE HALS 5 Al ek ST Al AR
MA717t =@ Ho] =89 ool A2dxte] Helg B
AL 4 ok B3 AA7IE ohE ARelA TAA o
22 s & 9ol iz AEALe] 23 BAo]
AT ¢ e A¥e27t EXNc) ek Azt 2
o] RI=A] MR 4 U=F sk 71 % Jat g4
Folm G FHQ YA ARE o83 71 AR 71
2go] "eHo|rh

2 oM 35 A HEof 23t HAPE 7]
vhe] B3 chyAE T2 e Aokich YRR
£ HEge=d o Ago] stestA ged 47
upet ol FAA 7HE UL OAE 2z vz
2ox2) ARE BT o S Y $=2 ¥ +
Atk A2 FE AL 9 A3 ZE ARAATL AF
AYF=E slo] FTd2 H5 9 Tojo) H9E o

552

+ en 29 B4 94 458 PR) g% §=2 3
89 % 9tk

AR FEE Bded IFAE A8 2 A
ZREE2 o5t

= 2 &2 pE YR e F34 GFp) AolA
9 & ¥ p ol BE Aep—1 & e ARk 0 B
o] Aearso) Wolskcim s1sta 2t Amate) Ajels]
4 e ohet 2o

* A i9 s

skiEZp_l, i=[1..n]
* Amatie) 2747)

Pk, = g (modp), i=[1..n]

=
[

3.21 RUBY CIESME MM

MERES 3129 7] Y4 Z2EZS o|gsle] 7
717R17] A& TET HAA] 719k MY A} b
AZl m & MYAEAA Afgct PSS By
H Aol WA FE7IE A3 dAR] m of
gt FRlg4 AEE whEol WA 7|9l A At
o miAA] 7102 2 MRk Bl g =3t
sto} Hlgd thEAMHe S

HA dAIR] 712 wAIR] mell gt Szt m,
7} ¥ poll thet YAl L(primitive root)o] EEZ hpr-g
g}

my, = h(m, hpr)

AR m 2 4] atetalE hpr & ABASNA A

gt

D) A HA AR 257 A

A 1. Z,_, AollA] p-13F A4 999 U k

& A8t r & A4z

god(k,p—1) =1, 7, = m" (modp)

XPAEL B 7] PK & 437 §

A PK; & thaat Zo] dAsich

PK; = pk,

9A 3 AHA My WA 13 2004 BAE
(r, PK)) & 8% AgaiolA H4gtch

oA 2:

() A3A 19 3F7l A= [2.7])
A 10 MR} s k2 A bAoA AEEt Az}
-I2RE (r,_,PK_,) Al

=2



AR 7vte] RA8H HAE Mg 7Y

i=1

I

= = 2 (mod )
Tic1 =T, =Ty, P/,
I—l

PK,_ =PK " = "‘Skj(modp)
oA 22 AR i ohed} o] p-13} A 249 Y9

o] = k B AP 0| o83l r, &
AR
ged(k,p—1) =1, kEz, _,
=T = m;!H‘ (modp)
oA 3: At ie ARFEE st AbA} 4
1FE AX 3o A7 sk; & F233L
Gew 2ol Pk, & A4

_ %

PK, = PK™" = g}T‘SkJ (modp)

oA 4: AR} i B2} o)A (r, PK) & A43
o

A 50 AR i7} obR|at PR of 71R] oA 153
B WA 42 MR b AR e
3 o] MEAEe] 3571 R 3 dlF To71
PK & F8)A BE APAET} HA|A] 7|9t
ol (RPK)S MEeY.

G) A B4

@A 1 A APAE ARFEE
2337 357 R L olgshel the AL
WEIL 5, & T K o p-1& A2
o|lRg s of tigt FUF it A3t
k, - s,= sk, - R—k, - m, (modp—1)

@A 2: ZF AEAks Eled A9 s, & miAA] 719b
Aol et

@A 3 HAA] 7[Rk 7 AMgRtR e Heur
s; & 2Yete] A F3AE S E o
=3 o] ATt
§= H(m, +s; )(modp)

ji=1

o}t 7M7E

3.22 OiE5MY &2l oREZ
BIAA] 719ERRs (B.8) 7} HIAIA] mof T3t LulE o}

FAHAA FAs7] YolH eAH ez theat 2L o
247 ol Z2Ege LYBc)

WA HAA] 71tk 999 F i (ab) &A™

S0 cheat ol £ o & A4St} A A
A o & AT

ch= R . Y*" "(modp)

a-R"~]'"[skJ b- " IIsk;
=m, 7 .g 71 (modp)

1) A HA AP g9 A4

9A 10 A AR AR AEAEE YRt AME
A} AEIEE AR T N7 sk, & 2
gt

@A 2: A ¥ AP OB Zo] §H rsp &
s T AR AgRIoNA Mgt sk
= ¥ p—1of tigt sk, 9 RS FA9 o
o|ck.
rsp, = ™" (modp)

) A=A 9 &5 A

S 11 AEAL iE AEHEE dYste] AR Ad
S AR Zoff AA7| sk, & 223}

oA 2: AL i MEA -IRRE §9 rsp, | 2
F-41%tt

1
L

ITs4;
TSp,_, = Tsp," "— ch’ ' " (modp)

oA 3: AL i sk ' o8Bt thedt o]
G rep, B AT
rSp, = rsp 1(modp)

A 4 PR} e PR LA S rep, B A
ek,

DA 50 AGAL i7E bR MEAY o) 74| A 1%
B @A 32 v vl EAke =4
ch of tigt A AP 3H rsp, & Al
A Z)GRNA A5

() HAA 71t MY HE
AR 712 Thedt o] A PSS SHE

Foh

rsp, = m{f -g®"* (modp) 3G.nH
rsp, #mi ¢« g8 v (modp) 3.2)



Akt =g A A8d A%, 2007

4 3.10] AsH HAIA ARE (RS HAR
m o e U CHEAEYE Bl 4 32k o
FA%o] B2 B9ot NIAE F Hol= & AR

ool AL sk A-poltk o] FLolle thgat Pl
F7HAQ ¥l ZReZS FIA MRS RAT=

RA) ch3Agel BRY RelA BAYT). ¥ ZEE
BE IS TEAY B0l TRESS I A o 245
of 1 AWgE ST WAL wET

£ 9A el ZRESeN HAlx sl Yol
g4 (cd) B Ads TR 58 on & A4
olol e A MRS FHA S rop, & T

%ol Ay,

[e]

=

a-d#b-c(modp—1), ¢,d Zy_ 1>

ch = RS- Y% ¢ (mod p)

I

rsp, rsp,}fi (mod p)

Wi e gt gt

R = (rsp, - g 7' *)*(modp),

Ry = (rsp, - g% "9 (mod p)

A% R, 2 HlEoK AHAEY RYIA o
Z AMgol 2" AR FIFct R, R,% A%
£ dEAMyo] ARE AolL, R#AR BF$e A3x
Sol gu1E o Al gElA Selshe FSoldt

=

=2

%

x
a1

M

=2
[=]

£ AoMe AIEE A 71 S8l HafA
Zledtct tAd El2s B2 ARAE] A4
glog uhsojXch kAR, gAE dolEs 1 §4 4
YT BAME Y] R0 BV 2ol dxd 2
2 vtdo] Bok AP 9 =82 W2 A2 AF 9
2 A3t Bt ohet A FHE Aol A2
T AEE 2 ok mEbA A" Rl iR
Y SAE WRs] A3 Azl JEE st
ol HAd FHl= sdof YEuhe YRET 7Y
9] o] W2 olri10,11].

HAd Fdx A2 JPEAoRE o]R0jF 4= QIA)
2 o2 o2 Al 3% 3o R AYPET 35 A
22l Aol s dAd el ditt A2EE A
2ol A FHste] WS Fgo] YAt = =

554

5 3 F= 35 A A4 % 23 7|9l Pasih

AL R thsAE 78S A8t bd 2
2o it 35 AFAS Bdst HEE & Y
ool thafM doEnt. FEAZEL 3 Z) theAE A
4 ZREFZE o8t AaEdl 2 MRS Ay
< F7Fste] e A AEE AT A7 & Al
of Zt A&-dze] A& HEIL Wasty] o] A2
AF 2elol A Ay Aol Fojsfof et Az R
© 2oldls HE F AAH 7HAE AU U Hol
Elo]7] g Az =8 2 i A 52 £ <t
Asfof gk 7jRl7] F& Fof) 74 A= HAE 9
Zo| gt BAeH MEE Agstn A AR
(copyright maker)ol | o]& AFEch A2 A=
7 Azl Flgd MEE 28t FU84 ohEA
e A 0|2 tjAE el ndol YEnpgict

A cheAgel A4dE HAE FdxE 2l
oA df 7gol, Fuliahs 3 FY oMY &l
Z2EES FYste] YA THx FE A=A |
o A5 Mg B4 2E AR 59 o
ol 8l HAd Zdlx9 Azd FEE AAT 4 ¢
i, A2 BRI A g2 HAE Fd2E w
g+ Q=F oA, AAREY T dEE 2
ot EZh AAAES oEAE Y BN AR
BE o83t 7IYU7IE FEshoF sl diEel E<lel
A Hojsior ¥t A #AE T = Ut AEEE A
3 A AT 5 e Al T HEH Bl o
siA Bt dste Az FEE s BAtE
Ak TF A} HEAE E0] WSS ALl
e LREZS st Add Az AE7 ARE
ZAA ohqH AR} Fo] =F7h7F SuhE A ZHe]
e Fd3ks AYA wrad & Aok mEbA AR}
2 SUEA A 3F AR didiA R 5

T_a T
gleh

5. d&

E =Roj AR 7uhe E AR XY
tHEAE 718 Agkstart Akt 1YL 7] B4 2
A, EAY B4 2 el oz AR 7] Y
AN B} g2} e WS o] G5t A
o] A" 7|2 AAEE HABE 7HE HEsto X
B =252 o]g3te] AUrS 2dstch Rekat 7] A
A2 2y Folas Ay =& W EgA 7|2 A
223 4 9on 7| 220 AEYRE Yo A

o
A=
o
T
L]



AR 7o 2lg4) YA ohEAY 7

g2 A e AR Tof AAIIS 22 4 Y=
oz gET 2e JPeLs Haske 4 ok
A AR 7]uke) hEAE FEE A BEAT
Yozt HeH £ gt BE ARG AHE 4
A 273k $-8o) AP} o7 AR TF =
Yoz 449 OxY TH2| ¥ BF AN A4
Y RIS 9B $EE B8 & o

o3

ng2sl

[1] N. K. Ratha et al, “Enhancing security and privacy
in biometric-based authentication systems”, IBM
System Journal, Vol.40, No.3, 2001.

[2] P. Janbandhu and M. Siyal, "Novel biometric digital
signatures for Internet-based applications," Information
Management & Computer Security, Vol. 9, No. 5,
2001, pp, 205-212

{31 R. Nagpal and S. Nagpal, "Biometric based Digital
Signature  Schemes," Internet Draft, http://www.ietf.org/
internet-drafts/draft-nagpal-biometric-digital-signature-00.txt,
May 2002

[4] Ar Juels, Madhu Sudan, "A Fuzzy Vault Scheme,”
available at http://www.rsasecurity.com/rsalabs/
staff/bios/ajucls/publications/fuzzy-vault/fuzzy-vault.pdf

[5] T.Elgamal, "A Public Key Cryptosystem and a
Signature Scheme Based on Discrete Logarithms,"
IEEE Transactions on Information Theory, Vol
IT-31, No. 4, pp.469-472, 1985.

[6] D.Chaum, "Undeniable Signatures," Advances in
Cryptology, Proceedings of CRYPTO'89, Springer-
Verlag, pp.212-216, 1990.

555

[71 F.Piper, "Digital Signatures,” IFIP/SEC'91 Conference,
Proceedings of the 7th International Conference and
Exhibition on Information Security, pp.62-71, 1991.

(8] S.G.Akl, "Digital Signatures: A Tutorial Survey,"
IEEE Computer, pp.15-24, 1983.

[9] L.Harn, "(tn) Threshold Signature and Digital
Multisignature,” Workshop oa Cryptography & Data
Security, pp.61-73, 1993.

[10] Andre Adelsbach, Birgit Pfitzmann, Ahmad-Reza
Sadeghi, "Proving Ownership of Digital Content,"
3rd International Information Hiding Workshop
(IHW '99), LNCS 1768, Springer-Verlag, 117-133,
1999.

[11] Andre Adelsbach, Ahmad-Reza Sadeghi, "Zero-
Knowledge Watermark Detection and Proof of
Ownership," 4th International Information Hiding
Workshop (IHW '01), LNCS 2137, Springer-Verlag,
273-288, 2001.

= 4 (Sung-Hyun Yun)

(.1

(Y3 3]

1992 29: mdElm HEH
I Gl

* 19949 29 mvigtE ARH
ga} gtefietd(olatAh

e 1997 29: uHistn HFE
st Aviofet(o|shetih

o 19984 39€-~2002.2: LG HRY/A

3 HEA 3¢ dva AYdaTd

* 20029 3Y-AA: Hedste FEFAISR 2us

<Biop
ez w3, AR, RREs



