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Authenticated Route Optimization Protocol for Network Mobility
Support

Jung-Doo Koo' and Gi-Sung Lee’

8 oF NEMO(Network Mobility) 7|2 X9 Z2EZS A2 3} FHL +3stn x| $on MR(Mobile
Router)7} HA(Home Agent) Afol@] okl Bld F7b& A|9jgt oh2 7oA 5dst 2ot wzAvEE AAsa
A BTk e B oA MR MNN(Mobile Network Node) Alole] oy 9 5o 919 28 2=2%
2 £33l 9y WIS F5F MR} CN (Correspondent Node) Alolof) Q158 vRRIY FA ZRESSE F8 3
2E okd3lA HAZII) 27 LTo] Fhk 24 A8 =S 98] CGA(Cryptographically Generated Address)sf
NS Ea) ANTT. To NEMOOIHS BGt aTAGS 7E4) Lol TAL B GUHS BT NEMO
X eIy A4 EZE(connectivity recovery)Tt F¢h7t 92l A4 x|H Al7HE&{(end-to-end packet transmission

delay time)& H|Zako] EEAL EAHTh

Abstract Network Mobility (NEMO) basic support protocol doesn't execute the process of route optimization
and has not presented the particular security mechanism in other blocks except bi-directional tunnel between
Mobile Router (MR) and its Home Agent (HA). Therefore in this paper we process secure route optimization
courses through authenticated binding update protocol between MR and its Correspondent Node (CN) and the
protocol of the competency of mandate between MR and its Mobile Network Node (MNN); its block also uses
an bi-directional tunnel as the block between MR and its HA. The address of each node are generated by the
way of Cryptographically Generated Address (CGA) for proving the ownership of address. Finally we analyze
the robustness of proposed protocol using security requirements of MIPv6 and existing attacks and the efficiency
of this protocol using the connectivity recovery and end-to-end packet transmission delay time.
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