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A Design and Implementation of Java Library for Multiple Access
Control Models
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Abstract Secure access control is a hot issue of large-scale organizations or information systems, because they
have numerous users and information objects. In many cases, system developers should implement an access
control module as a part of application. This way induces difficult modification of the module and repeated
implementation for new applications. In this paper we implement a Java API library for access control to
support system developers who use Java. They can easily build up access control module using our library. Our
library supports typical access control models, and it can offer new types of access control. Furthermore, it is
able to run multiple access control models at the same time.
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the e-commerce or e-business area; the application

1. Introduction

contains thousands or millions of users, and access control

Many people understand that security in information
system means to protect the system from outside
malicious attackers. However contemporary information
systems need to control inner authorized users' access
according to their authority range, because they have
numerous users and system resources, and there may exist
inner users.

information outflow by Furthermore,

developing web-based application has been increased in
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for the users is strongly required. In the previous
application, access control module is embedded to the
application as a part of the application; it is difficult to
modify or enhance the access control module. System
developers repeatedly implement the access control
module when they begin new application project.

In this paper we intend to implement Java API package
named 'Hybrid Access Control (HAC) v1.0' as a library
for supporting to build access control module. We
consider Java application environment. Because Java is
platform-independent and it is able to support wide
solutions from mobile (J2ME) to enterprise (J2EE)
environment. JSP is used for implementing user interface,

Servlet and EJB is used for implementing business logic.
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Java is a good way to implement enterprise applications.

Java has good sccurity features [7-11]. Security
features of Java and researches of Java security are tightly
coupled with Java framework. Therefore, application
developers are difficult to understand and use Java
security features [13-16].

function of access control [12], it has some problems.

In spite of Java supports

First, Java used property file, it is text format, to store

security information. If there is numerous security

information data, security manager may mistake to
manage them. Second, it is impossible to manage the all
data by single manager in the large system; multiple
managers share the mission, and it is difficult to control
the managers. Third, Java servlet security model use
user-role-permission data for access control. If a system
developer wants to use different access control model, he
should implement the model by himself.

HAC is able to make an offer well-known access
control models such as access control list (ACL),
mandatory access control (MAC), and role-based access
control (RBAC). It also supports new types of access
control; it is able to run multiple access control models at

the same time domain or

according to user's
characteristics of information resources. We describe them
in section 2. HAC allows configuring access control
environment through initialization file. For easy using
HAC, we develop security management tool to mange
authorization data that is needed for access control.
This paper is organized as follows. Section 2
introduces our motivation. Section 3 briefly describes five
access control models that HAC library can support.
Section 4 describes about contents of HAC library such as
Java packages, management tool, and initialization file.
Section 5 describes the advantages of HAC library, and

the paper is then conclusion in Section 6.

2. Motivation and Related Works

As we mentioned before, most of information systems
need access control module, and they implement the
module as a part of the systems. In general, access control
module is tightly coupled with application modules in the
information systems as shown in Fig.1 (a). The tightly

coupled systems have the problems:
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— It is difficult to modify or enhance the access
control module. If a developer try to modify access
control module, it may lead to change of
application modules. Modification of application
module also may lead to change of access control
module.

— System developers repeatedly implement the access
control module when they begin new application
project. Tightly coupled module is difficult to

reuse.

The solution for above problems is that we make
loosely coupled access control module as shown in Fig.1
(b). ‘Component’ S/W is popular methodology for S/W
reuse. In spite of usefulness of loosely coupled access
control module, real world requires one more function.
Large organization has many departments, and their duty
and business style is different from others. It means that
each department needs its own access control model. For
HR department needs MAC,
department needs RBAC, and planning & management

example, and account
office needs ACL. If we should implement each access
control module separately, it may be complicate work as
shown in Fig.2 (a). The integrated work of different
access control modules is difficult. The solution is that we
make unified access control module for multiple access

control models as shown in Fig. 2 (b).

Infornation system

Application ¢ écc?ssi *| Application Access
m ontro
modules
odules module module

(a) Tightly coupled system (b) Loosely coupled system

Fig. 1 Access Control Module in An Information Systems

Company A Company A
HR Account}.:iPlanning M

)

(a) Separated modules

Umfled Module

(b) Unified module

(O : access control module )

Fig, 2 Different Access Control Modules in An
Information System
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There is no much works to implement general library
for access control. Giuri suggests JRBAC that is improved
Java security feature by providing role-based access
control mechanism [17]. He extends JDK 1.2 by adding
an activation rule. jGuard supports a java API library for
web application [18]. Its goal is to provide a security
framework based on JAAS. It tries to combine JAAS and
RBAC model. In the jGuard,
authorizations are handled by pluggable mechanisms.

authentications and

PERMIS project also aims to support java API library for
RBAC model [19]. PERMIS is an infrastructure that
provides all the necessary facilities for users to manage
privileges and authorization policies and for applications
to make authorization decisions. It provides the Attribute
Certificate Manager (ACM) and the Bulk Loader for
managers to allocate privilege to users.

Those works are useful but cannot meet whole need of
real world. Our HAC library is for loosely coupled access
control and applying multiple access control models at the

same time.

3. Access Control Models

HAC supports five types access control models - ACL,
MAC, RBAC, domain-based, and object-centric access
control. ACL, MAC, and RBAC are well-known model.
Domain-based, and object-centric models are our new
suggestion. Last two models are suggested for multi
access control environment. The environment requires
running several access control models at the same time. In

this section, we briefly describe about the five models.

B ACL, MAC, and RBAC

ACL (access control list) [1-2] is a list of users and
groups, with their specific permissions. Unix system uses
ACL.

MAC (Mandatory access control)[1,3] means that
access control policy decisions are made beyond the
control of the individual owner of an object. In the MAC
model, users (Subjects) and information objects (Objects)
have labels of their security level, and users access is

restricted according to their security level.

Role-based access control (RBAC)[3-6] has the central
idea of preventing users from accessing company
information at their discretion. Instead, access rights are
associated with roles, and wusers are assigned to
appropriate roles. The notion of role is an enterprise or
organizational concept. Therefore, RBAC allows us to
model security from an enterprise perspective, since we
roles and

can align security modeling to the

responsibilities in the company.

B Domain—based access control

An organization has several departments or business
domains. They may need different access control
according to their characteristics of business activity. For
example, research department needs MAC, and account
department needs RBAC, and planning & management
office needs ACL. Domain-based access control supports
the situation. Each user and system resource belongs to
specific domain, and they are dominated by access control
model that is assigned to the domain. If a user belongs to
domain A, the user cannot access system resources
different flexibility,

domain-based access control allows that user and object

belonging to domain.  For

can be assigned to multiple domains.

M Object—centric access control

An organization needs several access control models at
the same time. One of principle for selecting access
control type for each access event is ‘object’. Object
means system resource that is target of access. In this
model, each object has an ‘ac_model (access control
model)’ property. If a user gives access request, access
controller chooses an access control model according to
the value of ac_model of the target object. Each object is
created during specific business process, and it is accessed
for specific business activities. We can say the existence
of objects reflects business processes. Remember data
modeling is subsequence of requirement analysis for real
world. Therefore, it is reasonable to inject ac _model
property to objects, and use it as a basis of selecting

access control model.
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4. Design and Implementation of HAC
Library

4.1 Design of HAC Library

In this paper, we design and implement Java library for
multiple access control models and management tool for
authorization data of the access control models. There is
no mean that we just gather independent libraries for
multiple access control to single library. We analyze five
access control models and elicit common components. As
a result, HAC library minimize duplicated component. For
example, 'user' and ‘information object’ are common
entities for five access control models. HAC library has
only one class for the entities.

Fig.3 shows our implementation scope. HAC Java API
library is a core component of our implementation. It
contains three packages, and each package includes
classes and methods for supporting five types of access
control models. Access controller is a part of Java library.
We make Java standard API document for HAC. Access
control depends on authorization data. System developers
can choose file system or database to store authorization
data. HAC can connect database by JDBC function.
System developers can change parameter values of
to build their own control

initialize file access

environment. Managing authorization data is very
complicated work. Therefore, management tool is surely
offered with access control library. Our development

environment is as follows:

= QOperating system : Windows XP
® Java version: JDK 1.5.0

= API documentation tool : javadoc
= IDE : Eclipse SDK 3.5.0

8 Database : MySQL 4.0

4.2 Features of HAC Library
HAC library is composed by three packages as shown

in Table 1. sec.ac.common package contains classes for
common components of five access control models. The
classes are related with management of user, object,
domain, permission, database connection, user login, and
access controller. sec.ac.acl package contains two classes
of ACL model.

classes for

for managing authorization data

sec.ac.rtbac  package contains managing
authorization data of RBAC model. The classes are
related with management of user-role assignment,
permission-role assignment, role-role assignment. Table 2
shows classes of sec.ac.common package. Each class in
the three packages has fields or methods Table 3 shows
an example of methods of AcUser class in sec.ac.common
package. HAC library is distributed as a jar form (ac.jar).

Fig.4 is an example of Java source code.

Table 1. Packages of HAC library

Name Contents

classes of common components for five

sec.ac.common
access control models

sec.ac.acl classes for supporting ACL model

sec.ac.tbac  |classes for supporting RBAC model

Implementation Scope

Java Library

ACL Authorization
Data
MAC
RBAC
- System
DOMAIN-BASED | (e ]} Resource
OBJECT-CENTRIC Initialization T
P File
[Lie ]

]I Access Controfier | III

Fig. 3 Implementation Scope
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Table 2. Classes of sec.ac.common package

Class Name Description
AcAccessController | Defines access control methods for five access control models
AcActivation Contains static methods for managing user activation
AcDomain Contains static methods for managing domain data
AcObject Contains static methods for managing object data
AcPerm Contains static methods for managing permission data
AcUser Contains static methods for managing user data
AcSchemaActivation | Defines structure of user activation (login) data
AcSchemaDomain Defines structure of domain data
AcSchemaObject Defines structure of object (system resource) data
AcSchemaPerm Defines structure of permission data
AcSchemaUser Defines structure of user data

Table 3, Methods of AcUser class

Method Name Description
addObject() Add new object data
changeDomain() Change domain of given object
deleteObject() Delete an object data
deleteObjectDCM() Delete an object data for domain-based model
getObjectInfo() Return information of give object name
getObjectList() Return object list
getRowCount() Return number of objects
isExistObject() Check if given object exists or not

Achcotivaticon.java

package sec.ac.COWmOR;

32 S 2 R s e s ey s L e R S e e A R AT YRS 2
CLASE : AcActiwvation
DEEC. : Manage uger login and logout information.

!

* % % % ¥ B

DATE : 2006/07/01

FEEEAANESS G SR SIA AT ERR AL AN AET R EAE R RARBE AR IR RRR AN RN SRR ORN hN

1D M md O Y e B 2

1¢ dimport java.text.DateFormat;
11 import java.util.¥;

13

14 publie claes AcActivation {

15 static &cCatalog extlataleog = AcCataleg.getIlnstancedl) ;

16

17

18 !!/a‘f!!/#’//!’a’a’/i!»’f'/[,’!!//z’z"lf/ff!i./fe’/fl/}fh’///H’/x///! FEELHIIEEEE5 801
1% public atatic void addActivation{String user_id) {

20 int result ;

21

22 Date mwow = new Date{};

23 DateFormat fwt = DateFormat.getDatsTimelnstance{DateFormat.SHORT, DateFormat.MEDIUM,
24 String active_time = fmt.format (now);

25

26 AcBchemabctivation activ_info temp = new AcSchemaictivation(}

27 activ_info temp.userID = uger_id ;

28 activ info | » temp.activateTime = active_time ;

29

Eld extCatalog.activ_infolextCatalog.rowlountictivation] = activ_info_temp ;
31 ext{atalog. rowCountictivation++ ;

32 H

Fig. 4 Example of Source Code
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4.3 Management Tool

All access control model depends on authorization data
such as information of user, object, and permission.
Managing the authorization data is complex work.
Domain-based and object-centric model are more confuse
than other models. Therefore, we implement management
tool as a bundle S/W of HAC library. The management
tool is also implemented by Java, and it fully uses HAC

library. The functions of the tool are as follows:

= Edit initialization file

= Insert/update/delete authorization data
® Test user login (activation)

® Test access control

= Monitor user login

Fig. 5 shows an example of management tool. The
windows in management tool have different form
according to access control model. For example, if system
developers choose ACL model for their system, ‘Role
Management’ menu is not shown. System developers can
build up different management tool using HAC library for

their own purpose.

4.4 Initialization file
We use initialization file to configure access control
environment. The initialization file should exist in the

Java classpath folder or directory. System developers can

edit the initialization file by any text editor or our

management tool. Initialization file contains several

parameters. Important parameters are as follows:

m Access control model for Java application.

®  Selecting method of storing authorization data
(FILE or DATABASE)

® System administrator's ID and password

8 Folder or directory for authorization data file

® Parameters for database connection

5. Advantages of HAC Library

Using HAC library has much advantages as follows:

m HAC library supports typical types access control
models such as ACL, MAC, and RBAC. It also
supports special models named domain-based and
object-centric access control. The special models
widen choice of access control.

m HAC library is very easy to understanding. If a
system developer has basic knowledge about access
control, he/she may be able to use HAC library
without referencing HAC API document.

® System developers do not need to implement access
control mechanism themselves. They can choose

needed functions from HAC library.

171 Rocess Control Administration Tool { OBJECT_CENTRIC }
Loginicut Basic Component AL Bofe Assignnest Tost Help

£ User Management - '|§§
-3 £73 Otject Management o5
oo B
oo e
£ F3 Domain Management : 5 B

Dot Name

Wyou wnat y

pivase edit

£ Jest Access Comtroller .7 T "':’;:r‘

UseriD:

user?

Target Qbject:  cibmpiiiet

Taryet Operation: & reat 3

Target Domain

Arcess failed

Fig. 5 Management Tool
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Table 4. Comparison HAC Library with Other Works

Pure Java JRBAC [17] JGuard [18] PERMIS [19] HAC Library
ACL O o] O O
MAC O
RBAC A O O O O
Domain-based O
Object-centric @]
Support API library O O O @]
Support admin. tool ®]
B Jt is easy to setup customized access control References

environment through editing initialization file. It
has feature of general test property file.

® Bundle management tool helps easy control of
authorization data. System developers may
implement their own management tool using HAC
library.

® [t is useful for education of access control. Students
can compare several access control models. They
can test the behavior of each access control

mechanism.

HAC library may continuously enhanced, and
system developers who are using HAC library can

trust the access control is safe.

Table 4 shows comparison HAC library with other

works.

6. Conclusion

Many organizations or information systems need access
control mechanism. In times past, system developers
should implement the access control mechanism by
themselves. In this paper, we implement HAC library to
support access control. HAC library supports five types
access control models with management tool. Next
version of HAC library may contain the feature of Java
web application. Web application is a popular trend of
building information system. HAC library reduces the
effort that system developers implement access control
mechanism by themselves. It also supports secure access
control for information system that requires multiple

access control models at the same time.
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