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Authenticated Mobile IPv6 Binding Update Protocol for Micro/Pico
Cell Environments

Gi-Sung Lee'”

2 9 ¥ mEe mu PeE JlNow s slol2z 9 A3 A Sy AEeX Ei dEew Ao wa
2 oA uilg AAE e AT Atole). F1Ee R4 B4 WA PEl 2 ZRES] Holshl ot wE
L} 2}9-E+= CGA(Cryptographically Generated Address) H4)S £3) 42 AASH) o]lB=Ex 34T HHY A
ARsElE T Q7] wiEel 7] A4 Aele & dlojdErt olFkEE thAlE] tgkES} 7] Bo TEREZS
FPAh A= 715 AT T EA A 71E ZTFAA 241 AR dEslEle] olFmol A Mgt
ols & Jdo|HEY Fa5IA] g AN F L ol A FAL 3] fiolch A BMdAe 2 }7\1
T4 AYFLE F3 ZREFO M B3ty 7|E T2 EZA uRdo g2 a8 BAgch mpRve
AE 9 5 AF Gl A AAIFk

Abstract In this paper, we propose the fast and secure binding update protocol as handoff or handover in the
micro and pico environment based on mobile IPv6. The nodes or routers on participating in this protocol
generate their addresses from cryptographically generated addresses (CGAs) method unlike previous address
generation method. The mobile node (MN) includes in home network or home link has limited power and
computational abilities. So the home agent (HA) of the MN executes key agreement protocol with the
correspondent node (CN) on behalf of the MN. The CN then creates a ticket on including session key, lifetime
of ticket, and so on. It then transmits it to the MN via the HA of the MN. The ticket is used to communicate
directly between the MN and its CN. In performance analysis, we analyze security of proposed binding update
protocol under various attack scenarios and efficiency by comparing proposed protocol with prior binding update
protocols. Finally we make a conclusion of this paper and present future works.
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