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Abstract An advanced and proactive response mechanism against diverse attacks on All-IP network should be
proposed for enhance its security and reliability on open network. There are two main research works related to
this study. First one is the SPIE system with hash function on Bloom filter and second one is the Sinkhole
routing mechanism using BGP protocol for verifying its transmission path. In this study, we proposed an
advanced IP Tracing mechanism based on Bloom filter and Sinkhole routing mechanism. Proposed mechanism
has a Manager module for controlling the regional router with using packet monitoring and filtering mechanism
to trace and find the attack packet’s real transmission path. Additionally, proposed mechanism provides advanced
packet aggregation and monitoring/control module based on existing Sinkhole routing method. Therefore, we can
provide an optimized one in All-IP network by combining the strength on existing two mechanisms. And the
Tracing performance also can be enhanced compared with previously suggested mechanism.
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