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Abstract In this paper, we analyze vulnerabilities in a remote authentication protocol using smartcards which
was proposed by Bindu et al. and propose an improved scheme. The proposed scheme can prevent from
restricted replay attack and denial of service attack by replacing time stamp with random number. In addition,
this protocol can guarantee user anonymity by transmitting encrypted user's ID using AES cipher algorithm. The
computational load in our protocol is decreased by removing heavy exponentiation operations and user efficiency
is enhanced due to addition of password change phase in which a user can freely change his password.
Furthermore, we really implement the proposed authentication protocol using a STM smartcard and authentication
server. Then we prove the correctness and effectiveness of the proposed remote authentication system.
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