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Abstract Digital signatures not only provide a way of guaranteeing the integrity of data but also establish the
identity of the signer. However, basic digital signature format which contains only the signature of the signer
does not guarantee the correctness of its creation time, and it can not remain valid over long periods. This
paper proposes a system which integrates timestamp service into digital signatures. The system provides online
services for the creation and verification of long term digital signatures which can give the guarantee of the
correctness of their creation times and can be proved to be valid over long periods. The proposed system can
be used in the various areas such as e-commerce contracts, document archival services, and invoice

applications, which requires long term digital signatures. The proposed system is tested with the KRISS
timestamp service system.
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