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Implementation of user authentication and access control system
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Abstract A home network system is made up of home devices and wire and wireless network can not only be
the subject of cyber attack from a variety factors of threatening, but also have security weakness in cases of
hacking, vicious code, worm virus, DoS attack, tapping of communication network, and more. As a result, a
variety of problems such as abuse of private life, and exposure and stealing of personal information arose.
Therefore, the necessity for a security protocol to protect user asset and personal information within a home
network is gradually increasing. Thus, this dissertation designs and suggests a home network security protocol
using user authentication and approach-control technology to prevent the threat by unauthorized users towards
personal information and user asset in advance by providing the gradual authority to corresponding devices
based on authorized information, after authorizing the users with a Public Key Certificate.
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