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Abstract IPSec is the security protocol that do encryption and authentication service to IP messages on
network layer of the internet. This paper presents the key recovery mechanism that is applied to IKEv2 of
IPSec for mobile communication environments. It results to have compatibility with IPSec and IKEv2, reduce
network overhead, and perform key recovery without depending on key escrew agencies or authorized party.
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