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Abstract As soon as high-performanced smart phones is rapidly emerging in recent, its security problems come
to the front. Especially in case of an open platform, it is easy to be a target of virus. Many security solution
industries such as Symantec and Ahnlab are developing a mobile security system, but they have not yet a
commercial product. We developed the effective security function of Android system based on SELinux to solve
this problem, and verified its performance by applying the user applications developed to S3C6410 board.
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Security options
Arrow keys navigate the menu. <Enter> selects submenus ———>.
Highlighted letters are hotkeys. Pressing <y> includes, <N> excludes,
<Esc><Esc> to exit, <2> for Help, </> ¥
luded <M> module < >
9999999999999999999999999

<M> modularizes features.
d: [*]

Enable different security models
Socket and Networking Security Hooks
¥FRM (IPSec) Networking Security Hooks
Default Linux Capabilities
File POSIX Capabilities (EXPERIMENTAL)
Root Plug Support
NSA SELinux Support
NSA SELinux boot parameter
NSA SELinux runtime disable

NSA SELinux Development Support

NSA SELinux AVC Statistics

NSA SELinux checkregprot default value

NSA SELinux enable new secmark network controls by default
NSA SELinux maximum supported policy format version

x
X
x
x
X
x
x
X
x
x
x
x
x
X
x
m

< Exit > < Help >

[Z2%! 3] Security option setting
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Busybox Settings -———>

General Configuration --->

[*] Support NSA Security Enhanced Linux(¢] ¥-#& A=
doF SELinux Utilities &41¢] YERE.)

SELinux Utilities —>
[*] chcon

[*] Enable long options
[*] getenforce

[*] getsebool

[*] load_policy

[*] matchpathcon

[*] restorecon

[*] runcon

[*] Enable long options
[*] selinuxenabled

[*] setenforce

[+] setfiles

[*] Enable check option
[*] setsebool

[*] sestatus

Busybox Settings -—->

Build Options --->

[*] Build BusyBox as a static binary
(no shared libs)
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3t Aztoln, 13
]

Z+7} toolbox, busybox @ Is -1 A13Y
8o
ace] 44 Aol

SR
E}Zl boardof] H QMU utility T

[ COME-PuTTY,

# pwd

/systen/bin

# 1s -1

[-ruxrwxrwx root root 201 2009-02-27 07:23 input

lruxrwxrwx root root 2009-05-22 03:06 ifconfig -> toolbox
[-ruxrwxrwx root root 5604 2009-02-27 08:16 rild

lruxrwxrwx root root 2009-05-22 03:06 setconsole —> toolbox
-ruxrwxrwx root root 121728 2009-02-27 08:08 dbus-daemor.
lruxrwxrwx root root 2009-05-22 03:06 log —> toolbox
lruxrwxrwx root root 2009-05-22 03:06 top —> toolbox

[O2! 6] toolboxZ Is -1 A3) Az}

[ COM3 - PuTTY

# pud

/bin

# 1s -1

Lruxruxrux 1

LrWXIWXIWX 1

Lruxruxrux 1

-IWXI-Xr-x 1
1
1
1

7 May 20 2009 addgroup > busybox
7 May 20 2009 adduser -> busybox
7 May 20 2009 ash —> busybox
2113852 May 20 2009 busybox
7 May 20 2009 cat —> busybox
7 May 20 2009 catv -> busybox
7 May 20 2009 chattr -> busybox

1 rwxrwxrwx
1 rwxrwxrux
1 rwxrwxrwx

coocoocoo
coocococoo

[ 7] busyboxZ 1s -1 A3) Ax}

& COM3 - PuTTY

# pwd
/security bin
$ 1s

lchcon

Ll |

iptables load policy setenforce

[22! 8] Retykd utility tllEe] 44 A}

SELinux 72l 2folnafe]o] Az oo} 2.

libsepol-1.16.14.tar.gz (181KB)
libselinux-1.34.15.tar.gz (130KB)
libsemanage-1.10.9.tar.gz (154KB)
checkpolicy-1.34.7.tar.gz (56KB)

bison-2.3.tar.gz (6,920KB)

flex-2.5.35.tar.gz (1,423KB)

selinux package download :
http://userspace.selinuxproject.org/trac/wiki/Releases

/nfsboot/nfsboot. Android/init.rcii}lof] SELinux HU}-&-E
Al7]%= shelld¥ E£7l= mount selinuxfs none /selinux
noauto ©]w, 1% 9, 18 102 Z}Z} mount AL} Hot
37} BHole Lrepaict.
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[ COM3 - PuTTY.

# mount

rootfs on / type rootfs (rw)

/dev/root on / type nfs (rw,vers=2,rsize=4096,wsize=4096,hard, nointr,nolock,prct]
o=udp, timeo=11, retrans=2, sec=sys,addr=192.168.10.101)

tmpzs on /dev type tmpfs (rw)

devpts on /dev/pts type devpts (rw)

oroc on /proc type proc (rw)

sys¥s on /sy e sysfs (rw)

tmp®s on /sqlite stmt_journals type tmpfs (rw)

none on /selinux type selinuxfs (rw)

i | o

[22! 9] SELinux mount AFEf 23]

[ CCW3-2TTY

unknown in
unknown
unknown
unknown default.prop
X UNKNOwn dev

[Z22! 10] List security context and permission

L}, SELinux =3 HAE

713 119|412} Z+o] subject”} objecto] accessd}7] ¢35l
A= subject”} ZFil Qli= security context”} object2]
security contexto]] t3}o] access PSS ZEIL QU=XA
security policy DBJ| A 2418131 Hgto] 31 St accesse =

Ak kel Ato] ¢ 0w access3t 4= 97| HL).

Aol = B} &3HE policy 7] A] targeted policy7} A
e o) 7| 2oz A|lFEal ok

oyl ARgAFE0] SELinuxE ARE3H7] $IaiAE 4
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&

A

Mo

e FEET SRR A7), YA #E
Linux H¢H} FYsHA F= =5 A-§3h policyolth
&R, targeted policyol|4]+= dhepd, httpd (apache.te),

named, nscd, ntpd, portmap, snmpd, squid, syslogd ©|&
S H|gtc) o]Eof etk policy T2 Jetc/selinux/targeted
/src/policy/domains/programo]| ] 2 4= T}

19 12 SELinux ZHFz HIAEE 93t policy 2&
AAoln, 1 ATH= 17 137} 2.

o COM3 - PuTTY

# sestatus -v

SELinux status:
SELinuxfs mount:

Current mode:

Mode from config file:
Policy version:

Policy from config file:
sestatus: /etc/sestatus.

Process contexts:
Current context:
Init context:

File contexts:
/dev/console
Controlling term:
|

disabled
/selinux
permissive
permissive
21
targeted

conf: No such file or directory

kernel
kernel

unlabeled

e ===, ;
1| Object || || Object

Object Manager ey e b
system cal [ oS ' i

. | |
1S e

| Lscontext | !

I VA

DAC Checks

Crsm )

AVC S0
{
p—
:

Security Server l

Palicy Logic
Continue flow rtes

Continue flow

Security
Policy  f» SID/Context Map TE [ RBAC | MIS
Data Base hes |

[322 11] SELinux®] 52+ Y7

o] Z X o}Le] nE HFS t} 7FA 4= 9= rootE}HE root
of Ko % security context”} £7 object2] security context
ol thgt Ugto] DB $IthH root= BE F24-& Th e 4= ¢l
Al Hrt.
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(Fedora)ol| ] A&-71-53F policyol+= strict, targeted7} 3
c}.
W2} FojoflA] SELinux policy=A] strict policyS
Ageor Qs WAYsHA | of] 7HX] ZA1E wiZol
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12] SELinux disabled

o COM3 - PuTTY.
# load_policy

# sestatus -v

SELinux status:
SELinuxfs mount:
Current mode:

Mode from config file:
Policy version:

policy from config file:

Process contexts:
Current context:
Init context:

File contexts:
/dev/console
Controlling term:
il |

SELinux: policy loaded with handle unknown=deny
audit(47.695:2): policy loaded auid=4294967295

enabled
/selinux
permissive
permissive
21
targeted

sestatus: /etc/sestatus.conf: No such file or directory

system u:system r:kernel t
system u:system rikernel t

system u:object r:tmpfs t

[12! 13] SELinux policy =

policy DBZ Android E}Al RE& 0|3} ZAu}

3 g,

fr
O
o

[root@toryhost refpolicy]# pwd
/project/selinux/refpolicy

[root@toryhost refpolicy]# make

[root@toryhost refpolicy]# cp policy.21 /nfsboot/
nfsboot.Android/system/etc/selinux/targeted/policy/
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tory@toryhost:/project/android-Platform/cupcake_android

IYE) HYE) 270 HOEM "Wd) =sZhH)

[tory@toryhost cupcake_androidl$ pwd A
Iproject/android-Plat form/cupcake_android
[tory@oryhost cupcake_androidl$ s

Mikefile bootable dalvik external hardware
bionic build development frameworks kernel
[tory@oryhost cupcake_androidl$

out prebuilt
packages system

[312] 14] Android cupcake 1.5 platform full source
e % build

roid-Platform/cupcake android/system/core/init
init]# 1s

k
APACHE2 bui

keywords.h property service.h
logo.c e xt
old init.c util.c

@toryhost init]# ]

[22! 15] Android platform ol £&3}= init.c

olFe Aol AN Bt Ko AaYES HEE
o A-GEEE 517] 9I5te] Android7} HEE o S35
= it ZEA|Ao]  AIYETL o] HEE
selinux_setting() $H05 7)sF%ch

user applicationof| 4] HOFIA-S WAl AT HES]
Ulgol e U, Hebl Uigo] HEEES 3171915
SELinux setting demong kernel A}o|A] &t

Androido| 4] SELinux& ARE-5L7] 918 ¥ e 2lE
=< 48T sk gelEdge 7 UEE A Bl
of &¥ 3, kernelof| A B3} Eo|gl= SELinuxE &
AJSEA)7] a1, Android £ o) WA E ot policy DBE 1=
shetch

policy DBo]| Android Z-73lA] AM-2 policy DBS
android.te 2H= 0|52 2 AYASH & Android g0 WA
contextZ AHEA| HeJ5ka 2k2be] contextol] that M
8 allow [AEAE] (4] (H2UEH o] Ao
sstact.

[ Cova - PaTTv
§ 1

Android A]A#lof SELinux policy”}
488 A2 Bl 5 AUtk sdeardS A2 Lol
e o] HLHgto] gl o3l subject™= objecto]
FEN "

8 golz HasHe e e 5 ek

Ct. HQt ofZ2|701d &

JavaZ A|ZF8F SELinux A4 o]Zg]A o]t 7|&
9] x86A € 2] Linuxol| A #2351 ¢J+= X2l policyo] H|
s W@ 7HEsE Bk 497 SELinux policyS A]2:)
o g3 4 YwE AR, 1 17, 18, 193} 2o]
Applicationtho| 4] SELinuxE 2443} E= v|2AsiA 4
T A3, s =AY ¢ Sk

BRI @ os:10

(e ]

Permissive (34 Tesy)

(=8)

Enfordng (FMA8) W

Enforcing (B X&)
ZEEIP)
INEE¥R)
(2 17] [2218] [2219]
SELinux $H95h  poliy#§ el =%

713 202 User Application2 S3C6410 Board[8] A}l
A e 23S vebdnh

[12] 20] S3C6410 BoardAtol|A4] User Application®] J-%

2f, Hot HAE

ool 4] SELinuxZ Z-8-3}4 = roote] Hdtolgte
AR o7 =248 2t 8 4 Qloka shgich weka] 1
H 21L& telneto = Andr01d/\]¢%1c>ﬂ A28t roote] A
gho@ 291511} SELinuxe] gk wjiol ofyd
54 & 4 gk 2e mof 2t

3010



SELinux 7|4} QIERZO|E HRAJAR o W{E A

-
& root@Moon:~

[root@Moon ~1# telner 102.168.10.102
Trying 182.168.10.102...

Connected to 192.168.10.102.

Escape character is '*1'.

DEX

localhost login: root

Password:

login: ean't chdir to home directory '/howe/aa’

# 15 -2

~CWADWAI-X System_wiokject_rinfs o Browser.apk
druxcwxrve system uiohject rinfs o as
druxruxrve system uiohject rinfs t aas

druxr-xr-x system u:object_r:android system syshin t bin
Aruxrux--- System_wiokiest_riandroid_sache_t cache

druxrwx--x Syetem_wiobject_riandroid data_t data

~ru-r--r-- system u:ohject_r:andeoid t default.prop
druxr-xr-x system wiohject riandroid dev t  dev

Lruxruxrux system wiochiect_riandroid _systenm eto_t eto
—ruxr-xr-x system_wickjeot_riandroid security _init_exes_t init
~CWACWAIWE Syetem wiobject_riandroid seewrity init _t imit.re
—ruxcuxrvx system uiohject rinfs t iptables.sh.old

—ruxcuxrve system uiohject rinfs t iptables_init.sh.old

dr-xr-xr-x System wiokieot_ripros_t pros
Aruxr-xr-x yetem_wiokject_riandroid _system sysbin_t shin
O system_um:ohject_rinfs_t sdcard

druxc-xr-x system u:object_r:android security bin t security bin
druxr-xr-x system u:ohject_r:security t selinux

—ruxrwxrux system uwiohiect_r:android security selinux_t selinux_set.sh
druxrwxrut system_uiohiect_r:tmpfs_t sqlite_stme_journals
Aruxr-xr-x system uiohject_r:sysfs t sys

druxrwxrux system uiobject_r:andeoid system £ system

—ru-r--r-- system u:chject_r:nfs_t systen. tar.bzZ
—ruxr-xr-x system_uiohiect_r:infs_t test

druxr-xr-x system_w:okject_r:andeoid_system_sysbin tousc

# rm -rf inic.rc

-sh: rm: Permission denied
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