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Abstract Cyber security assessment is the process of determining how effectively an entity being assessed
meets specific cyber security objectives. Cyber security assessment helps to measure the degree of confidence
one has and to identify that the managerial, technical and operational measures work as intended to protect the
1&C systems and the information it processes. Recently, needs for cyber security on digitalized nuclear 1&C
systems are increased. However the overall cyber security program, including cyber security assessment, is not
established on those systems.

This paper presents the methodology of cyber security assessment which is appropriate for nuclear 1&C systems.
This methodology provides the qualitative assessments that may formulate recommendations to bridge the
security risk gap through the incorporated criteria. This methodology may be useful to the nuclear organizations
for assessing the weakness and strength of cyber security on nuclear I&C systems. It may be useful as an
index to the developers, auditors, and regulators for reviewing the managerial, operational and technical cyber
security controls, also.
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1. Introduction development of computers and information processing
technologies. With the rapid expansion of computer-based
Whole industries including nuclear power plants are technologies, those application to nuclear power plants

switching to computer-based technologies due to the rapid =~ has raised many questions regarding their safety and
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reliability. Recently, new and deep concerns about the
cyber-security of computer based instrumentation, control,
and information systems in nuclear plants were raised.
There is a need to formulate a structured set of cyber
security programs on instrumentation, control and
information systems in nuclear power plants to protect the

critical systems against cyber attacks.

1.1 Nuclear 1&C Systems Uniqueness

Traditionally, 1&C systems had little resemblance to
traditional IT systems in that I&Cs were isolated systems
running proprietary control protocols using specialized
hardware and software. However, widely available,
low-cost Internet Protocol (IP) devices are now replacing
proprietary solutions, which increases the possibility of
cyber security vulnerabilities and incidents to I1&C
systems. [5] This is why the cyber threats that exploit the
Information Technology (IT) fields are fast changing and
evolving scenario.

This may increase the vulnerabilities of safety 1&C
systems, and loss of availability of those systems may
harm to the safety function of nuclear power plants for
the cyber threats. That may bring significant consequences
to the facilities and also to the public health. Following
to this brief case, the need to secure the digital 1&C
systems from cyber threats is increased as a point of

safety of nuclear facilities.

[Table 1] Differences of Security aspect in IT and I&C

Topic 1T 1&C

.. . X ‘Uncommon/
Anti-virus/Mobile Code |Common/Widely Used i
Impossible to deploy

Lifetime 3-5 Years Up to 20 Years

Outsourcing Common/Widely Used Rarely used

Application of Patches |Regular/Scheduled Slow(Vendor specific)

Change Management |Regular/Scheduled Rare

Time Critical Content |Generally delays accepted |Critical due to safety

Availability Generally delays accepted |24*7*365

Good in both private and X
Secure Awareness Poor except for physical

public sector

. . . Occasional testing for
Security Testing/Audit |Scheduled and mandated
outages

Secure Remote and Unmanned

Physical Security

For those reason, cyber security program on nuclear
1&C systems should be performed to meet confidentiality,
integrity and availability criteria, but still have different
IT fields. Table 1

differences of security aspect between IT and 1&C

aspect comparing with shows

systems.
1.2 Cyber Security Assessment

Cyber

determining how effectively an entity being assessed

security assessment is the process of
meets specific cyber security objectives. [5] It is essential
to know the strengths and weaknesses of the 1&C systems
against cyber threats that can exploits its electronic
vulnerabilities. The assessment helps to measure the
degree of confidence one has that the managerial,
technical and operational security measures work as
intended to protect the 1&C systems. The cyber security
assessment should be done periodically to ensure that the
directions of management are implemented properly,
security features operate as designed and new threats are
identified and addressed.

The assessment covers all managerial, technical,
organizational and operational areas of cyber security
features on 1&C systems which are;

a. cyber security policy and plans

b. organizational security

c. asset classification and control

d. personnel security

e physical and environmental security

f. communication and operation management

g. access control

h. system development and maintenance

i. compliance

The organization doing the assessment should perform
of the

performance objectives and criteria are met through

each stage assessment process to ensure
evaluation of cyber security threats and vulnerabilities.
The assessors may identify new security controls by
documenting and reporting all their findings.

The recommended cyber security assessment processes

are as figure 1.
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—-Development of assessment plans

Preparation -Scheduling and prioritizing
—-Assignment of roles and responsibilities
Review of —Analysis of current cyber security

activities and strategies

Current Practices —Analysis of current threats environments

—Identification of all critical assets

Review of Assets ; ; ;
—-Analysis of operating environments

Identifying
Threats &
Vulnerabilities

—Identifying potential threats and
vulnerabilities
—Identifying security controls

—Attack scenario elaboration
—Likelihood of successful exploitation
—Evaluation of level of risk
—-Countermeasure definition

Risk Assessment

Documentation &
Reporting

—Reporting / recommendation
—Refine cyber security requirements

[Fig. 1] Cyber security assessment processes

2. Development of Cyber Security
Assessment Methodology

2.1 Consideration on Nuclear 1&C Systems

Cyber security assessment is an important process for

determining the best allocation of the technical,
managerial and operational countermeasures. Many of
assessment tools and methodologies that exists such as
testing, auditing, inspecting, examination or analyzing
may be used to assess the security status of digital
systems.

ISO/IEC 27001

which defines the requirements for an information security

is well-known international standard

management.[2] It is intended to bring information

security under explicit management control with
specifying eleven security control clauses to be organized
and jointed information security. This standard might be
the reference for the nuclear 1&C systems to establish
cyber security management systems. However, there is
still need to exert effort in applying those existing
methodologies and requirements to nuclear 1&C systems
since nuclear I&C systems and Information Technology
(IT) fields have different environmental factors and

operations. As shown in figure 1, there are several

characteristics on nuclear 1&C systems that differ from
traditional internet-based information processing systems,
including different risks and priorities.

For examples, nuclear 1&C systems, especially the
safety-related systems, shall be time-critical. In contrast,
IT systems typically require high throughput, but can
withstand substantial levels of delay and jitter. In a typical
IT system, data confidentiality and integrity are the
primary concerns, but nuclear I&C systems primarily
concern availability attributes.

Also the nuclear 1&C system has long lifetime with
multiple of design and operational characteristics. The
multiple lifetime phases and modes of operation may
involve different systems and likewise different
operational environments. An example is during an
overhaul which often involve equipment replacement,
modification and testing or which may require extra staff
or third party or contractor access. Those different
characteristics, considerations and diversity should be
taken into account in the cyber security activities on
nuclear 1&C systems.

This means care should be taken for applying the
existing references to the nuclear I&C systems, and
considering the migration is required. For example, higher
priority of confidentiality attribute in IT fields, such as
protection of disclosing personnel information, is not the

goal of nuclear safety.

2.2 Development of Assessment Questionnaires

This section presents the development of qualitative
cyber security assessment questions which are appropriate
to nuclear 1&C systems with five categories (managerial,
technical, physical, personnel, and policy aspect) to
determine its cyber security status. These categories are
derived from migration and modification of existing
requirements in IT fields with considering the operation
environments and objectives of nuclear 1&C systems. This
paper presents development of 162 questions for assessing
the cyber security status on nuclear 1&C systems. Samples
of the questions are shown on figure 2.

There is a need for organizations in charge of nuclear
facilities to identify and manage several cyber security
activities in order to function properly. The managerial
aspect of the survey has fifty-one (51) questions with the

purpose of assessing the overall managerial processes of
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cyber security on I&C systems. Topics included are

requirements of managerial infrastructures, asset
management, risk management, incident response process,
operations management and continuity management for
the nuclear 1&C systems.

Technical controls to protect the classified asset are
countermeasures which are implemented within systems,
such as hardware, firmware and software including
operating systems and applications. [3] Many
organizations believe that implementing technical controls
such as firewalls or Intrusion Detection Systems (IDS)
can ensure the protection from cyber attacks but someone
may still infiltrate the systems in spite all of these
measure. The technical aspect of the survey composed of
thirty-one (31) questions assesses the best allocation of

technical controls.

Can the cyber security officer manage the
overall cyber security activities including
asset management, risk management, incident
response?
Is there an asset classification scheme?
Managerial Is there proper handling and labeling on
classified asset?
Is there proper back-up plans and
implementation?
Is there proper logging systems of I&C
systems?
Is there proper documentation which is
specifying the cyber security requirements
for the new developed systems?
Is there access control requirements?
. Is there an officer or manager who is in
Technical : N .
charge of managing the source code? Does
he assigned by classified systems?
Is there an access control process to the source
code?
Is there a process of encryption if needed?
Is there a physical security perimeter?
Are there physical entry controls to the Main
Control Room and Equipment Room?
Physical Are there equipments to protect from electric
power failures?
Are there media and document handling
processes?
Are there confidentiality understanding at
initial part of procurement or agreement?
Is there training programs and records of cyber
Personnel security to the all employees and 3rd party
users? Is it periodic?
Are there personnel screening programs?
Is the cyber security policy approved by
management?
Is it disseminated to all employees and 3rd
. parties the easist way?
Policy Is there an encryption policy?
Is there a password management policy?
Is it in compliance with relevant law and
regulation?

[Fig. 2] Sample questionnaire in five categories

Physical security is the controls for protecting the
classified assets from environment or physical damages.
Physical entry controls, working in secure areas and
cabling security to prevent the
should be

physical security aspect of the survey will evaluate the

eavesdropping of
communication media implemented. The
status of physical security through a set of eighteen (18)
questions.

Based on experiences of cyber security on IT fields,
the majority of security incidents are human related and
the security of any computer depends largely on the
behavior of all its users. Cyber security requirements of
an organization should be understood by all its employees
and any other third parties. The personnel security
includes cyber security in job responsibilities, training
programs, personnel screening programs, etc. This
personnel or human aspect of the cyber security will be
assessed through twenty-six (26) questions.

Cyber should be

management, published, disseminated and announced to

security  policy approved by
all employees and external parties. As a highest level of
dictation for the cyber security of nuclear I&C systems, it
should be reviewed and assessed periodically. There are
thirty-six (36) questions in the survey that aims to
evaluate whether it is proper to evaluate the cyber

security policy.

2.3 Assessment Methodology

Once 162 questions in 5 categories have developed
based on consideration and experiences of nuclear 1&C
systems, and migration from the practices in IT fields,
there is a need on how to properly evaluate the answers
to the 162 questions. A simple assessment methodology is
suggested that may be helpful in the initial phase of
system operations. One simple way of evaluating the
answers, belonging to certain cyber security categories, is
the calculation through the relative weights and the
amount of positive answer. This can shows the overall

and summarized results of each cyber security category.

Result = (number of positive answer / total number of

answer) * relative weights

Determination of relative weights for the each category

is based on the consideration of characteristics of and
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experiences in operating nuclear I&C systems. One
example is when we consider the characteristic based on
ensuring the safe operation of nuclear 1&C systems,
availability attribute predominate rather than
confidentiality and integrity. Physical security of nuclear
facilities is traditionally much strict compared to other
industries and with this in mind, higher weights can be
give to managerial aspect compared to the physical
aspect. The establishment of a structured set of cyber
security is highly required in the initial phase of the
assessment hence the weight of the policy aspect may be
given greater value than the other aspects.

In one category, it could be classified into more
several specific areas, except the technical controls for the
reason of reducing the complexity. Figure 3 shows the
determination of relative weights to the each cyber

security category.

Cyber Security Assessment

Personnel

015
Awareness and Training |0

[Fig. 3] Cyber security categories with relative weights

The calculated results are utilized as an index for
qualitative assessment of cyber security. It could generally
include a 'grading criteria' of satisfactory, need
improvement, and insufficiency. An assessor may assign
the criteria to the results shown in Table 2 as an index

of cyber security.

[Table 2] Table title

Result Description

0 < result < 0.4 |Insufficiency

0.4 < result < 0.8

Need Improvement

Satisfactory,
0.8 < result < 1.0

still need continuous management

2.4 Demonstration of Assessment

This section presents the development of a software
tool that uses the suggested qualitative cyber security
assessment methodology and its demonstration with
developed software tool.

Table 3 shows the simple demonstration results based

on relative weights.

[Table 3] Sample calculation for the assessment

# .O.f # of Relative
Category positive . . Result
questions | weights
answers
Policy 22 36 0.35 0.214
Managerial 44 51 0.25 0.215
Physical 15 18 0.15 0.125
Technical 19 31 0.10 0.061
Personnel 14 26 0.15 0.080
Total 0.695

The answers are calculated through the suggested
simple calculation. Consequently, the total result of this
demonstration is 0.695. This table shows also that those
should

personnel aspect of cyber security categories.

systems improve on policy, technical and

This methodology could be implemented through the
software tool to support the licensee of nuclear facilities,
and also to the developers and auditors. Although it does
not provide specific methods of cyber security
countermeasures, but gives overall and high-level of
recommendation on each cyber security categories.

Shown in Figure 4 is the sample page of questions on
managerial aspect in 5 categories of developed software
tool during demonstration. The assessor can check
'positive' or 'megative' on each questions following the
flow of the software tool.

Figure 5 to 7 show the result of the assessment. Figure
5 shows the reporting page of softwar tool that contains

result in radial chart as figure 6, and overall result and
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recommendation of the assessment as figure 7.
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[Fig. 6] Assessment result in radial chart

[Fig. 71 Sample overall result and recommendation

The overall cyber security status of nuclear 1&C
systems is rated as "need improvement" based on the
output of the demonstration above. Each category is
assessed based on grading criteria where it shows that the
managerial aspect is satisfactory, still needs continuous
management while the policy, technical and personnel
aspect are determined as 'need improvement'. It might
then generate a recommendation to upgrade or harden the
systems to enhance the technical aspects.

This methodology and software tool is suggested for
assessment of the overall and general cyber security
status, but not for the specific. This means that the ways
of detailed evaluation on each questions and development

of countermeasures is the further duties.

3. Conclusions

Cyber attacks to nuclear 1&C systems may results in
endangerment of human and environmental safety. This is
why nuclear 1&C systems, especially those which perform
the safety function, shall be protected from cyber attacks.

This paper suggests simple qualitative methodology of
cyber security assessment which is appropriate for the
nuclear 1&C systems. Presented here are a total of 162
questions classified into five categories through several
considerations of characteristics on nuclear I&C systems.
A simple way of evaluating the answers is presented
through relative weights in which the results show the
overall cyber security status for each category and of the

systems as a whole. A demonstration of the cyber security
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assessment with the developed software tool based on the
suggested methodology was also presented.

As the lack of practical methodology on cyber security
assessment of nuclear 1&C  systems, proposed
methodology in this paper might be useful as a cyber
security index at an initial phase of system development
life cycle and operation for the nuclear organizations to
assess the strength and weakness of cyber security on
nuclear 1&C systems, and to the developers, auditors and
regulators as well.

Based on proposed methodology, development of
methodology of assigning detailed cyber security
countermeasure on each category is needed as a further

research.
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