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Abstract  Security enhancement technologies are required to preventing phishing and pharming attacks on
Internet banking. One-time password(OTP) should be used with certificate for enhancing user authentication and
security performance. However, existing OTP technique is weak on MITM(Man-In-The-Middle) attack and
synchnonization should be provided on OTP system. Therefore, more advanced mechanism such as combining
biometic data with OTP can be suggested to enhancing security on authentication system. In this paper, we
designed and implemented a multifactor authentication system using one-time biometric template to generate
unique authentication data after adapting biometric transform on each user's biometric data.
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Bool Login CardNumber Password(ID){
String CardNumber, Password;
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EncodeData=Encoding(CardNumber,Password);
Result = Compare( ID, EncodeData);
return Result;
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