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Analysis of Randomness Characteristics of Hardware Noise
Generator

Jin-Keun Hong"
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fo
2

2 =2 sEgo] e ke

A7) el FETAY BHE 285}
Z

71%E TR, ehEebier elvt

Abstract This paper analyzed randomness characteristics of output data in generator based on hardware noise
source. Also it is enhanced security randomness in the output stream of generator, which is applied on
Laplacian filter. First it reviews criteria of randomness verification of output stream of hardware noise generator,
and presents the enhanced results of output stream of generator, which is applied on Laplacian filter.
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¢ Frequency Test

* Cumulative Sum Test

* Runs Test

* Rank Test

* Spectral Test

* Templates Matching Test

* Universal Statistical Test (Maurer)

* Approximate Entropy Test (Pincus & Singer)

* Random Excursions Test

* Moving Averages Test

¢ Lempel-Ziv Compression Test

* Linear Complexity Test

¢ Bayes Test
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Statistical Test No.of Test Statistical Test No.of Test - -

P-values i) P-values i) ;LE'_E.:E—OIL]— 7HI:IO}—‘Q_ 14 UA O}Z] [eX % =7 ;(] Hj]E—],
Monobit 1 1 Periodic Template 1 157
Block Frequency 1 2 Universal Statistical 1 158 K]%—%O]L}— K2 5:"94 PRNGE ‘r‘]rﬂ' }\]——— N—]Aéoﬂ /\}%
Cusum 2 34 | Approximate Entropy 1 139
Runs 1 ] Random Excursions 8 160-167 ‘H‘E]— P2 % }\1‘11 7] M]——’] A“/HO]L} DSS _1‘119’] /%]
Long Runs of Ones | 1 6 Random Excursions 18 168-183 ]_4 }\].]/(1 %1‘:5]

Variant

Rank ! 7 [ Seral 1 186-187 g v E, g4 =1 K39} K4 E:L,J PRNGE 93t
Spectral DFT 1 g Lempel-Ziv C 1 188 w
Aperiodic Templates | 148 9-136 || Linear Complexity 1 189 A]E /%‘/Ho" 'g_ﬂl:]' AIS-31 Eﬂ—/—\—E—x_ P1, P2 Ek]o

(33 1] AES HFA HAE 4

Test Reference Reco_mmgnded
distribution size [bits)

1. Frequency (monobits) half-normal n = 100

2. Frequency (blocks) X7 = 100

3. Runs X o= 100

4. Longest run of ones (block) X n = 128 up to THOOOD

5. Binary Matrix Ranlk X7 o= 3R012

6. Discrete Fourier Transform normal = 1000
MNon-overlappin -

7. Template [\-F.Ftchgi.ng X! n 2108
Chverlappi :

8. Templfnz E%llching ! n = 10

9. Maurer's half-normal = 387340 up to 107

10. Lempel-Ziv Compression normal e

11. Linear Complexity X7 n = 1P

12. Serial” 7 m = [logg(n)] — 2

12 Approsdimate Entropy! X m = [laggln) | —2

14. Cumulative Sums normal = 100

15. Random Excursions X n o= 1P

16. Random Excursions Variant half-normal n = 10F
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¢ TO: Disjointness test

¢ TI1: Mono bit test

e T2: Poker test

¢ T3: Run test

* T4: Long run test

¢ T5: Autocorrelation test

¢ T6: Uniform distribution test

e T7: Comparative test for multi nomial distribution

T8: Entropy test
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¢ Frequency

* Binary Derivative

¢ Change Point

¢ Runs

¢ Sequence Complexity
¢ Linear Complexity

¢ Key Generator Tests
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¢ Frequency

* Binary Derivative

¢ Sub-blocks

¢ Entropy

5] Wt HAE V& e Aok

¢ Frequency

* Binary Derivative

* Sub-blocks

* Avalanche Criteria

* Avalanche Variable
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¢ Count the Number of 1’'s in specific bytes
* Monkey tests on 20-bit words

*  Monkey tests on OPSO

* Monkey tests on OQSO

* Monkey tests on DNA

¢ Parking Lot Test

* Overlapping Sums Test

* Squeeze Test

¢  Minimum Distance Test

¢ Random Sphere's Test
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* Monobit test, Poker test, Run test, Long run test
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1IQ Quantique Quantis

NIST & DIEHARD

SafeXcel IP TRNG

FIPS 140-2

Number of p-values less than: ID Quantique NIST & DIEHARD
Test .10 .05 .01
Frequency z i 3 HG324 NIST & DIEHARD
g:::: pervative {;j = = 2 Araneus Alea 1 NIST & DIEHARD
gﬁggﬁikplot;”i 5 34 ;3 g Zrandom USB DIEHARD &POKER
Supbiock {E = ?E;} [ E ! Protego R200/210/230 Crypt-X
Subblock (b = 30) 2 4 0 Comscire J1000KU J-S Coron
E;I:]: elé}:s;trlll;utlon I I'E:ﬂ % =33 I ﬁ.l oxi= 78 [2 Orion Products 256bit run test
Linear Complexity 5 5 1
LC profile - Jumps 12 8 0
LC Profile - Jump Size 20 13 3
4. 2 =1\ T E M5t Aladzdn
Sequence Complexity | Max = 6143 | Min = 6110 |‘E I- I = 1 = oL EB=E I-
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* Birthday Spacings Test

* Opverlapping 5-permutation Test

* Binary Rank Test for Matrices 31x31 & 32x32
¢ Binary Rank Test for 6x8 Matrices

¢ Count the Number of 1’'s in a stream of bytes
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[1] Frequency TEST

CHI2-1 = 118346.320 (5% level= 3.841 )
[2] SERIAL TEST

CHI2-2 = 243744347 ( 5% level = 5.991)
[2A] GENERALIZED SERIAL TEST 3-SERIAL,

CHI2- 4 = 485011.406 ( 5% level = 9.488 )
4-SERIAL  BLOCK COUNT OF LENGTH 4
CHI2- 8 = 936777.371 ( 5% level = 15.507 )
5-SERIAL
CHI2- 16 = 1807076.417 ( 5% level = 26.296 )

[3] POKER TEST
BLOCK LENGTH 3
CHI2- 7 = 282321.037 ( 5% level = 14.067 )
BLOCK LENGTH 4
CHI2- 15 = 495863.133 ( 5% level = 24.996 )
BLOCK LENGTH 5
CHI2- 31 = 718328.930 ( 5% level = 44.654 )
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[1] FREQUENCY TEST

CHI2-1 = 642.705 ( 5% level = 3.841 )

[2] SERIAL TEST

266

CHI2-2 = 1556.224 ( 5% level =  5.991)
[2A] GENERALIZED SERIAL TEST
##%  3.GERIAL
CHI2- 4 = 2101222 ( 5% level = 9.488 )
##% 4 SERIAL
CHI2- 8 = 3772.828 ( 5% level = 15.507 )
##% 5 SERIAL
CHI2- 16 = 6510.958 ( 5% level = 26.296 )
[3] POKER TEST
BLOCK LENGTH 3
CHI2- 7 = 1435383 ( 5% level = 14.067 )
BLOCK LENGTH 4
CHI2- 15 = 4608.613 ( 5% level = 24.996 )
BLOCK LENGTH 5
CHI2- 31 = 2913.661 ( 5% level = 44.654 )

hzebel WEE Hast 4e 269 WPl A
F3E Felalqr
5.2 E

G ZHQ] PEsher] aTEe
d 1S Aol Higt 240l o] HAE 7]%—8—.
0 (o]

I1S-31, Crypto-X, t}o]s}

Z
2]
—
&
. N
i
N
J
E_
1
:i
>

s ATE TRNG 'd= 247

= 224 Eﬂ/\E 712 1oy BHEHon He

5]‘: 7|0 l NIST 800-22 7]=olu} tostE 7]zo|ot.
o SRSl Al HA719) S o] et 2

A8 ¢ 24d HEAol ManE g

o
rar

=2

[1] W. Schindler and W. Killmann, "Evaluation Criteria
for TRBG cryptographic  applications,"
CHES2002, LNCS2523, pp.431-449, August 2002.

[2] Marsalglia, G. DIEHARD: A Battery of Tests of

used in



Sheglo] w1l A

ot
Am
ox

AT

1

Randomness, http://stat.fsu.edu /geo, 1996.

[3] NIST Special Publication 800-22, "A statistical test
suite for random and pseudo random numbers," Dec.
2000.

[4] Vittorio Bagini, and Marco Bucci A Design of
Reliable True Random Number Generator for
Cryptographic Applications. CHES1999, pp. 204-218,
LNCS1717 1999.

[5] Viktor Fischer, and Milo’s Drutarovsky, " True
Random Number Generator Embedded in
Reconfigurable Hardware," CHES 2002, pp.415-430,
LNCS 2523 2003.

[6] Michael Epstein, Laszlo Hars, Raymond Krasinski,
Martin  Rosner, and Hao Zheng, "Design and
Implementation of a True Random Number Generator
Based on Digital Circuit Artifacts,” CHES 2003, pp.
152-165, LNCS 2779.

Ofol

¥l Z(Jin-Keun Hong)

[0

H3|

—

]

* 20084 129 ~ @4 : WAhet

& 2
B AREASE B

A

P Hop>
ZEA, ALY, RFID, 4w 2ot

)

267




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /FRA <>
    /ENU (Use these settings to create PDF documents with higher image resolution for improved printing quality. The PDF documents can be opened with Acrobat and Reader 5.0 and later.)
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /KOR <FEFFd5a5c0c1b41c0020c778c1c40020d488c9c8c7440020c5bbae300020c704d5740020ace0d574c0c1b3c4c7580020c774bbf8c9c0b97c0020c0acc6a9d558c5ec00200050004400460020bb38c11cb97c0020b9ccb4e4b824ba740020c7740020c124c815c7440020c0acc6a9d558c2edc2dcc624002e0020c7740020c124c815c7440020c0acc6a9d558c5ec0020b9ccb4e000200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /CHS <FEFF4f7f75288fd94e9b8bbe7f6e521b5efa76840020005000440046002065876863ff0c5c065305542b66f49ad8768456fe50cf52068fa87387ff0c4ee563d09ad8625353708d2891cf30028be5002000500044004600206587686353ef4ee54f7f752800200020004100630072006f00620061007400204e0e002000520065006100640065007200200035002e00300020548c66f49ad87248672c62535f003002>
    /CHT <FEFF4f7f752890194e9b8a2d5b9a5efa7acb76840020005000440046002065874ef65305542b8f039ad876845f7150cf89e367905ea6ff0c4fbf65bc63d066075217537054c18cea3002005000440046002065874ef653ef4ee54f7f75280020004100630072006f0062006100740020548c002000520065006100640065007200200035002e0030002053ca66f465b07248672c4f86958b555f3002>
  >>
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


