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Abstract In this paper, we proposed a data mining framework for the management of alerts in order to
improve the performance of the intrusion detection systems. The proposed alert data mining framework performs
alert correlation analysis by using mining tasks such as axis-based association rule, axis-based frequent episodes
and order-based clustering. It also provides the capability of classify false alarms in order to reduce false
alarms. We also analyzed the characteristics of the proposed system through the implementation and evaluation
of the proposed system. The proposed alert data mining framework performs not only the alert correlation
analysis but also the false alarm classification. The alert data mining framework can find out the unknown
patterns of the alerts. It also can be applied to predict attacks in progress and to understand logical steps and
strategies behind series of attacks using sequences of clusters and to classify false alerts from intrusion detection
system. The final rules that were generated by alert data mining framework can be used to the real time
response of the intrusion detection system.
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