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Abstract Hsiang-Shin proposed a user authentication scheme which was created by improving Yoon’s scheme.
Afterwards, An showed the failure to meet security requirements which are considered in user authentication
using password-based smart card in Hsiang-Shih-suggested scheme. In other words, it was found that an attacker
can steal a user’s card, and detect a user’s password by temporarily accessing it and extracting the information
stored in it. However, An-proposed scheme also showed its vulnerability to password-guessing attack and
forgery/impersonation attack, etc. and thus, this paper proposed the improved user authentication scheme. The
proposed authentication scheme can thwart the password-guessing attack completely and this paper proposed
scheme also includes an efficient mutual authentication method that can make it possible for users and
authentication server to certify the other party.
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